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1. Introduction

In the context of cloud computing, the term serverless is typ-
ically used to describe a paradigm focusing on cloud architec-
tures that comprise provider-managed components (Baldini et al.,
2017). From the developer’s perspective, the decreased control
over the infrastructure gives the impression that servers are
no longer needed, whereas in fact servers become a provider’s
burden. One exemplary serverless use case is when different
non-managed component types, e.g., Database-as-a-Service and
Software-as-a-Service, are combined to implement a Backend-as-
a-Service (Cloud Native Computing Foundation (CNCF), 2018).

Function-as-a-Service (FaaS) is a cloud service model enabling
the hosting of business logic in a serverless fashion, which makes
this model an essential instrument for developing serverless ap-
plications. By deploying event-driven, stateless, and often short-
lived functions to FaaS platforms, developers outsource the main-
tenance efforts to the corresponding platform provider. As a
consequence, functions are automatically scaled without any im-
posed limits on the amount of new instances. Moreover, in case
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functions are no longer needed, they are scaled to zero instances,
hence eliminating the need to pay for idle application com-
ponents unlike in other service models that continuously run
components, e.g., Platform-as-a-Service (Yussupov et al., 2019b).

The FaaS service model started gaining a lot of attention after
the release of AWS Lambda (Amazon Web Services, Inc., 2021) in
2015, which started the overall serverless trend. Afterwards, all
major cloud providers introduced their FaaS offerings including
notable examples such as Microsoft Azure Functions (Microsoft,
2021a), Google Cloud Functions (Google, 2021a), and IBM Cloud
Functions (IBM, 2021a), with the latter based on the open source
FaaS platform Apache OpenWhisk (The Apache Software Foun-
dation, 2021). The landscape of open source FaaS platforms is
also blooming. Various alternatives such as OpenFaaS (OpenFaaS
Project, 2021), Apache OpenWhisk (The Apache Software Foun-
dation, 2021), Kubeless (Bitnami, 2021), or Knative (The Knative
Authors, 2021) are being actively developed and maintained by
the community.

However, in most cases, the FaaS programming model is the
only common denominator for all available offerings since the un-
derlying technical platform characteristics and supported feature
sets vary significantly. For example, one of the main strengths of
proprietary FaaS platforms lies in the out-of-the-box integration
with provider-specific services, which is typically not the case for
open source platform offerings. For instance, AWS Lambda can
natively be combined with Amazon SQS to use message queues
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as sources triggering function execution. In contrast, open source
platforms such as Kubeless or OpenFaaS provide a more portable
way to develop serverless applications. They indeed reduce plat-
form lock-in, favoring more portable serverless applications that
are not locked into specific cloud offerings, e.g., by relying on Ku-
bernetes (The Kubernetes Authors, 2021), a portable application
orchestrator, rather than on Amazon’s or Microsoft’s clouds.

As a result, choosing the most suitable platform becomes a
decision problem involving multiple different dimensions, which
affect both the high-level business perspective of project man-
agers and the low-level technical perspective of application de-
velopers and operators. For instance, high-level requirements
include the license used by a FaaS platform, which heavily in-
fluences the choice of the platform when the latter is intended
to be incorporated as an internal task-scheduling component for
a company'’s product. Various low-level technical details have to
be analyzed too, which might become a serious obstacle for de-
ciding which platform to choose. Examples of such technicalities
include available event source integrations, platform-supported
tooling, deployment automation support, or supported language
runtimes.

Our objective here is precisely to provide a way to uniformly
classify FaaS platforms with the goal of simplifying the decision-
making process for specialists with different levels of responsi-
bilities, i.e., managers and technical specialists. To come up with
an efficient classification mechanism, we conducted a multivocal
review that combines the results from a systematic literature
review and the documentation analysis of existing platforms
to derive a FaaS Platforms Classification Framework, which we
present as the first contribution of this paper.

Our classification framework clearly distinguishes between
two views: (i) the business view of project managers and (ii) the
technical view of developers and operators. These two different
views can help organizations in choosing a FaaS platform best
suited for their requirements, with the business view helping
project managers to first select the subset of FaaS platforms
complying with the project and business requirements with a
high-level analysis, and without delving into all technicalities of
the platforms themselves. The technical view can then be ex-
ploited by the technical specialists working on the development
and operation of a FaaS-based project to analyze the technical fea-
tures of FaaS platforms, while at the same time focusing only on
the platforms that already comply with the project and business
requirements.

Based on our classification framework, we conducted a FaaS
Platforms Technology Review, which constitutes the second contri-
bution of this paper. The technology review classifies and com-
pares the ten most popular FaaS Platforms, i.e., the three most
used proprietary platforms and the seven highest-ranked open
source platforms. Notably, our review provides a first systematic
knowledge base that managers and DevOps can exploit to choose
the platform best suited for their requirements.

The main contribution of this work is hence twofold:

(i) We introduce a FaaS Platforms Classification Framework de-
rived using a multivocal literature review that analyzed
(a) the official documentation of commercial and open
source platforms and (b) FaaS platforms classification ap-
proaches used in academic literature. Our classification
framework combines this knowledge in the form of a com-
prehensive set of dimensions and criteria for comparing
FaaS platforms from two different perspectives: the higher-
level business view of project managers and the lower-level
technical view of application developers and operators.

(ii) We conducted a FaaS Platforms Technology Review of the ten
most popular FaaS platforms, including the three most used
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commercial platforms and the seven highest-ranked open
source platforms. The collected data are publicly available
on Zenodo (Yussupov et al., 2020) and provide a characteri-
zation of the investigated platforms under both the business
and the technical views of our classification framework.

To further support researchers and practitioners in the selec-
tion process, we also present a FaaS Platforms Selection Support
System, called FAASTENER. FAASTENER is a web-based open source
application exploiting the results of our technology review and
enabling to search for FaaS platforms through multi-attribute
queries, e.g., to look for platforms with a certain license and
supporting given monitoring and logging solutions. FAASTENER
allows researchers and practitioners to look for FaaS platforms
which satisfy the requirements of their serverless projects and
to browse through the knowledge base built by our technology
review.

The rest of the paper is organized as follows. Sections 2 and
3 discuss background and related work, respectively. Section 4
illustrates the research approach for conducting our study. Sec-
tion 5 introduces the FaaS Platforms Classification Framework.
Section 6 presents the FaaS Platforms Technology Review, while
Section 7 illustrates the FaaS Platforms Selection Support System
materializing the results of the review. Sections 8 and 9 discus-
sion the results and potential threats to the validity of our study,
respectively. Section 10 finally draws concluding remarks.

2. Background

The popularity of serverless computing started to rise af-
ter Amazon introduced its FaaS platform offering called AWS
Lambda (Amazon Web Services, Inc., 2021). While the term server-
less was also used previously in other contexts, it gained most
popularity in the context of cloud-native application develop-
ment (Fox et al, 2017). Essentially, serverless applications are
composed of components that are managed by third-parties,
which significantly reduces control over the infrastructure by
minimizing management efforts (Cloud Native Computing Foun-
dation (CNCF), 2018).

Function-as-a-Service is an integral part of the serverless world
as it enables hosting business logic in the form of functions that
are typically stateless and driven by events. This means that the
deployed function code can be triggered by events originating
from multiple heterogeneous event sources such as databases,
message queues, or streaming platforms. Moreover, functions can
be exposed as HTTP endpoints via API Gateways, or invoked on a
scheduled basis, e.g., using cron jobs. The actual list of supported
event sources and possible ways to integrate events from third
party services depends on the employed FaaS platform. Since
the provider is responsible for managing functions, autoscaling
comes out-of-the-box, also including scaling to zero instances
when functions are not needed. This introduces a new, more
flexible cost model, where users do not need to pay for idle
components as for Platform-as-a-Service deployments. However,
in some cases the costs might become less appealing than with
classic cloud service models (Eivy, 2017). Moreover, aside from its
benefits, FaaS also has some well-known limitations (Hellerstein
et al., 2018) such as the cold start issue, limited execution time
which might also vary on different FaaS platforms, or tighter-
coupling with provider’s specifics due to outsourced management
efforts (Yussupov et al., 2019a). However, the combination of the
above mentioned properties and limitations is what essentially
affects the ways how FaaS platforms need to be chosen.

The FaaS technology landscape comprises a variety of het-
erogeneous platforms, which are offered as-a-service, or can be
installed on-premises. For example, Microsoft introduced Azure
Functions (Microsoft, 2021a) while IBM started offering its Cloud
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Functions (IBM, 2021a) based on the open source FaaS platform
Apache Openwhisk (The Apache Software Foundation, 2021).
The landscape of open source FaaS platforms started to evolve
rapidly too, also due to the popularity of container orchestration
brought by Kubernetes (The Kubernetes Authors, 2021). Multiple
open source products such as OpenFaa$S (OpenFaaS Project, 2021),
Kubeless (Bitnami, 2021), or Fission (The Fission Authors, 2021)
that provide serverless, FaaS-based application development ex-
perience on top of Kubernetes. Typically, since functions are
event-driven, Faa$S platforms can be integrated with multiple pos-
sible event sources such as databases, messaging and streaming
platforms, or provider-specific services such as AWS Alexa (Ama-
zon, 2021). As a result of this heterogeneity, there is an ongo-
ing work on maintaining the list of available technologies with
high-level details such as web-site and documentation pointers
curated by the Cloud Native Computing Foundation (CNCF) (Cloud
Native Computing Foundation (CNCF), 2021a). Moreover, CNCF is
also curating the work on standardization of event specification
format called CloudEvents (Cloud Native Computing Foundation
(CNCF), 2021b).

3. Related work

There already exist some research efforts qualitatively classi-
fying and reviewing FaaS platforms. All such efforts were consid-
ered in our study to derive the initial version of our classifica-
tion framework (cf. Section 4), which was then extended based
on FaaS platforms’ documentation to derive the classification
framework presented in this article.

We hereafter position our study with respect to existing ef-
forts, starting from the review by Kritikos and Skrzypek (2018),
who conducted an assessment of serverless frameworks using a
set of criteria corresponding to different phases of a serverless
application’s lifecycle, e.g., design, development, deployment, or
execution. Kritikos and Skrzypek distinguish between provision-
ing and abstraction frameworks. Provisioning frameworks are
responsible for provisioning serverless applications by enabling
a “mini-serverless platform”, whereas abstraction frameworks
abstract from the technical details of two or more serverless plat-
forms. As a result, Kubernetes-based FaaS platforms, like Fission
and Kubeless, are classified as provisioning frameworks, whereas
the Serverless framework is described as an abstraction frame-
work. The Authors then evaluate and compare both provisioning
and abstraction frameworks by considering qualitative criteria.
Our effort goes a step further by (i) considering a wider set
of criteria to analyze and classify FaaS platforms, and by (ii)
considering a wider set of FaaS platforms.

Similar considerations apply to other examples of criteria-
based reviews of FaaS platforms, e.g., Lee et al. (2018), Lynn et al.
(2017), and Mohanty et al. (2018), and to those focussing on
evaluating FaaS-based function orchestrators and serverless ap-
plication repositories, e.g., Garcia Lopez et al. (2018) and Spillner
(2019). Lee et al. (2018) evaluate the performance characteristics
of production FaaS platforms, and include a feature-wise com-
parison of the chosen products, i.e., FaaS platforms from Amazon,
Microsoft, Google, and IBM. Lynn et al. (2017) evaluate seven en-
terprise serverless platforms with the term serverless being used
interchangeably with FaaS. The chosen products are reviewed
based on the set of defined criteria and include, e.g., AWS Lambda,
Microsoft Azure Functions, and Google Cloud Functions. Mohanty
et al. (2018) conduct a feature-wise comparison and performance
evaluation of four open source FaaS platforms, namely Kubeless,
OpenWhisk, Fission, and OpenFaaS. In their work, Mohanty et al.
however put more focus on comparing the performances expe-
rienced by the considered open source platforms. Garcia Lopez
et al. (2018) evaluate and compare three commercial FaaS orches-
trations systems, namely AWS Step Functions, IBM Composer,
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and Azure Durable Functions. The chosen function orchestra-
tors are reviewed based on the set of defined criteria, and their
runtime overhead is evaluated experimentally. Spillner (2019)
investigates how FaaS-based applications are specified, stored,
and offered using the AWS Serverless Applications Repository.
Various statistics are presented related to different aspects of
functions’ lifecycle.

All the aforementioned works (Kritikos and Skrzypek, 2018;
Lee et al,, 2018; Lynn et al., 2017; Mohanty et al., 2018; Garcia
Lopez et al,, 2018; Spillner, 2019) together with other existing
criteria-based reviews of FaaS platforms (Rajan, 2018; Palade
et al,, 2019; Kumar, 2019; Kalnauz and Speranskiy, 2019; Gand
et al., 2020; Bortolini and Obelheiro, 2019), provide valuable con-
tributions by taking various angles for reviewing FaaS platforms
and related concepts. At the same time, the features considered
in all such efforts for classifying FaaS platforms, as well as the
classified platforms, do not overlap, hence scattering knowledge
across different pieces of literature. We instead aim to provide
a more comprehensive classification framework and technical
review, by (i) extending the set of features already considered in
literature for classifying FaaS platforms, (ii) enabling to classify
FaaS platforms at two different levels of detail, based on the
involved stakeholders, and (iii) providing a more comprehensive
technical review for the most popular FaaS platforms using our
classification framework. In addition, we provide a selection sup-
port system enabling researchers and practitioners to look for
FaaS platforms most suited to their needs.

Other research efforts worth mentioning are those tackling
the problem of FaaS platforms benchmarking. For instance, Wang
et al. (2018) analyze the performance, resource management,
and architectures of the FaaS platforms from Amazon, Microsoft,
and Google. Wang et al. implement measurement functions to
discover hidden architecture details of these platforms and collect
performance-related data. Our work differs from that by Wang
et al. (2018) since we focus on feature-wise classification and
reviewing of FaaS platforms, rather than on their benchmarking.
Similar considerations apply to other research efforts benchmark-
ing FaaS platforms (Back and Andrikopoulos, 2018; Figiela et al.,
2018; Malawski et al., 2018; Kuhlenkamp et al., 2019).

Jonas et al. (2019) instead provides a different view on server-
less computing. Similarly to their Berkeley view of cloud comput-
ing (Armbrust et al., 2010; Jonas et al., 2019) explain motivations
and applications for serverless computing, and they list issues and
research directions for allowing serverless computing to fulfill
its potential. Jonas et al. (2019) also provide a high-level review
of AWS Lambda, which covers some of the classification dimen-
sions that we also cover in our study. Our study however goes
a step further in analyzing and comparing FaaS platforms, as
we consider a much bigger set of classification dimensions and
review both proprietary commercial platforms and open source
platforms.

Table 1 summarizes the above discussion by reporting on
the research method adopted in the above mentioned related
research efforts, and by showing how many of the classification
dimensions and FaaS platforms analyzed in this article are cov-
ered also in such research efforts, i.e., (i) how many of the 18
different classification dimensions pertaining to the business view
of project managers (Section 5.1) are covered in related work, (ii)
how many of 36 different classification dimensions pertaining to
the technical view of developers and operators (Section 5.2) are
covered in related work, and (iii) how many of three proprietary
and seven open source platforms covered in our review (Sec-
tion 6) are also covered in related work. From the table, one can
directly observe how each related publication covers a different
set of classification dimensions and reviews a different set of FaaS
platforms, with a preponderance towards proprietary platforms,
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Table 1

Classification of related work based on main focus and research method of each study, and on its coverage of the classification dimensions and FaaS platforms presented

in this article.
Study Research method Covered dimensions Covered platforms Support tooling

Business View Technical View Proprietary Open source

Kritikos and Skrzypek (2018) Technology review 2/18 17/36 0/3 3/7 X
Lee et al. (2018) Performance comparison 0/18 9/36 3/3 0/7 X
Lynn et al. (2017) Gray literature review 2/18 14/36 3/3 1/7 X
Mohanty et al. (2018) Performance comparison 6/18 7/36 0/3 47 X
Garcia Lopez et al. (2018) Performance comparison 0/18 3/36 2/3 0/7 X
Spillner (2019) Technology review 0/18 3/36 1/3 0/7 x?
Rajan (2018) Gray literature review 1/18 4/36 3/3 0/7 X
Palade et al. (2019) Performance comparison 4/18 5/36 0/3 47 X
Kumar (2019) Technology review 0/18 11/36 3/3 0/7 X
Kalnauz and Speranskiy (2019) Performance comparison 0/18 4/36 3/3 0/7 X
Gand et al. (2020) Solution proposal 1/18 2/36 0/3 3/7 X
Bortolini and Obelheiro (2019) Performance comparison 0/18 3/36 2/3 0/7 X
Wang et al. (2018) Performance comparison 0/18 2/36 3/3 0/7 X
Back and Andrikopoulos (2018) performance comparison 0/18 5/36 3/3 1/7 X
Jonas et al. (2019) Position paper 0/18 4/36 1/3 0/7 X
Our study Multivocal review 18/18 36/36 3/3 717 v

2Review results publicly available online and continuously updated.

whilst open source platforms being much less covered. The data
in the table hence show that our work is the first multivocal
review in the field, and how it more comprehensively covers
classification dimensions for FaaS platforms. We indeed cover a
much higher number of classification dimensions, and ours is
the first study reviewing ten FaaS platforms, by both considering
proprietary and open source platforms. In addition, ours is the
first research work accompanied by some concrete tooling to
support application developers in selecting the FaaS platform
most suited to their needs.

Finally, it is worth positioning our study with respect to other
studies of similar nature applied to other cloud service delivery
models. Kolb (2019) inspired our work by proposing a classifi-
cation framework and review of PaaS platforms, which he made
available online in a PaaS platform selection support system, i.e.,
PaaSfinder. Cloud4SOA (DAndria et al., 2012), PaaSport (Bassili-
ades et al., 2017), SeaClouds (Brogi et al., 2014), and DrACO (Brogi
et al, 2017) are other examples of solutions classifying cloud
service offerings and offerings selection support systems, with
Cloud4SOA and PaaSport focussing on PaaS platforms, while Sea-
Clouds and DrACO covering both IaaS and PaaS cloud offerings.
Notably, various of the dimensions pertaining to the business
view in our classification framework are covered also in all such
efforts, while the same does not hold for those in the technical
view. Similar considerations apply to other studies targeting de-
cision support for cloud-based deployment (Menzel and Ranjan,
2012; Peng et al., 2009; Sundareswaran et al., 2012; Di Martino
et al.,, 2010; Jung et al.,, 2013). This highlights how our business
view can be reused to classify and review other cloud-based
deployment solutions, whereas the technical view we propose
hereafter is specific to FaaS platforms.

4. Research method

In this section, we first recap terminology for core concepts re-
lated to the world of serverless and FaaS, which we use through-
out this paper. We then proceed by describing the research
method’s steps.

4.1. Terminology

In this section, we define the serverless- and FaaS-related
terminology used in the subsequent sections.
Function-as-a-Service Platform/FaaS Platform. We use the term
FaaS platform to describe an environment that enables deploying,

managing, and observing function instances, similar to the notion
of a FaaS platform used in the CNCF Serverless Landscape (Cloud
Native Computing Foundation (CNCF), 2021a). This definition
also covers FaaS platforms that require a specific underlying
platform, e.g., when a platform must run on top of a container
orchestration platform such as Kubernetes, since these kinds of
restrictions do not influence the overall purpose of the given
product, i.e., to enable the usage of user-provided functions in
a serverless fashion.

Event. We base our definition of an event on the CloudEvents
specification by CNCF. More precisely, by using the term event,
we mean a data record capturing an occurrence of a particular
fact in a software system during its operating time (Cloud Native
Computing Foundation (CNCF), 2021b).

Event Source. As for events, we rely on the definition from CloudE-
vents specification (Cloud Native Computing Foundation (CNCF),
2021b), i.e., an event source is the context where events happen,
e.g., a remote database.

Function. We base our definition of a function on the definition
from the serverless whitepaper by CNCF (Cloud Native Computing
Foundation (CNCF), 2018). We use the term function to describe
an executable snippet of code that can be hosted on the FaaS
platform and triggered by events originating from supported
event sources, or invoked directly, e.g., via programmatic access
provided by available client libraries.

Serverless Application. The term serverless application is used to
describe a combination of one or more functions that interact
with a set of resources managed by third-parties such as cloud
providers or other external as-a-service offerings. Essentially, a
serverless application represents a logical grouping of resources
and functions in particular, which facilitates, e.g., versioning for
development and deployment of applications.

Function Orchestrator. To describe a specialized software that
enables composing multiple functions by means of workflows,
we use the term function orchestrator. This definition is related
only to specialized products explicitly tailored for FaaS, e.g., AWS
Step Functions (Amazon Web Services, 2021a) or Azure Durable
Functions (Microsoft, 2021b), while it does not include general-
purpose workflow engines such as Apache ODE.

Function Marketplace. We use the term function marketplace to
denote dedicated marketplace platforms for offering functions
and FaaS-based applications that are distributed by third-parties
under proprietary or open source licenses for commercial and
non-commercial use, e.g., applications that represent a common
serverless use case and can be purchased for educational or
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development purposes. A function marketplace is managed by a
marketplace provider, who also defines packaging and descrip-
tion formats of marketplace’s products, for instance. A notable ex-
ample of function marketplace is the AWS Serverless Application
Repository (AWS SAR) (Amazon Web Services, 2021b).

Code Samples Repository. A code samples repository is a publicly-
available and officially-maintained collection of function and ap-
plication examples developed for a given FaaS platform, which
can be used as a training material or reused for application devel-
opment. Unlike function marketplaces, code samples are always
distributed under open source licenses and typically provided as-
is. Technically, it might be a standalone repository or a part of the
main platform’s repository maintained by the community or the
platform producer, e.g., function examples stored in the examples
folder with the platform repository.

4.2. Research method’s steps

Fig. 1 shows the multi-step process of our multivocal re-
view, based on a combination of academic literature review and
documentation analysis. As an initial step, we analyzed existing
academic reviews of FaaS platforms and we derived an initial FaaS
platforms classification framework. Afterwards, we selected ten
existing FaaS platforms, we analyzed them, we refined the initial
classification framework based on the newly-discovered data, and
we used it for the review of these platforms. In the following, we
elaborate on the research method’s design.

4.2.1. Step 1: Academic literature review

To derive a classification framework that covers both academic
and industrial views on FaaS platforms, as a first step, we ana-
lyzed the existing literature that focuses on reviewing Function-
as-a-Service platforms by searching the initial set of publications
using well-known electronic research databases, namely ACM
Digital Library, arXiv.org, Google Scholar, IEEE Xplore, Springer
Link, Science Direct and Wiley Online Library.
Selection criteria. To identify publications relevant to FaaS plat-
forms analysis and comparison, we defined a set of selection
criteria. The initial dataset was screened by the authors using
adaptive reading depth (Petersen et al., 2015) to identify publica-
tions’ relevance. We defined the inclusion (v') and exclusion (x)
criteria as follows:

v Publications that evaluate and compare existing FaaS plat-
forms and function orchestration technologies.

v Publications that are written in English.

x Publications not accessible as full-text or not in the form of
a full research paper, e.g. extended abstract, presentation,
tutorial, PhD research proposal, demo paper, as they do not
provide enough details.

As a result, we identified five (Kritikos and Skrzypek, 2018; Garcia
Lopez et al., 2018; Mohanty et al., 2018; Lee et al., 2018; Lynn
et al., 2017) relevant publications after applying the selection
criteria to the identified initial set of publications.

Snowballing and Combination. As additional means to identify rel-
evant literature, we applied the snowballing technique (Wohlin,
2014). More specifically, we used Google Scholar for forward
snowballing, i.e., analyzed all research papers that cite each of
the selected publications, and applied closed recursive backward
snowballing, i.e., analyzed all research papers cited by each of
the selected publications. Afterwards, we applied the selection
criteria defined previously in Section 4.2.1, which lead to the
identification of six additional publications (Rajan, 2018; Palade
et al.,, 2019; Kumar, 2019; Kalnauz and Speranskiy, 2019; Gand
et al, 2020; Bortolini and Obelheiro, 2019). Due to the rela-
tively small amount of relevant publications (11 in total), the
combination step was not necessary.
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4.2.2. Step 2: Derive initial classification framework

To derive an initial classification framework, we used the
keywording technique (Petersen et al., 2008). The overall process
is as follows: (1) the first two authors of this work separately
analyzed each publication from the selected set to identify com-
mon concepts and define keywords for them; (2) the resulting
keywords were discussed among all authors and clustered to
form the initial classification framework. At this stage, we had
a set of generic, high-level keywords representing categories,
e.g., Licensing, Installation, Documentation, Development, Interfaces,
and Observability, each coming with a set of low-level keywords
representing concrete criteria. For example, Observability included
Logging and Monitoring categories, which listed supported tooling
and available integration mechanisms for adding new tools. As
an outcome of this step we obtained a set of mappings between
higher- and lower-level keywords, e.g., Development: {Function
Runtimes, Client Libraries}, where Development is a high-level
keyword representing a category and the low-level keywords
are in braces. Due to the discrepancies in classification criteria
names used in reviewed publications, the combination of lower-
level keywords also involved de-duplication and decision on final
keyword choices. We explain the decision on keyword choices
by an example: we have chosen the term Function Runtimes over
Programming Language, which is used in multiple reviewed publi-
cations, e.g., “Language” (Kritikos and Skrzypek, 2018), “Program-
ming Language Supported” (Mohanty et al., 2018), “Programming
Language Support” (Palade et al., 2019). While both Function
Runtime and Programming Language are self-explanatory, there is
a subtle difference between them. Supporting a function runtime
means that a platform provides necessary means to run a function
code developed in a specific programming language out-of-the-
box, e.g., Python3 or Java8 runtimes. On the other hand, if a
platform supports Docker images as function runtimes, virtually
any programming language can be supported with additional
effort, i.e., Docker image has to conform with the interfaces
required by the platform to invoke the container instances. After
this step, the collected set of keywords lacked technical depth
compared to the refined framework, e.g., Event Sources category
had no dimensions yet. Additionally, the keywords were not
yet organized in a concrete classification framework, but rather
grouped as a set of mappings between higher- and lower-level
keywords.

4.2.3. Step 3: Search and select relevant faas platforms

As a next step, we selected ten relevant general-purpose FaaS
platforms for subsequent refinement of our initial classification
framework. We defined the following requirements that had to be
fulfilled by a FaaS platform to be included for the documentation
analysis:

v A platform must be general-purpose, meaning that it should
not tailored for a specific use case (e.g., training Al models).

v A platform has to be actively-maintained, i.e., there exist
one or more parties consistently contributing towards new
platform releases and the code repository is not stale or
archived.

We structured the overall process of searching and selecting
relevant FaaS platforms using approaches from existing work, e.g.,
search engine hits analysis (Wurster et al., 2019).

Phase 1: Platforms Search. To select relevant FaaS platforms, we
used white and gray literature sources, namely the list of plat-
forms reviewed in the publications chosen during the literature

1 The actual coverage of selected keywords in the reviewed literature will
be discussed later after showing the obtained classification framework and
while discussing the coverage of classification dimensions in reviewed literature
(Table 20).
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Conduct Derive Initial Search and Select
Academic Classification Relevant FaaS
Literature Review Framework Platforms

Analyse

Refine Conduct FaaS
Platforms’ Classification Platforms
Documentation Framework Review

Fig. 1. The sequence of steps to derive

review step described in Section 4.2.1, and the serverless land-
scape (Cloud Native Computing Foundation (CNCF), 2021a) main-
tained by CNCF that describes the platforms and tooling related
to serverless computing. We aggregated the lists of platforms
obtained from both sources while checking if the aforementioned
inclusion criteria are fulfilled to ensure that we do not miss rele-
vant platforms. For example, we excluded Snafu (Spillner, 2017),
a research prototype evaluated in one of the publications as it is
not a general-purpose and actively-maintained FaaS platform (no
commits in the last 2 years). Afterwards, we sorted the remaining
platforms by popularity (using separate criteria for hosted and
installable platforms) and we applied the effort bounded stopping
criteria (Garousi et al., 2019) by selecting ten platforms in total.

Phase 2: Platforms Selection. A first crucial selection aspect is how
to decide on proper ratio between commercial and open source
platforms. It is important to mention that at the moment of
writing CNCF serverless landscape lists 33 FaaS platforms, 19 of
which are hosted (mostly closed-source) and 14 are installable
and open source. With the aim of putting more emphasis on
open source installable FaaS platforms, whose source code is
publicly available and which can be installed on premises, we
decided to cover 50% of them, i.e., seven open source installable
FaaS platforms. Taking into account our bounded effort stopping
criteria (Garousi et al.,, 2019), according to which we limited our
analysis to ten FaaS platforms, we hence chose to analyze three
commercial platforms and seven open source platforms.

To pick the most representative commercial and open source
FaaS platforms, we then decided to select the most popular of
them. We used different popularity quantifiers for commercial
and open source platforms since (i) commercial platforms typi-
cally have popularity quantifiers, like quantity of search engine
hits or Stackoverflow questions, which are higher with respect
to those of open source platforms by orders of magnitude, (ii)
such popularity quantifiers can also be misleading for open source
platforms, as their name may not be branded and correspond to
other projects, and (iii) the developers’ interest in open source
platforms can be estimated by analyzing publicly available source
code-related metrics, while commercial platforms are typically
proprietary closed-source products maintained by one party, e.g.,
AWS Lambda.

We searched for the three most popular commercial FaaS
platforms by sorting commercial platforms by Google Search hits,
and by using the full platform name as a search query (e.g., “aws
lambda”, “azure functions”, “google cloud functions”, and “ibm
cloud functions”). As a result, we selected AWS Lambda, Microsoft
Azure Functions, and Google Cloud Functions. It is worth men-
tioning that for all three selected platforms the amount of Google
Search hits was above 500.000 hits, whereas there is a significant
drop in number of hits for the remaining commercial platforms,
all of which had less than 150.000 hits.

In contrast, we approximated the overall interest in open
source platforms by measuring the amount of GitHub stars given
by GitHub users since all open source FaaS platforms are hosted
on GitHub (Cloud Native Computing Foundation (CNCF), 2021a).
The amount of stars associated with the GitHub repositories of
FaaS platforms were extracted using GitHub’s API, which resulted
in the following list: OpenFaaS, Apache Openwhisk, Nuclio, Fis-
sion, Fn, Kubeless, and Knative. This decision was driven by two
main factors, namely (i) to highlight the trends in open source

the FaaS platforms classification framework.

FaaS platform development community and (ii) to provide more
data for identifying the gaps between open source and commer-
cial platforms, since the latter generally focus less on supporting
integration with third-parties. Table 2 shows the final list of FaaS
platforms selected for the documentation analysis together with
their corresponding documentation sources.

4.2.4. Step 4: Analyse platforms’ documentation

We analyzed only the documentation provided by official
sources such as a dedicated website maintained by the official
producer of the platform and its GitHub repository, in case the
platform is open source (Table 2). The documentation was ana-
lyzed separately by the first two authors of this work using the
initial classification framework as a baseline. After the analysis,
the results were discussed among all authors to identify potential
refinements for the classification framework. As starting points
for reviewing the documentation we used the initial set of key-
word mappings obtained after the analysis of relevant research
publications as discussed in Section 4.2.2. The mappings between
higher- and lower-level keywords such as Development: {Func-
tion Runtimes, ...} were further refined based on the technical
information obtained from the documentation of platforms. For
example, the criterion Runtime Customization was added to the
mapping Development: {Function Runtimes, Runtime Customization,
...} as multiple platforms documented ways of extending sup-
ported function runtimes with the goal to enable implementing
functions using programming languages not officially listed in
the documentation. As an outcome of this step, we updated
existing mappings with additional technical criteria. The updated
mappings at this stage required a categorization and decisions on
which collected criteria to keep.

4.2.5. Step 5: Finalise classification framework

After the initial set of mappings was refined using the analysis
in Section 4.2.3, the obtained set of mappings had to be catego-
rized to derive the final version of the classification framework.
Firstly, the relations between higher-level keywords representing
categories and low-level keywords was discussed among all au-
thors to finalize our classification framework explained in detail
in Section 5. For example, it was decided to combine Testing
and Debugging into one parent category as multiple platforms
document corresponding features “in vicinity of each other”. Sim-
ilarly with the Observability category, which focuses on logging
and monitoring aspects. The resulting set of categories and child
elements was further analyzed and cross-checked among authors
to reduce potential bias (Section 9). As a result, our framework
comprised a set of categories grouping multiple related dimensions
that represent classification criteria, each with a set of allowed
values.

At this stage, we decided not to include some of the initially
defined keywords. For example, it was decided not to include
security-related concepts such as function’s code isolation mech-
anisms, as all authors agreed that such aspects require more
specialized analysis and are not in the scope of this work. During
this process we observed that the derived categories and dimen-
sions differ in the amount of technical details, which inspired
the idea of having two separate views on platforms: (i) higher-
level, more general, and (ii) lower-level, more technical views.
The resulting set of categorized dimensions was used to derive
our FaaS Platforms Classification Framework, which we discuss
in-detail in Section 5.
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List of selected FaaS platforms (sorted alphabetically).
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FaaS platform Documentation sources

Apache Openwhisk

https://openwhisk.apache.org, https://github.com/apache/openwhisk

AWS Lambda https://docs.aws.amazon.com/lambda

Fission https://docs.fission.io, https://github.com/fission/fission

Fn https://fnproject.io/, https://github.com/fnproject

Google Cloud Functions https://cloud.google.com/functions/docs

Knative https://knative.dev/docs, https://github.com/knative

Kubeless https://kubeless.io/docs, https://github.com/kubeless

MS Azure Functions https://docs.microsoft.com/en-us/azure/azure-functions, https://github.com/Azure/Azure-Functions
Nuclio https://nuclio.io/docs, https://github.com/nuclio/nuclio

OpenFaaS https://docs.openfaas.com, https://github.com/openfaas/faas

4.2.6. Step 6: Conduct faas platforms review

We exploited our classification framework derived in Sec-
tion 4.2.5 to conduct a technology review of the ten FaaS plat-
forms listed in Table 2. As a first step, each platform was reviewed
separately by two authors. Afterwards, the results were cross-
checked by the other authors and merged. The conflicting results
were discussed and resolved until the unanimous consensus was
reached. To facilitate the reproducibility of our technology review,
all collected data with corresponding documentation links are
published as a Zenodo dataset (Yussupov et al., 2020). The results
of the review are presented in Section 6.

5. Faas platforms classification framework

When choosing a FaaS platform best suited for a software
project, various different aspects have to be taken into account
and two different views can be identified. On the one hand,
project managers focus on project- and business-oriented aspects
when choosing the possible FaaS platforms for shipping the
projects they manage, e.g., whether to select a proprietary or
open source platform, and its actual licensing. On the other hand,
aspects like whether a FaaS platform natively supports certain
function triggers or deployment automation, or whether it can
be integrated with given monitoring and logging solutions are
typically not analyzed by project managers. Such aspects are
rather considered by the technical experts actually developing and
operating the project itself. Following this idea, we now present
our framework for classifying FaaS platforms by distinguishing
the business view of project managers from the technical view of
developers and operators.”

5.1. A business view for classifying faas platforms

The business view of our FaaS Platforms Classification Frame-
work comprises categories and dimensions of interest for project
managers aiming to identify the FaaS platforms complying with
the high-level project requirements. These include, for instance,
the license under which a FaaS platform is released and whether
the platform can be installed on-premise or not, as both dimen-
sions can impact on the integration of the platform with the
rest of the software developed in a project (Laurent, 2004). All
dimensions pertaining to the business view of our classification
framework are organized in Fig. 2 and explained hereafter.
Licensing. Each FaaS platform is released under some existing
licensing, whether open or proprietary. The category Licensing
enables classifying platforms under such dimension by allowing
to indicate the actual License and the corresponding license Type.
Fig. 2 reports some possible values for classifying the name and

2 The classification framework was derived by extracting self-declared infor-
mation available in FaaS platforms’ online documentation (Section 4). As a result,
information that is not self-declared (e.g., vendor lock-in) is not included in our
framework.

type of the license under which a platform is released, which
can anyhow be any existing open source license name and type
(such as those recapped by Laurent in his book (Laurent, 2004),
for instance) or any proprietary licensing option under which
vendors release their software.

Installation. FaaS platforms currently come in two different forms,
as they can be hosted by vendors, installed on-premise, or both.
The purpose of the Installation category is precisely to enable
classifying FaaS platforms under this dimension by allowing to
distinguish their installation Type (i.e., as-a-service, installable).
The Installation category also enables to indicate the set of Target
Hosts where a FaaS platform can be installed, which is given by a
subset of the set formed by existing OSs and cluster orchestrators
(some examples of which are in Fig. 2). Of course, if a platform
only comes as-a-service, then the set of Target Hosts will be empty.
Source Code. The Source Code category enables classifying the
Availability of the sources of a FaaS platform, whether it is open
source or closed source. In the former case, the FaaS Platform
Classification Framework also enables classifying the Open Source
Repository and main Programming Language used for the Source
Code. Fig. 2 lists possible values for classifying the Open Source
Repository and main Programming Language, which can be any
existing open source repository and programming language.
Interface. Existing FaaS platforms offer different ways for inter-
acting with them, and the purpose of the Interface category is
precisely to enable classifying platform under this dimension. The
Interface category allows to list the supported interface Types, i.e.,
whether they offer a command line interface (CLI), an application
programming interface (API), and/or a graphical user interface
(GUI). It also enables to classify whether a FaaS platform supports
Application Management, i.e., which subset of CRUD operations
it offers to manage applications. Finally, the Interface category
includes the Platform Administration dimension, which enables
indicating whether a FaaS platform provides means for its own
deployment, configuration, enactment, termination and undeploy-
ment.

Community. The Community category enables to classify FaaS plat-
forms based on the size, activity, and popularity of their devel-
opment community. Given that the seven most popular open
source FaaS platforms (which drove the development of our clas-
sification framework) are all hosted on GitHub, the obtained
Community category explicitly enables to classify platforms based
on quantitative information taken from their GitHub repository,
i.e., the amount of Stars, Forks, Issues, Commits and Contributors.
All such numeric information gives an indication of the size,
activity, and popularity of the corresponding repository (Guidotti
et al., 2019). Another dimension explicitly included in the Com-
munity category is the amount of platform-related Questions on
Stackoverflow, which also provide an indication of the usage and
popularity of a platform.

Documentation. The available official documentation for currently
existing FaaS platforms is heterogeneous in comprehensibility
and nature. This is the main reason why the business view of
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Licensing  License Apache 2.0, GNU GPL 1.0, GNU GPL 2.0, GNU GPL 3.0, MIT, ...
Type public domain, permissive, copyleft, freeware, proprietary, ...
Installation  Type as-a-service, installable

Target Hosts

Docker, Kubernetes, Linux, MacOS, OSX, Windows, ...

Source Code

Availability
Open Source Repository
Programming Language

open source, closed source
BitBucket, GitHub, SourceForge, ...
C, C#, F#, Go, Java, Javascript, Python, Ruby, Scala, ...

Interface  Type CLI, API, GUI
Application Management creation, retrieval, update, deletion
Platform Administration deployment, configuration, enactment, termination, undeployment
Community  GitHub Stars  number
Forks — number
Issues  number
Commits  number
Contributors — number
Stackoverflow Questions  number
Documentation  Functions development, deployment
Platform usage, development, deployment, architecture

Fig. 2. The business view of our classification framework. White cells contain categories, lighter gray cells contain classification dimensions, while dark gray cells

contain values that can possibly be associated with classification dimensions.

our classification framework includes the Documentation cate-
gory. The latter enables to indicate whether a FaaS platform
comes with an official documentation for function development
and deployment (with the Functions dimension), i.e., whether it
documents how to develop functions that can be executed by the
platform and the actual processes for suitably deploying them on
the platform. The Documentation category also enables to indicate
whether a FaaS platform officially documents its usage, develop-
ment, deployment and architecture (with the Platform dimension),
i.e.,, whether it documents the processes to use the platform
for running function-based applications, to develop extension to
the platform, to deploy the platform, and whether it provides
information on the platform’s architecture.

5.2. A technical view for classifying FaaS platforms

The technical view in our classification framework comprises
a set of categories and dimensions that have to be considered
by software development and operations specialists willing to
identify if a given FaaS platform suffices low level, technical
requirements. For example, a runtime for the programming lan-
guage used in the company or project might not be supported
by the platform which would complicate the development. Fig. 3
presents a set of categories helping to classify a given FaaS plat-
form from the technical perspective. In the following, we discuss
all categories and their respective dimensions in-detail.
Development. Essentially, a FaaS platform might provide various
mechanisms that facilitate the overall function and application
development experience. Firstly, to start developing functions in a
specific programming language, e.g., Python or Java, the platform
must support the required Function Runtimes. Note that even in
cases when the platform does not support a particular language,
it still might be possible to develop function in such language if
the platform supports Runtime Customization, e.g., by supplying
custom container images as a function runtime. However, since
a custom container image has to be created first following the
specific set of requirements (e.g., implementing a required in-
terface), instead of simply providing the source code, this option
also introduces additional management efforts. As FaaS platforms
typically impose varying requirements on, for example, the way
functions have to be implemented (Yussupov et al., 2019a), the
source code development can also be simplified via plugins for
popular IDEs and Text Editors such as Intelli] IDEA (JetBrains, 2021)

or Visual Studio Code (Microsoft, 2021c) that provide support,
e.g., for platform-specific syntax highlighting or automated code
packaging. Moreover, a platform can provide Client Libraries for a
set of programming languages that wrap the platform’s APIs as
a part of platform’s Software Development Kit (SDK) to facilitate
the development process, e.g., usage of platform-specific libraries
for working with typed events’ data.

Finally, some FaaS platforms restrict the size of functions that
can be deployed, as well as the execution time that functions
can get at runtime. The purpose of the Quotas category is pre-
cisely to qualitatively indicate whether any upper bounds apply
to a given FaaS platform. Presence of such quotas might influ-
ence the design decisions made when implementing functions
for a given platform, e.g., a decision on usage of convenient but
heavyweight libraries. The Quotas category indicates whether a
platform imposes any restrictions on the Deployment Package Size
and Execution Time.

Version Management. An important aspect in FaaS platforms that
can simplify several distinct phases of the application lifecycle
is Version Management of serverless applications and functions.
Apart from facilitating the development process, versioning is
also helpful for application deployment, e.g., to support canary
releases (Danilo Sato, 2014) or blue-green deployments (Martin
Fowler, 2010). It is hence advantageous if a FaaS platform pro-
vides mechanisms for managing versions on the level of single
Function versions, or entire Application versions, i.e., a combination
of functions and resources tracked together. It is worth men-
tioning that while it is always possible, for instance, to encode
version identifiers as part of function or application names or
namespaces, however such implicit versioning is less advanta-
geous than the presence of dedicated mechanisms for version
management. Additionally, a platform might not support version
management on the serverless application level in case no notion
of an application is present.

Event Sources. Due to the event-driven nature of FaaS, the event
sources support plays an important role in deciding whether
the platform is suitable for given development requirements. For
instance, one of the common FaaS use cases is when a function
needs to be exposed as an Endpoint via an API Gateway (Yussupov
et al., 2019a). Subsequently, several endpoint-related aspects can
be considered here, e.g., whether a Synchronous Call or an Asyn-
chronous Call is supported and which protocols can be used for
performing such calls, e.g., HTTP or gRPC. Moreover, it might be
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Development

Function Runtimes
Runtime Customization
IDEs and Text Editors
Client Libraries

Quotas

Go, Java, JavaScript, Python, Docker Image, ...
supported, not supported

IntelliJ IDEA, Eclipse, Visual Studio Code, ...
Go, Java, JavaScript, Python, Docker Image, ...
Deployment Package Size present, not present

Execution Time present, not present

Version Management

Application versions
Function versions

dedicated mechanisms, implicit versioning, no support
dedicated mechanisms, implicit versioning

Event Sources

Endpoint

Data Store

Scheduler

Message Queue

Stream Processing Platform
Special-purpose Service
Event Source Integration

Synchronous Call HTTP, gRPC, ...
HTTP, gRPC, ...
supported, not supported
supported, not supported

AWS S3, Min.io ...

Asynchronous Call
Endpoint Customization
TLS Support

File Level

Database Mode
supported, not supported
AWS SQS, RabbitMQ ...
AWS Kinesis, Apache Kafka ...

AWS Alexa, GitHub, IBM Watson, ...

plugin development, messaging-based integration, ...

Function Orchestration

Workflow Definition
Control Flow Constructs

standard language, custom DSL, orchestrating function, ...
documented, not documented

Azure CosmosDB, MySQL ...

Tooling Integration

Quotas Ezxecution Time present, not present
Task Input and Output Size  present, not present
Testing and Debugging  Testing Functional platform-native tooling, 3rd party tooling
Non-functional platform-native tooling, 3rd party tooling
Debugging Local platform-native tooling, 3rd party tooling
Remote platform-native tooling, 3rd party tooling
Observability  Logging platform-native tooling, 3rd party tooling
Monitoring platform-native tooling, 3rd party tooling

push-based, pull-based, plugin development, ...

Deployment Automation
CI/CD Pipelining

Application Delivery

platform-native tooling, 3rd party tooling
supported, not supported

Code Reuse  Function Marketplace

Code Sample Repository

official marketplace, 3rd party marketplaces
present, not present

Access Management  Authentication

Access Control

built-in, external, ...
functions, resources, ...

Fig. 3. The technical view of our classification framework. White cells contain categories, lighter gray cells contain classification dimensions, while dark gray cells

contain values that can possibly be associated with classification dimensions.

needed to use a custom endpoint’s name instead of the default
resource name assigned when exposing the function as an end-
point, i.e., Endpoint Customization must be supported. In addition,
in case a secure communication via HTTPS is required, a platform
must provide TLS Support.

The next dimension of event sources encapsulates different
Data Store types. Since serverless applications comprise non-
managed components, we consider only the higher-level storage
types (Mansouri et al., 2018) such as File Level which includes
object stores like AWS S3, and Database Mode that covers SQL and
NoSQL databases like Azure CosmosDB.

Another relevant event source is the Scheduler, which al-
lows invoking functions on a scheduled basis. Typically, internally
these sources are implemented using cron jobs, hence developers
might need to understand the subtle differences in the required
format of cron expressions.

Such event source dimensions as Message Queue and Stream
Processing Platform are the next important parts for FaaS plat-
forms. Being one of the main integration mechanisms, messag-
ing plays a crucial role in serverless components integration.
Examples of messaging and streaming solutions include AWS
SQS (Amazon Web Services, 2021c), Apache Kafka (Apache Soft-
ware Foundation, 2021), and RabbitMQ (Pivotal, 2021).

Generally, multiple event sources such as AWS Alexa (Amazon,
2021), IBM Watson (IBM, 2021b), or GitHub (GitHub, 2021) are
not related to particularly-large dimensions and instead represent
particular use cases, which are covered by the Special-purpose Ser-
vice dimension. The list of supported specialized service offerings

varies drastically from platform to platform and might be a major
factor influencing the choice of a suitable platform (Yussupov
et al,, 2019a).

Finally, a platform might provide Event Source Integration op-
tions, which makes it possible to trigger functions using custom
event sources. Examples of integration options might include plu-
gin development or webhook-based integration. Essentially, the
integration using proxy components such as event gateways or
message queues is possible in the majority of the cases due to the
loosely coupled nature of serverless applications. However, the
crucial point here is that the platform’s documentation describes
official ways to integrate custom event sources, for example, com-
pany’s proprietary applications emitting custom events, which
hastens the overall development process.

Function Orchestration. The next significant aspect characteriz-
ing FaaS platforms is related to possible ways of orchestrating
multiple functions. Apart from connecting functions by means of
events and message queues, the specification of workflows (Ley-
mann and Roller, 1999) incorporating multiple functions is an-
other way to orchestrate complex function interactions. There-
fore, support for Function Orchestration brings additional benefits
to platform users. In this category, we consider only FaaS-oriented
orchestrators such as AWS Step Functions or Azure Durable Func-
tions following the definition of a function orchestrator provided
in Section 4.1. Essentially, the majority of function orchestra-
tors are separate offerings that are tailored to work with FaaS
platforms and require a separate classification framework. For
instance, multiple criteria from the business view can also be
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used to classify function orchestrators, e.g., installation, licensing,
or quotas. Moreover, other orchestration aspects, e.g., expres-
siveness and extensibility of the underlying workflow language,
require a more detailed analysis.

For the sake of brevity, we present the baseline informa-
tion relevant for developers willing to start defining function
orchestrations. Firstly, the Workflow Definition process might vary
significantly (Garcia Lopez et al,, 2018), e.g., a custom Domain-
Specific-Language (DSL) can be used to define a function work-
flow, or even a standard language such as BPEL (OASIS, 2007).
Another option is to implement an orchestrating function in a
general-purpose programming language such as Java, which will
be responsible for calling other involved functions and aggregat-
ing the results. Here, the execution of orchestrating functions is
controlled by the function orchestrator that handles stateful oper-
ations or error handling, for instance, making this option not valid
for programming languages that are not explicitly supported by
the orchestrator. Another dimension to consider is the presence
of documentation for Control Flow Constructs, e.g., to understand
how parallel or sequential task execution can be modeled or
whether it is possible to handle errors during the workflow
execution. Additionally, function orchestrators can impose Quotas
on certain aspects of function workflows execution. For example,
the overall Execution Time might be restricted or the Task Input
and Output Size can be limited to a particular value (Yussupov
et al,, 2019a).

Testing and Debugging. Another crucial set of mechanisms is re-
lated to testing and debugging of standalone functions and entire
serverless applications. While FaaS platforms are typically not
responsible for the code development, additional ways to test
Functional and Non-functional aspects of deployed functions can
be provided, e.g., unit and integration testing, or load testing. For
example, a platform might offer mechanisms for facilitating unit
testing with platform-specific libraries, or verifying function invo-
cation using dedicated CLI commands. Moreover, a combination
of Local and Remote debugging mechanisms might be provided
by the platform. In all these cases, both platform-native and
third-party tooling may provide the possible set of solutions.
Observability. The presence of mechanisms for observing server-
less applications is a crucial factor for deciding on the FaaS
platform. For instance, platforms might provide various Logging
and Monitoring options including both platform-native tooling
and third-party tooling. Additionally, platforms can provide docu-
mented ways to integrate existing tools, e.g., using a push-based
or pull-based integration approaches.

Application Delivery. The next category groups together dimen-
sions related to facilitating the delivery of developed applications.
To hasten application deployment, various Deployment Automa-
tion tools can be supported by the platform. For example, a
platform-native deployment automation tool such as AWS Cloud
Formation (Amazon Web Services, 2021d), or a third-party tool
such as the Serverless Framework (Serverless, Inc., 2021) can be
present. Moreover, presence of documented CI/CD Pipelining ways
can facilitate the DevOps processes.

Code Reuse. The ability to use existing applications as a basis for
implementation as well as having access to exemplary code and
configuration snippets can facilitate reducing the time to mar-
ket. Essentially, we distinguish two separate dimensions of Code
Reuse, namely the availability of supported Function Marketplaces
and Code Sample Repositories, which are actively-maintained by
the platform’s provider or by its open source community.

Access Management. Finally, FaaS platforms might provide various
Access Management options related to using the platform from
both, developer’s and user’s perspectives. For example, a plat-
form can provide native or support external Authentication mech-
anisms. Additionally, there might be supported Access Control
mechanisms for defining the access rules for functions and related
resources that interact with them, e.g., forbidding a function to
access a particular data store resources.
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Table 3
Classification of FaaS platforms, based on the Licensing category in the business
view of our classification framework.

License Type
Apache Openwhisk Apache 2.0 Permissive
AWS Lambda AWS service terms Proprietary
Fission Apache 2.0 Permissive
Fn Apache 2.0 Permissive
Google Cloud Functions Google Cloud platform terms Proprietary
Knative Apache 2.0 Permissive
Kubeless Apache 2.0 Permissive
MS Azure Functions SLA for Azure Functions Proprietary
Nuclio Apache 2.0 Permissive
OpenFaaS MIT Permissive

6. FaaS platform technology review

In this section, we present the second contribution of this
article, which is given by the results of the FaaS platforms review
using the classification framework introduced in Section 5. As
for the presentation of our classification framework, we first
discuss the review results relevant for the business view, fol-
lowed by the technical view. The dataset containing the review
results with references to data sources is also publicly available
on Zenodo (Yussupov et al., 2020).

6.1. A business view on FaaS platforms

The business view of our classification framework (Section 5.1)
provides various categories for classifying and comparing existing
FaaS platforms at a high-level. These high-level categories can
be of help for researchers and practitioners willing to identify
FaaS platforms suitable for hosting existing or new FaaS-based
applications by focusing only on those platforms that adhere
to high-level projects’ requirements. Such top-down classifica-
tion approach helps eliminating the need to delve into technical
details of platforms that could be ignored beforehand.

In the following, we present and discuss the classification
of the ten FaaS platforms selected in Section 4, based on the
categories in the business view of our classification framework
presented in Section 5.1.

License. The different licensing options used by the considered
FaaS platforms are listed in Table 3. As expected, all commer-
cial solutions are licensed under provider’s own proprietary li-
cense. Non-commercial solutions instead mainly use the per-
missive Apache 2.0 License, except for OpenFaaS, which uses the
permissive MIT License.

Highlights: Licensing

- All open source platforms use a permissive license,
with Apache 2.0 being the most used.

- All commercial FaaS platforms use proprietary li-
censes, with MS Azure Functions also releasing some
of its components as open source projects.

Installation. Table 4 classifies the considered FaaS platforms by
indicating whether they are available as-a-service or whether
they can be installed on-premises. Not surprisingly, commercial
FaaS platforms are all offered as-a-service. MS Azure Functions
also supports installing the Azure Functions Host, which enables
running serverless applications on Linux, Kubernetes, MacOS and
Windows.

All open source solutions are installable on different hosts,
with Nuclio also coming as-a-service, i.e., allowing to run FaaS ap-
plication on hosted instances of Nuclio and providing additional
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Table 4

Classification of FaaS platforms, based on the Installation category in the business
view of our classification framework. The abbreviation “n/a” stays for “not
applicable”.
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Table 5

Classification of FaaS platforms, based on the Source Code category in the business
view of our classification framework. The abbreviation “n/a” stays for “not
applicable”.

Type Target hosts
Apache Installable Docker, Kubernetes, Linux,
Openwhisk MacOS, Mesos, Windows
AWS Lambda as-a-service n/a
Fission Installable Kubernetes
Fn Installable Docker, Linux, MacOS, Unix, Windows
Google Cloud as-a-service n/a
Functions
Knative Installable Kubernetes
Kubeless Installable Kubernetes, Linux, MacOS,

Windows

MS Azure as-a-service, Linux, Kubernetes, MacOS,
Functions installable Windows
Nuclio as-a-service, Kubernetes

installable
OpenFaaS Installable Docker?, faasd, Kubernetes, OpenShift

4In swarm mode (Docker, Inc., 2021).

features, e.g., advanced monitoring and logging solutions, and a
24/7 support (Iguazio, 2021). The target hosts actually supported
by each installable platform are listed in Table 4. Kubernetes
turns out to be the most supported target host, as all platforms
(but Fn) can be installed on Kubernetes hosts. A reason for this
is that installable platforms are either developed by extending
Kubernetes itself or to be natively integrated with it.

Highlights: Installation

- Among commercial platforms, only Azure Functions
has some parts installable on-premises.

- Installable platforms support multiple target hosts,
and Kubernetes is the most supported.

Source code. The availability of the source code of the considered
FaaS platforms (i.e., whether they are open or closed sourced) is
classified in Table 5, which also lists the open source repository
and main programming language in which an open source plat-
form is implemented. AWS Lambda and Google Cloud Functions
are closed source, while MS Azure Function is partly released
open source. Microsoft is indeed maintaining a GitHub reposi-
tory (Microsoft, 2021d) where part of the C# sources of MS Azure
Functions are publicly available. The GitHub repository provides
sources of a simplified version MS Azure Functions runtime (i.e.,
Azure Functions Host), which can be installed and customized
to run functions on-premises. The repository also provides open
source tools for developing, debugging, and testing functions
running on MS Azure Functions. All other platforms in Table 5
are instead fully open source and their source code can be found
in corresponding GitHub repositories. Notably, Go turns out to be
the most employed programming language for developing FaaS
platforms whose code is publicly available on GitHub (including
MS Azure Functions). All reviewed open source platforms (but
Apache Openwhisk) are developed in Go, which emphasizes the
relevance of Go for cloud-native development. Additionally, this
language choice could indicate that platforms are developed by
extending Kubernetes, which is also developed in Go, or with the
installation and integration with Kubernetes in mind.

Highlights: Source Code

- All open source platforms are hosted on GitHub, and
most of them are implemented in Go.

- Azure Functions is the only commercial platform that
is partially open sourced.
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Availability Open source Programming
repository language
Apache Openwhisk Open source GitHub Scala
AWS Lambda Closed source n/a n/a
Fission Open source GitHub Go
Fn Open source GitHub Go
Google Cloud Functions Closed source n/a n/a
Knative Open source GitHub Go
Kubeless Open source GitHub Go
MS Azure Functions Open source® GitHub C#
Nuclio Open source GitHub Go
OpenFaaS Open source GitHub Go

4Partially open sourced.

Interface. Table 6 classifies considered FaaS platforms under the
Interface category of our classification framework, i.e., by showing
whether they offer a CLI, API, or GUI, and which capabilities
are featured through such interfaces. While we can observe that
all platforms support all CRUD operations for serverless appli-
cations, they considerably vary in terms of interface type and
of operations offered to manage the platform. A first distinction
occurs between commercial platforms and open source platforms,
with the former being the only providing all types of interfaces.
In contrast, all open source solutions provide a command-line
interface (CLI) to access and administer the platform, with only
5/7 also providing an HTTP-based APl and only 3/7 featuring a
GUL It clearly emerges that CLI and API are the most important
interface types, emphasizing the need for programmatic access.
GUI is also supported by more than a half of reviewed platforms
(6/10), as it eases manual interaction with the platform.

Finally, it is worth noting that a neat distinction between
commercial platforms and open source platforms occurs as per
what regards the administration of the platform itself. Commer-
cial platforms do not provide any operation to administer the
platform itself, which is a logical result of being offered as-a-
service (Table 4). Conversely, given that all open source platforms
come as installable solutions (Table 4), they also provide oper-
ations for deploying and enacting the platform, with some also
providing operations to configure the platform. Finally, most of
them do not provide means for terminating nor undeploying
the platform (e.g., in the form of runnable scripts or binaries).
Installable FaaS platforms indeed rely on what available on the
target host for being terminated or undeployed, e.g., if deployed
with Docker or Kubernetes, they rely on the latters’ functionalities
to stop and delete the running Docker containers or Kubernetes
deployments.

Highlights: Interface

- All platforms provide CLIs, whereas APIs and GUIs are
not always provided.

- Open source platforms vary considerably in the way
they can be administered.

Community. Table 7 provides details on the community involved
in the development of considered FaaS platforms.> Notably, the
amount of questions on StackOverflow demonstrates that com-
mercial FaaS platforms are considerably more popular and used
in comparison with the reviewed open source platforms. This

3 In the table, we omit GitHub metrics for MS Azure Functions, as only some
of its sub-components are released open source.
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Table 6
Classification of FaaS platforms, based on the Interface category in the business view of our classification framework.
Apache AWS Fission Fn Google Cloud Knative Kubeless MS Azure Nuclio OpenFaaS
Openwhisk Lambda Functions Functions
cli v v v v v v v v v v
Type api v v v v v v X v X v
gui X v X v v X X v v v
create v v v v v v v v v v
retrieve v v v v v v v v v v
App. Man.
update v v v v v v v v v v
delete v v v v v v v v v v
deployment v X v v X v v X v v
configuration v X v v X v v X v X
Plat. Adm. enactment v X v v X v v X v v
termination x? X x? v X x? x? X x? x?
undeployment x? X x? x? X x? x? X x? x*?

4Termination/undeployment can be achieved by stopping/uninstalling the platform instance with host commands.

Table 7

Classification of FaaS platforms, based on the Community category in the business view of our classification framework. “n/a” stays for “not applicable”. The numbers

displayed in the table were collected on July 1st, 2020.

Apache AWS Fission Fn Google Cloud Knative Kubeless MS Azure Nuclio OpenFaaS
Openwhisk Lambda Functions Functions
Stars 4.8K n/a 5.2K 4.6K n/a 3K? 5.8K n/a 3.3K 17.9K
GitHub Forks 932 n/a 487 349 n/a 637¢ 591 n/a 332 1.5K
Issues 274 n/a 215 125 n/a 2237 164 n/a 51 62
Commits 2.8K n/a 1.2K 3.4K n/a 4.7K* 1K n/a 1.4K 1.9K
Contributors 180 n/a 104 86 n/a 185¢ 89 n/a 55 147
SO Questions 198 16.8K 7 25 10.1K 71 8 7.2K 3 29

2Values for the function hosting component of Knative, i.e., Knative Serving.

is influenced by the difference in the maturity of the platforms
themselves, by the underlying infrastructure, and by natively
supported services.

Among open source FaaS platforms, OpenFaaS is by far the
most popular in terms of stars and it shows also a quite active
community (in terms of forks, commits, and contributors). Kube-
less, Fission, Apache OpenWhisk, and Fn respectively follow in
term of popularity, if measured in amount of stars. The Knative
platform is instead that with the most active community of con-
tributors, with its Serving component showing a total of 4.7 K
commits, by far higher if compared with all other open source
platforms. Finally, Knative and Apache Openwhisk are maintained
by 185 and 180 contributors, respectively, hence owning the
biggest communities of contributors among investigated open
source platforms. Despite all such information just provides an
indicator of popularity, it can still be important while choos-
ing a platform for prioritizing those with higher popularity or
bigger community of contributors, as both indicate an active
maintenance of the platform itself.

Highlights: Community

- OpenFaaS, Apache Openwhisk, and Knative have
the highest ratings on GitHub in terms of stars,
contributors, and commits, respectively.

- Stackoverflow questions show a drastic difference
in interest between commercial and open source
platforms.

Documentation. Table 8 illustrates the classification of considered
FaaS platforms based on the documentation they provide on de-
velopment and deployment of supported applications, and on the
platform itself. All considered platforms widely document how to
use the platform itself and how to deploy serverless applications.
Most of considered platforms (except for Knative, Nuclio and
OpenFaaS) also concretely document how to develop serverless
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applications that can run on the platform, therein included the
available runtime environments and how to exploit the support
provided by the platform (see Section 5.2 for further details). In
addition, each installable platform documents its deployment by
providing installation guidelines.

Differences can instead be observed when looking at how
considered FaaS platforms document their development and ar-
chitecture. Apart from the three commercial solutions, which
obviously do not publicly document their development or archi-
tecture, one would expect all open source solutions to document
the architecture of the platform and its development. However,
the classification of open source FaaS platforms in Table 8 shows
that this is not the case. Only Apache OpenWhisk, Fission, Kube-
less, and OpenFaaS fully document both their architecture and
development. Fn and Nuclio document their architecture, but
they only provide guidelines to contribute to its development.
Conversely, Knative documents its development, without giving
information on its architecture.

Highlights: Documentation

- All platforms provide application deployment and
platform usage documentation.

- Platform development and architecture are not al-
ways documented by open source platforms.

6.2. A technical view on FaaS platforms

As shown in Section 5, FaaS platforms can be classified using
numerous categories that comprise heterogeneous sets of criteria
related to their technicalities. In the following, we elaborate on
the results of reviewing the ten selected FaaS platforms (Table 2)
using the technical view in our classification framework.

Development. One of the main technical aspects related to de-
velopment is whether a platform supports a required function
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Table 8
Classification of FaaS platforms, based on the Documentation category in the business view of our classification framework.
Apache AWS Fission Fn Google Cloud Knative Kubeless MS Azure Nuclio OpenFaaS
Openwhisk Lambda Functions Functions
A Development v v v v v X v v X X
pp- Deployment v v v v v v v v v v
Usage v v v v v v v v v v
Development v X v x4 X v v X x4 v
Platform
Deployment v X v v X v v v v v
Architecture v X v v X X v X v v

20nly providing guidelines/code of conduct for contributing to the project.

Table 9

Classification of considered FaaS platforms, based on the Function Runtimes and Runtime Customization dimensions of the Development category in the technical view

of our classification framework.

Apache AWS Fission Fn  Google Cloud  Knative Kubeless MS Azure Nuclio  OpenFaaS
Openwhisk Lambda Functions Functions
Ballerina v X X X X X v X X X
Custom Binary v X v X X X X X v X
Docker Image v X X v X v v v v v
Go v v v v v X v X v v
Java v v v v v X v v v v
. . MS .NET v v v v X X v v v v
Function runtimes .
Node.js v v v v v X v v v v
Perl X X v X X X X X X X
PHP v X v X X X v v X v
Python v v v v v X v v v v
Ruby v v v v X X v X X v
Rust v X X X X X X X X X
Shell v v v X X X X v v X
Swift v X X X X X X X X X
Runtime customization v v v v X v v v v v

runtime, which allows developing functions in a chosen program-
ming language such as Node.js or Java. Table 9 shows the details
of function runtime support for the list of reviewed platforms
sorted alphabetically.

The most popular languages are Java, Node.js, and Python,
which are supported by 9/10 platforms. Java, Node.js, and Python
are languages with a huge community and ecosystem of libraries,
making these languages a perfect choice for fast-paced FaaS-
based development. The next place is shared by Go and .NET,
whose support is stated by 8/10 reviewed platforms. As shown
previously, Go has become an inherent part of the cloud-native
development world. Go is a compiled and fast language, which is
also used to implement multiple FaaS platforms, which is an ad-
ditional reason why Go is supported by most of them. Moreover,
.NET is mature and well-established, with a large ecosystem of
general-purpose libraries making it a good addition to the main
list of supported languages. The third and fourth place among
supported function runtimes are then occupied by Docker Images
and Ruby, respectively. While Ruby is another good example of
a popular programming language for web development, a large
support for Docker Images worth a special highlight.

Essentially, supporting Docker Images as a function runtime
allows developing and running functions in any programming
language assuming that all required dependencies can be in-
cluded together with the function’s logic and the resulting con-
tainer is compatible with the FaaS platform, i.e.,, a platform is
able to invoke the function and pass the event data. However,
implementing function as container images requires more effort,
since the underlying container has typically to implement a spe-
cific interface allowing the platform to interact with the function
within the container. Docker image can also encapsulate custom
binaries, support for which is stated separately by several re-
viewed platforms, e.g., Nuclio and Kubeless. The main difference
is in which kind of artifacts are used as an input for deploying the
function, i.e., a Dockerfile or the binary with a specification of its
invocation details.
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Additionally, supporting Docker images is one of the possi-
ble ways to enable the Runtime Customization since a function
implemented in a non-supported programming language can be
invoked by the platform. However, there are other ways to cus-
tomize function runtimes. For example, in some platforms the
runtime support is implemented via dedicated container images,
e.g., for running Java8 applications. In such cases, extending the
runtime might also mean building a modified runtime container
image on top of an existing image, e.g., to add a particular li-
brary dependency. Most of the reviewed platforms provide a
description of runtime customization options.

The classification of considered FaaS platforms based on the
Development category is completed by checking whether each
FaaS platform provides plugins for IDEs and rich text editors, as
well as language-specific client libraries for programmatic access
to the API of the platform. Table 10 shows the details about
supported IDEs and Text Editors (e.g., in the form of plugins)
and Client Libraries. One can readily observe that the presence of
platform-specific IDEs or of plugins for existing IDEs is rarely the
case, especially for open source FaaS platforms.

In addition, most of the considered platforms (6/10) shown
in Table 10 provide client libraries for existing programming
languages, which wrap the platforms’ APIs to facilitate the de-
velopment of serverless applications (e.g., by easing the use of
platform-specific libraries to work with typed data or events).

Finally, the quotas on package size and function execution
time are mainly imposed by commercial platforms. On the other
hand, while in most cases open source platforms do not impose
any quotas, it is typically possible to configure limits, e.g., to
impose restrictions on specific resource types consumption. The
review results in Table 10 show the platforms that impose quotas
by default, as this information might influence the way platform-
specific applications need to be developed. For example, if the
function’s execution time is restricted, developers might need to
optimize the code execution time. Often, commercial platforms
offer plans with different quotas, and in some cases quotas can
be reconfigured or unset, e.g., execution time in Azure Functions.
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Classification of considered FaaS platforms, based on the Development category in the technical view of our classification framework. D and
E are used to denote that quotas are set for deployment package size and execution time, respectively. The abbreviation “n/s” stays for “not
specified”, meaning that no related information is in the documentation.

IDEs and Text Editors Client Libraries Quotas
Apache Openwhisk Visual Studio Code?, Xcode® Go, Node.js EP
AWS Lambda AWS Cloud9, Eclipse, Toolkit for Go, Java, MS .NET, Node.js, Python, Ruby, C++ D, E

JetBrains,

Visual Studio, Visual Studio Code
Fission n/s n/s n/s
Fn n/s Go n/s
Google Cloud Functions n/s Dart, Go, Java, MS .NET, Node.js, Python, Ruby D, E
Knative n/s n/s n/s
Kubeless Visual Studio Code n/s n/s
MS Azure Functions Visual Studio, Visual Studio Code Java, MS .NET, Python D, E°
Nuclio Jupyter Notebooks Go, Java, MS .NET, Python n/s
OpenFaaS n/s n/s n/s

?Deprecated/No longer maintained.
bBounded by default, but can be configured to unset quota.

Table 11

Classification of considered FaaS platforms, based on the Version Management
category in the technical view of our classification framework. D and | are
used to denote the possible values dedicated mechanisms and implicit versioning,
respectively. The abbreviation “n/s” stays for “not specified”, meaning that a
platform does not explicitly mention the versioning of serverless applications.

Application versions Function versions

Apache Openwhisk

| |
AWS Lambda D D
Fission | |
Fn | D
Google Cloud Functions | |
Knative n/s D
Kubeless n/s |
MS Azure Functions | |
Nuclio n/s D
OpenFaaS n/s |

Highlights: Development

= Java, Node,js, and Python are the most supported
runtimes, with Docker also being quite popular to
help customizing runtimes.

- IDEs and text editor plugins are mainly offered by
commercial platforms.

Version management. The results for versioning support with re-
spect to single functions and application that represent a combi-
nation of multiple functions and resources are shown in Table 11.
One interesting fact is that some reviewed platforms tend to omit
the notion of a serverless application and rather focus on deploy-
ing single functions. For example, Knative does not differentiate
between functions and serverless applications, since a Service in
Knative represents a container. While in theory a service could
also contain multiple functions, the documentation does not pro-
vide any details on such deployment strategy and how internal
functions can be distinguished. As a result, application versioning
in such platforms is not really possible even implicitly, e.g., by es-
tablishing certain naming conventions for applications. Secondly,
most platforms do not offer dedicated versioning mechanisms,
which makes only implicit versioning possible. In some cases,
there are rudimentary versioning capabilities, which however
cannot be considered dedicated versioning mechanisms. For ex-
ample, in Apache Openwhisk there is an internal version property
in metadata, which is assigned automatically after the deploy-
ment but cannot be managed. The only documentation describing
both function- and application-level versioning is AWS Lambda,
where applications can be defined and managed using AWS SAM
templates.
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Highlights: Versioning

- Most open source platforms employ implicit ver-
sioning, without providing dedicated mechanisms
opposing to commercial platforms.

Event sources. The detailed results of the review for this category
are shown in Table 12. There are several observations related
to the Endpoint event sources category that can be highlighted.
Firstly, all platforms provide capabilities to synchronously invoke
functions exposed as endpoints using HTTP protocol, whereas the
majority (7/10) of reviewed platforms do not document support
for asynchronous invocation of endpoints. In addition, almost
all platforms (9/10) provide mechanisms to customize endpoint
names and the majority of platforms allow securing the endpoint
communication using HTTPS.

Scheduled function invocation is also supported by the major-
ity of platforms (9/10), as described by the Scheduler category.
The scheduling is typically time-based, and it is implemented
by exploiting cron jobs. The definition of time-based scheduling
slightly varies among considered platforms, mainly in terms of
the required formatting.

Different considerations instead apply to triggers related to
Data Stores and Message Queues. Most open source FaaS platforms
(4/7) indeed do not document any support for event sources
in the Data Store category, neither for file level data stores nor
for relational and NoSQL databases. There are some exceptions:
Knative’s documentation lists commercial and open source data
stores as supported, Apache Openwhisk states support for IBM's
NoSQL database called Cloudant, and OpenFaaS describes how
Min.io and Redis can be integrated. The main reason for this
is that open source FaaS platforms come as distinct and stan-
dalone products, which typically do not come with a rich set of
natively integrated services at a first place, unlike commercial
FaaS platforms. Not surprisingly, all commercial FaaS platforms
provide built-in support for multiple data stores originating from
the same provider, e.g.,, AWS Lambda can be seamlessly inte-
grated with the object storage service offering called AWS S3, and
Amazon’s NoSQL database called DynamoDB.

In the Message Queue category, similar as with data stores
support, commercial FaaS platforms focus on provider-specific
message queues such as AWS SQS and AWS SNS for AWS Lambda
or Azure Queue Storage for Azure Functions. As can be seen
in Table 12, the support for message queues is stated by the larger
part (4/7) of the reviewed FaaS platforms. This list includes both
open source messaging solutions such as RabbitMQ, and com-
mercial solutions such as Google Cloud Pub/Sub (Google, 2021b).
Likewise, for the Stream Processing Platform category, commercial
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Table 12

Classification of considered FaaS platforms, based on the Event Sources category in the technical view of our classification framework. n/s stays for “not specified”, meaning that no related information is provided in

the documentation.

Apache AWS Fission Fn Google Cloud Knative Kubeless MS Azure Nuclio OpenFaa$S
Openwhisk Lambda Functions Functions
Synchronous HTTP HTTP HTTP HTTP HTTP, RPC" HTTP HTTP HTTP HTTP HTTP
Endpoint call
Asynchronous HTTP HTTP n/s n/s n/s n/s n/s n/s n/s HTTP
call
Endpoint v v v v v v v v v n/s
customization
TLS support v v v n/s v v v v n/s v
File Level n/s AWS S3 n/s n/s Google Cloud Google Cloud n/s Azure Blob n/s Min.io
Data Store
Storage Storage Storage
Database IBM Cloudant Amazon n/s n/s Cloud Apache CouchDB, n/s Azure Cosmos n/s Redis
Mode DynamoDB Firestore®, AWS DynamoDB DB
Firebase
Realtime
Database®
Scheduler v v v n/s v v v v v v
Message Queue n/s AWS SQS, Azure n/s Google Cloud AWS SQS, AWS n/s Azure Queue RabbitMQ, AWS SQS,
AWS SNS Storage Pub/Sub SNS, Google Cloud Storage, MQTT AWS SNS,
Queue PubSub Azure Service MQTT
Bus
Stream Processing Platform Apache Kafka, Amazon Apache n/s Google Cloud Apache Kafka, AWS Azure Event Apache Kafka, Apache
IBM Message Kinesis Kafka, Pub/Sub AWS Kinesis, Kinesis, Hubs AWS Kinesis, Kafka,
Hub NATS Google Cloud NATS, Iguazio Data NATS
Pub/Sub Apache Science
Kafka Platform,
Azure Event
Hubs, NATS
Special-purpose Service GitHub, Slack?, AWS* Kube- n/s Google* service Apache Camel, n/s MS Azure* n/s Azure
Weather service Watcher offerings Kubernetes event, service EventGrid,
Company Data?, offerings GitHub, BitBucket, offerings IFTTT,
IBM Push GitLab, Google VMware
Notifications?, Cloud Scheduler, vCenter
Websocket API* AWS CodeCommit,
AWS Cognito,
FTP/SFTP,
Heartbeat events,
Websocket
Event Source Integration Hooks, polling, Event source Plugins n/s Webhooks Plugins Plugins Custom 1/O n/s Connector
connection mappings bindings Plugins
patterns

20nly one-directional integration.
To be used for testing purposes.
“Feature is in a pre-release state.

‘D 32 Jayonquanalg ) ‘wopjos [ ‘Aodnssng ‘A

906011 (120Z) S21 24pmafos &3 swaishs fo puinof ayf



V. Yussupov, J. Soldani, U. Breitenbiicher et al.

Faa$ platforms provide support for provider-specific services such
as Google Cloud Pub/Sub for Google Cloud Functions or Azure
Event Hubs for Azure Functions. In case of open source platforms,
Apache Kafka is the most supported (6/7) stream processing
platform, whereas in some cases support for commercial stream
processing offerings is provided as well.

For the Special-purpose Service category, there is no clear pat-
tern on the choice of supported services. On the one hand, com-
mercial providers focus on integrating their FaaS offerings with
the ecosystem of provider-specific services they offer (e.g., AWS
Lambda integrates with the ecosystem given by AWS™* service
offerings). On the other hand, open source platforms support a
variety of external services, e.g., GitHub (2021), Slack (2021), or
IFTTT (2021). To a large extent, the availability of certain ser-
vices is driven by the needs of open source contributors, making
platforms very heterogeneous under this dimension.

Finally, as shown in the Event Source Integration category, the
reviewed platforms mention multiple possible ways to integrate
custom event sources, e.g., plugin development, webhooks, or
polling. Essentially, one of the most common ways to integrate
custom event sources that is not always listed explicitly is by
means of messaging. However, since out-of-the-box integration
typically requires less effort, it is more beneficial to have an
explicitly-supported integration for a desired event source.

Highlights: Event Sources

= All platforms support synchronous, HTTP-based func-
tion invocation, whereas asynchronous calls are
supported by few platforms.

- More than a half of open source platforms do not
support data store event sources.

- Schedulers and stream processing platforms are sup-
ported by most platforms. Messaging is also widely
supported.

- More than a half of reviewed platforms document
integration of custom event sources.

Function orchestration. Table 13 presents the results of the plat-
forms review with respect to the Function Orchestration category.
Orchestrating multiple functions is an important task, with the
majority of reviewed Faa$S platforms (6/10) providing a dedicated
function orchestrator aimed to facilitate this task. Furthermore,
in most cases orchestrators are provided as standalone compo-
nents or service offerings, e.g., Openwhisk Composer or Azure
Durable Functions. In this review, we do not consider function or-
chestration using general-purpose workflow engines, e.g., Google
Composer is based on Apache Airflow.

Half of the reviewed orchestrators allows defining workflows
using so-called orchestrating functions, which define the required
control flow involving multiple functions. Here, orchestrators
typically support less programming languages for defining work-
flows, in comparison with supported function runtimes. More-
over, a set of supported control flow constructs such as se-
quences, exclusive and parallel gateways, is not always defined
by the language itself. For example, Azure Durable Functions
relies entirely on the constructs of the underlying language,
i.e., JavaScript or C#. Openwhisk Composer also allows defining
orchestrations using JavaScript or Python functions, and it also
introduces a set of so-called combinators, i.e., module-specific
commands representing workflow constructs. For instance, a loop
in Openwhisk Composer-based workflow is defined via a module-
specific command composer .repeat instead of the regular for
loop.

AWS Lambda, Fission and Knative instead allow orchestrating
functions by relying on DSL-based workflow definitions, e.g., AWS
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Step Functions provides a custom DSL for composing functions
on AWS Lambda. The list of supported control flow constructs is
defined by the DSL itself, and it can vary significantly. For exam-
ple, the Eventing component of Knative allows defining sequences
and parallel executions, while the orchestrators provided by AWS
Lambda and Fission feature more expressive power enabling the
description of more complex workflows.

Finally, most platforms do not specify any quotas for limit-
ing the execution of the workflows orchestrating functions. The
only exceptions are Apache Openwhisk and AWS Step Functions,
which allow to set timeouts for establishing maximum task exe-
cution time, with AWS Step Functions also allowing to limit I/O
size.

Highlights: Function Orchestration

- More than a half of reviewed FaaS platforms support
function orchestration using either custom DSLs or
orchestrating functions.

Testing and debugging. Table 14 illustrates the review results
regarding platform-specific testing mechanisms. The majority of
reviewed FaaS platforms (6/10) documents some features related
to functional testing. As testing of the function code is not a direct
responsibility of a FaaS platform, most platforms just provide
mechanisms for invoking deployed functions for testing purposes,
e.g., using a dedicated CLI command or GUL

In particular, Apache Openwhisk provides a tool for testing the
invocation of Node]S functions, AWS Lambda provides a GUI to
invoke deployed functions for testing purposes, and Fn offers a
function development kit (FDK) for Java, which facilitates imple-
menting unit tests. AWS Lambda, Google Cloud Functions and MS
Azure also provide guidelines on how to exploit external tooling
for functional testing of serverless applications, typically referring
to the platform-specific IDE plugins they provide (formerly re-
ported in Table 10). AWS Lambda also illustrate some aspects of
non-functional testing, and in particular related to load testing of
serverless applications.

The review results related to provided debugging mechanisms
are shown in Table 15. One observation is that all reviewed FaaS
platforms document mechanisms mainly related to local debug-
ging. Not surprisingly, the commercial platforms offer advanced
debugging solutions, as all of them provide dedicated tooling
for step-through debugging of functions. Open source platforms
instead mainly document log-based debugging, which can be
done using either platform-specific tooling or tools supported by
the underlying hosting platform, e.g., the kubctl tooling from
Kubernetes. Only in few cases (2/10), platforms do not explicitly
provide any information related to debugging, even if they may
still support log-based debugging or debugging through available
external tools. Overall, both testing and debugging mechanisms
provided by open source FaaS platforms are rather rudimentary,
whereas commercial platforms often offer more features.

Highlights: Testing and Debugging

- The majority of reviewed platforms support func-
tional testing and debugging of functions.

- Commercial platforms offer more sophisticated op-
tions, whereas open source platforms mainly rely on
test calls and log-based debugging.
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Classification of considered FaaS platforms, based on the Function Orchestration category in the technical view of our classification
framework. C denotes custom DSL, and O denotes orchestrating function, with the list of supported programming languages for
developing orchestrating functions given in square braces. The abbreviations “n/s” and “n/a” stay for “not specified” and “not

applicable”, respectively.

Orchestrator Workflow definition Control flow Quotas
described

Apache Openwhisk Openwhisk composer O [JavaScript, Python] v Execution time
AWS Lambda AWS step functions C v Execution time, I/O size
Fission Fission workflows C v n/s

Fn Fn Flow O [Javal v n/s

Google Cloud Functions n/s n/a n/a n/a

Knative Knative eventing C e n/s

Kubeless n/s n/a n/a n/a

MS Azure Functions Azure durable functions O [C#, JavaScript] v n/s

Nuclio n/s n/a n/a n/a

OpenFaaS n/s n/a n/a n/a

40nly sequence and parallel execution are supported.

Table 14

Classification of testing mechanisms for considered FaaS platforms. F and
N denote functional and non-functional testing mechanisms, respectively. The
abbreviation “n/s” stays for “not specified”, meaning that no related information
is documented.

Testing Documented features

mechanisms

Apache Openwhisk F Function invocation testing

AWS Lambda F, N° Function invocation testing, testing
using external tools

Fission F Function invocation testing

Fn F Unit testing of Java functions

Google Cloud Fe Testing using external tools

Functions

Knative n/s n/s

Kubeless n/s n/s

MS Azure Functions F? Testing using external tools

Nuclio n/s n/s

OpenFaaS n/s n/s

20nly guidelines provided.

Table 15

Classification of debugging mechanisms for considered FaaS platforms. L and R
denote local and remote debugging, respectively. The abbreviation “n/s” stays for
“not specified”, meaning that no related information is documented.

Debugging Documented features
mechanisms

Apache nfs ? n/s

Openwhisk

AWS L Step-through debugging using IDE

Lambda plugins and AWS SAM CLI

Fission L Log-based debugging using platform’s
CLI tool

Fn L Log-based debugging using platform’s
CLI tool

Google L Step-through debugging using

Cloud dedicated functions development

Functions framework

Knative Lb Log-based debugging using
Kubernetes

Kubeless L° Log-based debugging using
Kubernetes

MS Azure L Step-through debugging using

Functions dedicated functions development
framework

Nuclio n/s n/s

OpenFaa$S L Log-based debugging using platform’s

CLI tool

?A debugging tool for Node]S applications is available, but deprecated.
bOnly through features of the underlying hosting environment.
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Observability. This category covers logging and monitoring di-
mensions of FaaS platforms, and the respective classification of
platforms is shown in Table 16. As with other tooling-related
categories, commercial platforms provide standalone logging and
monitoring solutions.

For example, Amazon offers AWS CloudWatch (Amazon Web
Services, 2021e) and AWS CloudTrail (Amazon Web Services,
2021f) for monitoring and logging of functions hosted on AWS
Lambda. Likewise, Microsoft provides Azure Application Insights
(Microsoft, 2021e) and Google offers its Operations suite (for-
merly Stackdriver) (Google, 2021c). In contrast, open source plat-
forms rely on external tooling, e.g., using a combination of
Prometheus (Prometheus Authors, 2021) and Grafana (Grafana
Labs, 2021) for monitoring, or combining ElasticSearch (Elastic-
search B.V. 2021a) and Kibana (Elasticsearch B.V., 2021b) for
logging. Nuclio and Knative support integration with commer-
cial monitoring and logging services, i.e., Azure Application In-
sights and Google Cloud Operations, respectively. Most reviewed
open source platforms (5/7) document integration with external
logging and monitoring tools. The integration is achieved by
configuring the platform to send events and logs to an exter-
nal endpoint (push-based) or vice versa, i.e., when an external
component pulls events and logs from the platform (pull-based).
Additionally, Fission allows using the Istio service mesh and
installing add-ons, e.g., for monitoring and distributed tracing.

Highlights: Observability

- Commercial platforms offer dedicated tooling for the
monitoring and logging of functions, whereas open
source platforms rely on the integration of third-party
tooling.

Application delivery. The results of the review related to the as-
pects of application delivery are shown in Table 17, with several
interesting observations. Most platforms rely on some form of
declarative deployment modeling (Endres et al., 2017), either by
using proprietary tools and formats (e.g., Azure Resource Manager
or AWS SAM) or by relying on the deployment automation fea-
tured by their underlying hosting environments (e.g., declarative
deployments using custom resource definitions for Kubernetes-
based platforms). In open source platforms, the deployment is
often automated by using platform-native CLI tools that consume
declarative application specification as an input. Another thing
worth mentioning is that the Serverless Framework, a popular so-
lution for automating the deployment of FaaS-based applications,
is explicitly mentioned only by Kubeless.

Most platforms (6/10) do not document CI/CD pipelines in-
tegration. Only OpenFaaS documents integration with various
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Table 16
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Classification of considered FaaS platforms, based on the Observability category in the technical view.

Monitoring Logging Tooling Integr.
Apache Openwhisk Kamon, Prometheus, Datadog Logback (slf4j) n/s
AWS Lambda AWS CloudWatch AWS CloudTrail, CloudWatch n/s
Fission Istio + Prometheus Fission Logger + InfluxDB, Istio + Jaeger Using a service mesh
Fn Prometheus, Zipkin, Jaeger Docker container logs Push-based
Google Cloud Functions Google Cloud Operations Google Cloud Operations n/s
Knative Prometheus + Grafana, Zipkin, Jaeger ElasticSearch + Kibana, Google Cloud Operations Push-based
Kubeless Prometheus + Grafana n/s n/s
MS Azure Functions Azure Application Insights Azure Application Insights n/s
Nuclio Prometheus, Azure Application Insights stdout, Azure Application Insights Push-based, pull-based
OpenFaa$S OpenFaaS Gateway + Prometheus Kubernetes cluster API, Swarm cluster API, Loki Pull-based
Table 17 Table 18

Classification of considered FaaS platforms, based on the Application Delivery
category in the technical view of our classification framework. P and T denote
Platform-native tooling and third party tooling, respectively. The abbreviation “n/s”
stays for “not specified”, meaning that no related information is documented.

Classification of considered FaaS platforms, based on the Code Reuse category in
the technical view of our classification framework. The abbreviation “n/s” stays
for “not specified”, meaning that no related information is documented.

Function Marketplaces Official code

Deployment automation CI/CD sample repositories
Apache wskdeploy (P) n/s Apache Openwhisk n/s v
Openwhisk AWS Lambda AWS Serverless M
AWS AWS Cloud Formation (P), AWS CodePipeline(P) . Application Repository
Lambda AWS SAM (P) Fission n/s v
— — Fn n/s v
Fission Fission CLI (P) n/s Google Cloud Functions nfs v
Fn Fn CLI (P) n/s Knative n/s v
- Kubeless n/s v
Google Google Cloud Cloud Build (P) MS Azure Functions Azure Marketplace v
Cloud Deployment Manager .
Functi Nuclio n/s v
unctions OpenFaaS OpenFaaS function store v
Knative Kubernetes (P)? n/s
Kubeless Kubernetes (P)?, n/s
Serverless Framework (T)
MS Azure Azure Resource Manager (P) Azure Pipelines (P), instead does not offer applications based on Google Cloud Func-
Functions Azure App Service (P), tions. Going beyond marketplaces, all platforms instead provide
Jenkins (T) one or more code sample repositories, which typically reside
Nuclio nuctl (P)? n/s in the same or in a separate project under the same GitHub
OpenFaa$S faas-cli (P) OpenFaa$ Cloud (P), organization (see Table 18).

faas-cli (P), Circle CI (T),
CodeFresh (T), Drone

CI (T), GitLab CI/CD (T),
Jenkins (T), Travis (T)

4Using Kubernetes specification with Custom Resource Definitions.

third-party tools by also providing a CI/CD-optimized version of
the platform that already comes with out-of-the-box integration,
i.e., OpenFaaS Cloud. Commercial platforms instead typically have
a dedicated CI/CD service, i.e., AWS CodePipeline, Cloud Build, or
Azure Pipelines.

Highlights: Application Delivery

- Most reviewed platforms follow a declarative ap-
proach to automate application deployment.

- Commercial platforms natively support CI/CD
throughout dedicated tooling, whereas open source
platforms (apart from OpenFaaS) do not document
integration with CI/CD pipelines.

Code reuse. The classification of considered FaaS platforms re-
lated to code reuse aspects are shown in Table 17. Notably, only
AWS Lambda, MS Azure Functions, and OpenFaaS are equipped
with a function marketplace where to pick already existing,
runnable functions. Amazon and OpenFaaS indeed provide mar-
ketplaces including various serverless use case applications,
whereas Microsoft provides a more general-purpose marketplace
called Azure Marketplace, which also offers applications based
on Azure Functions. At the time of writing, Google’s marketplace
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Highlights: Code Reuse

- Only AWS Lambda and MS Azure Functions are
accompanied by a function marketplace.

Access management. Finally, the results of the review related to
the aspects of access management covering support for authen-
tication mechanisms and access control are shown in Table 19.
With respect to available authentication mechanisms, commer-
cial platforms offer dedicated services such AWS IAM or Google
Cloud IAM that provide a powerful and highly-flexible way to
control authentication. Azure Functions instead supports usage of
a Microsoft account, or authentication via a trusted third-party
credentials such as Facebook, Google, or Twitter. On the contrary,
most open source platforms do not cover such aspects, either by
outsourcing this task to the underlying hosting environment (e.g.,
Kubernetes) or implementing basic authentication using shared
secrets.

In terms of access control capabilities, all commercial providers
support defining access rules for who can invoke functions and
how functions can access specific resources. The documentation
of most open source platforms does not provide details on such
advanced topics. The only exception is OpenFaaS and Kubeless.
OpenFaas allows configuring functions as read-only, hence pre-
venting them to modify the underlying file system. Kubeless
instead describes how to control accesses based on Kubernetes-
native mechanisms. Notably, even if some Kubernetes-based plat-
forms do not explicitly mention the support for access con-
trol mechanisms, it is still possible to reuse Kubernetes-native
mechanisms to control the access to functions and/or resources.
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Table 19

Classification of considered FaaS platforms, based on the Access Management
category in the technical view of our classification framework. The abbrevi-
ation “n/s” stays for “not specified”, meaning that no related information is
documented.

Authentication mechanisms  Access control

Apache Openwhisk Function invocation using

shared secrets

n/s

AWS Lambda AWS IAM Resources, functions
Fission /P n/s
Fn n/s n/s
Google Cloud Functions Cloud IAM Resources, functions
Knative n/s n/s
Kubeless /P /P

MS Azure Functions Azure active directory, Resources, functions
Facebook, Google, Microsoft

account, Twitter

Nuclio n/s n/s

OpenFaa$S Function invocation using Resources*®
shared secrets, built-in basic
authentication or

proprietary OAuth2 API

access plugins

2Functions can be made read-only to forbid modifying the file system.
bKubernetes-based mechanisms are described in the documentation.

Highlights: Access Management

- Commercial platforms natively support authentica-
tion and resource access control.

- Open source platforms typically rely on features
offered by the hosting environment to enforce
authentication and resource access control.

7. FaaStener: Platform selection support system

To facilitate the storage and usage of collected data for the
FaaS selection process, we implemented an open source FaaS
Platforms Selection Support System, called FAASTENER.? FAASTENER
is a web-based application developed in Angular’ and Angular
Material® components library providing a graphical user interface
for interacting with the platform’s data (Fig. 4).

FAASTENER enables users to browse the information for a
chosen reviewed platform, to perform a multi-attribute search
for suitable FaaS platform based on the specified requirements
(e.g., taken from the business view, from the technical view,
or from a combination of the two) and to visualize the cor-
responding results, which significantly improves the usability
of our classification framework and technology review. Another
advantage is the possibility to perform feature-wise compari-
son of multiple platforms by simultaneously looking at their
classification in separate tabs of the browser.

FAASTENER has been intentionally designed to ease the mainte-
nance and extension of the systematic knowledge base it enables
browsing, which is currently constituted by the results of our
technology review. The technology review results are indeed
encoded as JSON files, whose structure represents the overall
structure of our classification framework. Since FAASTENER is open

4 The sources of FAASTENER are publicly available on GitHub at https://github.
com/faastener/faastener, while running instance of FAASTENER can be accessed
at https://faastener.github.io.

5 Angular: https://angular.io.
6 Angular Material: https://material.angular.io.
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Fig. 4. FAASTENER: A FaaS platforms selection support system.

sourced, updating information on an already reviewed FaaS plat-
form or adding a new platform just requires to update or upload
the corresponding JSON files by exploiting the mechanism of pull
requests in GitHub, which allows to accept contributions from
all interested parties. To facilitate the contribution process, FAAS-
TENER provides the relevant documentation and resource links in
a dedicated site section.

8. Discussion

In this section, we discuss the key observations made when
conducting this study related to the FaaS platforms review results
and specific to the platform selection process.

As it can be seen from the results presented in Section 6,
reviewed FaaS platforms feature multiple similarities in various
dimensions. All open source platforms use permissive licenses,
and in certain cases they are related to commercial products
too. For example, Apache Openwhisk is used as a basis for IBM's
Cloud Functions’ and Fn is a basis for Oracle’s Functions.® In
addition, Azure Functions runtime’s source code is also publicly-
available under a permissive license. The overall trend to make
platform’s source code publicly-available simplifies the devel-
opment and testing process and it facilitates using FaaS plat-
forms (and reusing existing functions) outside purely-serverless

7 https://cloud.ibm.com/functions.
8 https://oracle.com/cloud-native/functions.
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contexts, e.g., as task-scheduling middlewares in loosely-couple
component architectures.

While most open source platforms are tailored towards instal-
lation in container orchestration platforms such as Kubernetes
or Docker Swarm, it is also possible to install them in smaller
scale environments, e.g., local machines for development pur-
poses. Moreover, such ease of installation allows mixing multiple
platforms, e.g., within one Kubernetes cluster, to benefit from
stronger sides of several platforms simultaneously. Due to the
openness of the source code and active communities built around
the reviewed platforms, the task of introducing new features
becomes straightforward. Yet still additional efforts are needed as
opposed to commercial platforms offering a significantly-larger
number of out-of-the-box features. Moreover, the platform ex-
tensibility task in most cases requires the knowledge of Go, as
most reviewed platforms are implemented in this programming
language.

Interaction using dedicated CLI tools is another common char-
acteristic for reviewed platforms. In most cases platforms also
provide a documented API to enable interaction with the API
using calls over HTTP. Less frequent is the usage of GUIs, which, in
case of open source platforms, typically offer less features in com-
parison with capabilities of corresponding CLIs and APIs. The way
interfaces are documented varies from platform to platform in
open source segment of our review, whereas all commercial solu-
tions provide comprehensive descriptions of platform interfaces.
Obviously, GUIs in commercial platforms offer more features than
GUIs of open source platforms, also due to the fact that in open
source platforms GUIs may be maintained as separate projects of
smaller priority and with less active contributors.

The discrepancy between commercial and open source plat-
forms in terms of the level of details the documentation provides
is related not only to interfaces. While all reviewed platforms pro-
vide pointers on how to start working with the platform, in open
source solutions it is more likely to encounter undocumented
functionalities as well as outdated parts of the documentation.
For example, at the time of writing this article the CLI features
provided by Apache Openwhisk were not clearly described in the
documentation. In addition, the reviewed platforms have active
and relatively large communities built around them, making the
contribution process simpler to any willing party.

It is also worth noting that data gathered using the classifica-
tion framework described in Section 5 provides flexible means
to compare existing platforms by mixing the higher-level re-
quirements with precise technical needs. For instance, multiple
classification dimensions can be combined to answer specific
questions, e.g., whether a platform can be extended to support
a new event source using a specific programming language. To
answer this question, at least the data about (i) licensing, (ii)
platform’s programming language, and (iii) support for event
sources extensibility is needed.

At the same time, selecting a FaaS platform using the provided
data is still not straightforward as it requires identifying the
relevant data dimensions and designing a proper search query.
Moreover, in many cases multiple platforms may be selected,
hence requiring to look for a most suitable trade-off, e.g., favoring
ease of extensibility over the higher degree of coupling with
provider’s infrastructure. One aspect that makes the platform
selection process more precise is when a concrete application
data is included as a part of the search query. Adding a set of
requirements targeting a concrete application instead of focusing
solely on the platform might require additional information, not
present in the current review. For example, more detailed infor-
mation such as specific event types that have to trigger a function,
support for particular software libraries or platform’s concurrency
configuration specifics might be needed. Such finer-grained re-
quirements, however, do not introduce conflicts and fit well into
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the overall classification framework and identified dimensions,
e.g., adding event types to the event sources dimension.

Another interesting aspect influencing the selection process
is the desired balance between the ease of implementation and
degree of coupling for the given component architecture. Here,
apart from the desired platform’s properties, a given applica-
tion’s component architecture has to be analyzed with respect
to desired amount of integration efforts. For instance, if a given
application’s architecture also comprises “serverful” components,
Kubernetes-native FaaS platforms might look more beneficial if
Kubernetes is planned to be used for hosting these traditional
components. On the other hand, using provider-specific services
involves less integration efforts and simplifies the development.
Hence, deciding on where to host particular components of the
given architecture might become crucial for choosing the right
platform, possibly leading to decisions to combine several FaaS
platforms for different component types in the same architecture,
e.g., a Kubernetes-native platform in the cluster and a commercial
platform for interacting with provider-specific services.

As shown by the major discrepancies among commercial and
open source platforms, the platform data are not homogeneous,
e.g., supported feature sets are not always fair to compare. While
still sharing some similarities, these two major platform clus-
ters have absolutely different views on out-of-the-box integration.
Open source, installable platforms do not cope with what hap-
pens outside of the platform’s boundaries as they are independent
pieces of software that typically rely on external complementary
solutions, e.g., event emitting components, monitoring and log-
ging solutions. On the other hand, commercial cloud providers
have the platform’s boundaries somewhat blurred. For example,
major types of event sources are transparently integrated with
commercial FaaS platforms, e.g., AWS Lambda is aware what
kind of infrastructure services can trigger a deployed function
reducing the problem to specification of proper AWS policies. As
a result, to start using open source FaaS platforms, one needs to
have the required infrastructure prepared, e.g., message-oriented
middleware must be available and supported by the chosen FaaS
platfom to enable message-based function invocation. Moreover,
since installable platforms have to be deployed and managed
manually together with the required infrastructure, the decision
on maintaining the right degree of “serverlessness” might be
needed.

Essentially, such advanced decisions require deriving com-
posite selection metrics that can benefit significantly from the
introduced classification framework and the data collected over
the course of this work. However, to have a comprehensive base-
line for decision-making, the selection support system needs to
additionally support queries related to applications and other
relevant dimensions, which are not in the scope of this work.

9. Threats to validity

Wohlin et al. (2012) provide a standardized classification of
threats of validity potentially affecting secondary studies. Four of
such potential threats may apply to our study, namely threats
to external validity, to construct and internal validities, and to
conclusions validity. We hereafter discuss them and illustrate the
countermeasures we adopted to mitigate them.

External validity concerns the applicability of a set of results
in a more general context (Wohlin et al., 2012). Since we focused
on self-declared information available on the official websites and
GitHub repositories of FaaS platforms, our results and observa-
tions may only be partly applicable to the broader practices and
information available on FaaS platforms, hence threatening exter-
nal validity. To reinforce the validity of our findings, we organized
3 feedback sessions during our analysis of the documentation
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Table 20
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Coverage of the dimensions in the (a) business and (b) technical views of our FaaS Platform Classification Framework in related work. For each classification dimension,
the table indicates which related research work used it to classify at least one FaaS platform.

(a) Business view

Classification dimensions

Coverage

Licensing -][-;fsgse l\_/[ohanty et al. (2018), Palade et al. (2019) and Gand et al. (2020)
. Type Lynn et al. (2017)
Installation Target hosts Kritikos and Skrzypek (2018)
Availability

Source code

Open source repository
Programming language

Lynn et al. (2017) and Rajan (2018)

Mohanty et al. (2018)

Type

Kritikos and Skrzypek (2018), Mohanty et al. (2018) and Palade et al. (2019)

Interface Application management —
Platform administration -
Stars Mohanty et al. (2018) and Palade et al. (2019)
Forks Mohanty et al. (2018)
. GitHub Issues —
Community Commits —
Contributors Mohanty et al. (2018) and Palade et al. (2019)
Stackoverflow Questions —
. Functions —
Documentation Platform _

(b) Technical view

Classification dimensions

Coverage

Development

Function runtimes

Kritikos and Skrzypek (2018), Lee et al. (2018), Lynn et al. (2017), Mohanty et al.
(2018), Spillner (2019), Rajan (2018), Palade et al. (2019), Kalnauz and Speranskiy
(2019), Gand et al. (2020), Bortolini and Obelheiro (2019), Wang et al. (2018), Back
and Andrikopoulos (2018) and Jonas et al. (2019)

Runtime customization

IDEs and Text editors

Client libraries

Kritikos and Skrzypek (2018)

Quotas Deployment package size

Function execution time

Lee et al. (2018), Lynn et al. (2017), Kalnauz and Speranskiy (2019) and Bortolini and
Obelheiro (2019)

Lee et al. (2018), Lynn et al. (2017), Bortolini and Obelheiro (2019), Wang et al.
(2018), Back and Andrikopoulos (2018) and Jonas et al. (2019)

Version management

Application versions
Function versions

Kritikos and Skrzypek (2018) and Lynn et al. (2017)
Spillner (2019)

Event sources

Synchronous call

Kritikos and Skrzypek (2018), Lee et al. (2018), Lynn et al. (2017), Mohanty et al.
(2018), Palade et al. (2019) and Back and Andrikopoulos (2018),

Endpoint Asynchronous call Kritikos and Skrzypek (2018), Lee et al. (2018), Lynn et al. (2017), Mohanty et al.
(2018), Palade et al. (2019) and Back and Andrikopoulos (2018),
Endpoint customization —
TLS support —
Data store File level Kritikos and Skrzypek (2018), Lee et al. (2018), Lynn et al. (2017), Rajan (2018),
Kumar (2019), Kalnauz and Speranskiy (2019) and Jonas et al. (2019)
Database mode Kritikos and Skrzypek (2018), Lee et al. (2018), Lynn et al. (2017), Rajan (2018),
Kumar (2019), Kalnauz and Speranskiy (2019) and Jonas et al. (2019)
Scheduler Kritikos and Skrzypek (2018), Lynn et al. (2017) and Mohanty et al. (2018)

Message queue

Kritikos and Skrzypek (2018), Lee et al. (2018), Lynn et al. (2017), Mohanty et al.
(2018), Rajan (2018), Palade et al. (2019) and Kumar (2019)

Stream processing platform

Kritikos and Skrzypek (2018), Mohanty et al. (2018), Rajan (2018) and Kumar (2019)

Special-purpose service

Lynn et al. (2017) and Kumar (2019)

Event source integration

Function orchestration

Workflow definition

Kritikos and Skrzypek (2018), Lynn et al. (2017), Garcia Lopez et al. (2018) and
Kumar (2019)

Control flow constructs

Execution Time

Garcia Lépez et al. (2018)

Quotas Task input and output size Garcia Lépez et al. (2018)
: Functional Kritikos and Skrzypek (2018)

Testing .

Testing and debugging Non-functional -
. Local -

Debugging Remote _

Logging Kritikos and Skrzypek (2018), Lynn et al. (2017) and Kumar (2019)
Observability Monitoring Kritikos and Skrzypek (2018), Mohanty et al. (2018), Palade et al. (2019), Kumar

Tooling integration

(2019) and Gand et al. (2020)

Application delivery

Deployment automation
CI/CD pipelining

Kritikos and Skrzypek (2018), Lee et al. (2018) and Kumar (2019)

Code reuse

Function marketplace
Code sample repository

Spillner (2019)

Access management

Authentication

Access control

Kritikos and Skrzypek (2018), Lynn et al. (2017), Kumar (2019) and Back and
Andrikopoulos (2018)
Kritikos and Skrzypek (2018) and Kumar (2019)
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available on the websites and GitHub repositories of considered
FaaS platforms. We analyzed the discussion following-up from
each feedback session, and we exploited this qualitative data to
fine-tune our classification framework, the actual classification of
considered platforms, and the applicability of our findings. We
also made our data easily accessible on Zenodo (Yussupov et al.,
2020) and throughout FAASTENER. The latter is open source, and
its GitHub repository includes all artifacts produced during our
analysis. We believe that this can help in making our classification
framework, technology review, and observations more explicit
and ease their applicability in practice.

Construct and internal validity instead concern the general-
izability of the constructs under studies and the validity of the
methods actually exploited to study and analyze data, respec-
tively (Wohlin et al., 2012). These inherently includes the possible
biases affecting our study. To mitigate both above threats, we
adopted various inter-rater reliability assessment rounds, aimed
at avoiding biases by triangulation (Section 4). We indeed per-
formed various iterations among the authors both for (i) refining
the initially obtained classification framework and obtaining that
show in Section 5, and for (ii) cross-checking the actual classifi-
cation of considered FaaS platforms until a full agreement among
all authors was achieved.

Finally, threats to conclusions validity may apply depending
on the degree to which the conclusions of a study are reasonably
based on the available data (Wohlin et al,, 2012). To mitigate
this threat, we exploited theme coding and inter-rater reliabil-
ity assessment to limit observer and interpretation biases, both
while developing the classification framework and while actually
classifying the considered FaaS platforms. The ultimate goal in
both cases was indeed to perform a sound analysis of the data
we retrieved from official websites and GitHub repositories of
considered FaaS platforms. In addition, the conclusions drawn in
this paper were independently drawn by each of the authors, and
they were then double-checked against the available information
in joint discussion sessions.

10. Conclusions & future work

With the ultimate goal of supporting researchers and practi-
tioners in classifying existing FaaS platforms and choosing those
most suited to their needs, we presented a classification frame-
work and a technology review of existing FaaS platforms. Our
FaaS Platforms Classification Framework enables the characteri-
zation of FaaS platforms under two different perspectives. Such
perspectives are clearly shown in the FaaS Platforms Technology
Review, which provides both a business and a technical view on
ten existing FaaS platforms, and which was conducted using the
aforementioned framework.

Our classification framework and technology review provide
a more extensive classification of currently existing FaaS plat-
forms, if compared with those already available in related work.
Even if some of the classification dimensions we consider are
also covered in related work, our classification is the first to
cover other dimensions (Table 20). In addition, ours is the first
technology review covering seven open source and three pro-
prietary FaaS platforms, while related research efforts typically
cover a smaller set of platforms, with a preponderance towards
proprietary platforms (Section 3).

Apart from enabling a thorough comparison of existing FaaS
platforms, our contributions result in the stemming out of var-
ious novel research and innovation directions. For instance, we
observed a lack of solutions for testing, debugging and versioning
FaaS-based project, especially for separately testing, debugging
and versioning of FaaS-based applications from the functions
used to implement them. Portability is another example of re-
search direction stemming out from our study, as FaaS platforms
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resulted to be quite heterogeneous in featured triggers, in sup-
ported orchestration, monitoring, and logging solutions, and in
deployment automation technologies. This obviously hampers the
migration of a FaaS-based application from a FaaS platform to
another, hence requiring solutions for enhancing their portability.

In addition of the above listed directions for future work,
we actually plan to extend the results and support provided by
the proposed classification framework, technology review, and
selection support system. We intend to extend the classification
framework defined in this work with other dimensions (e.g.,
security- or performance-related aspects), and to extend the tech-
nology review both by reviewing already considered platforms
with the novel introduced dimensions and by considering other
existing FaaS platforms and/or related tooling (e.g., function or-
chestrators). In addition, we plan to combine the categories and
dimensions forming our classification framework into advanced
metrics for evaluating and comparing FaaS platforms, and to
exploit such advanced metrics to extend our selection support
system into a full-fledged decision support system, which will
be capable of providing smart informed recommendations to
researchers and practitioners looking for a FaaS platform to run
their applications.
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