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Abstract

Service Function Chaining (SFC) enables dynamic and adaptive network service
provisioning. However, virtual infrastructure providers are reluctant to disclose
SFC APIs and infrastructure monitoring information to tenants, therefore un-
dermining tenants’ capability in dynamically and flexibly managing application-
tailored network services. In this work we provide a two-fold contribution to
the problem of tenant-defined service function chaining on a multi-site virtual
infrastructure, which has not been widely investigated yet. First, we propose a
VNF Selection algorithm that relies on an abstracted network model thus mini-
mizing topological and monitoring information required from the infrastructure.
Our algorithm selects a set of VNF instances that minimize the end-to-end la-
tency (accounting for network and processing delay) and also guarantees that
already established chains do not violate their maximum latency constraint due
to increased load at VNFs brought by new chain requests. Second, we describe
an SFC solution composed of an SFC application leveraging our VNF Selection
algorithm and a forwarding mechanism allowing chain management and traf-

fic steering control within the tenant network without accessing infrastructure
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control API. Validation and comparative evaluations are performed through
simulation-based testing. Finally, the proposed approach is assessed through a
set of experiments carried out on a multi-site testbed infrastructure.
Keywords: Network Function Virtualization, Service function
chaining, optimization, tenant network, Software Defined

Networking, intent interface.

1. Introduction

Network Function Virtualization (NFV) [1] and Software Defined Network-
ing (SDN) [2] are considered key technological paradigms in modern networking
systems for efficiently coping with emerging challenges in managing complex
and unpredictable traffic patterns in different scenarios, ranging from Internet
of Things, cloud networking and mobile data traffic toward new fifth generation
(5G) networks [3]. The joint use of NFV and SDN are expected to provide a vir-
tualized network infrastructure endowed with programmable connectivity and
flexible on-demand service provisioning. The abstraction concepts brought and
implemented by NFV and SDN technologies (i.e. software vs hardware, con-
trol vs data plane, etc.) are also expected to facilitate creating and managing
multiple logical networks on top of a common physical infrastructure.

Recently, network slicing, which consists in creating and managing multi-
ple logical self-contained networks on top of a common physical infrastructure,
has recently emerged as a key technology of 5G networks [4]. Indeed, network
slicing aims to exploit network programmability and virtualization to create
on demand and cost-efficient end-to-end network slices to provide differentiated
connectivity services to fulfil requirements of distinct applications, customers
and/or operators [5]. Different types of networks slices may be defined by tak-
ing into account how management and control capabilities can be split between
network providers and tenants, as discussed in [6]. In this work we refer to the
case of tenant-managed slices, where the tenant may control resources and allo-

cated functions since it has been granted access to a (limited) set of operations



and/or configuration actions [6].

Tenant-managed slices are complex to be established and maintained since
information disclosure and access control have to be agreed between tenants
and providers [6]. Security, privacy and performance issues are major obstacles
to the adoption of multi-tenancy approaches [7, 8, 9]. In particular, the pro-
visioning of open interfaces that map tenant-issued operations into commands
for the infrastructure has to be carefully decided, since it can bring potential
vulnerabilities and, therefore, favour attacks [8]. A conservative approach may
consist in limiting tenants’ access to computing and network resource man-
agement APIs, thus potentially undermining tenants’ capability in coping with
on-demand and specific requirements of application-tailored network services,
especially Service Function Chaining (SFC). In fact, network infrastructure op-
erators may decide to expose an abstracted view of infrastructure resources to
hide internal implementation and status details as well as fine-tune deployment
decisions within their own organization domain boundaries [10]. However, this
approach may limit a tenant’s capability in provisioning dynamic and adaptive
network services, such as those realized as network function chains.

SEC is the problem of defining and instantiating an ordered list of network
functions and the subsequent ”steering” of traffic flows through those functions
[11]. Examples of network functions are firewalls, load balancers, WAN ac-
celerators and intrusion detection devices. These functions can be deployed
as Virtual Network Functions (VNFs) [1], so to leverage lifecycle management
features brought by virtualization.

Related work on SFC (e.g. [12, 13, 14]) mostly focuses on the infrastruc-
ture level, i.e. it is assumed that service chain control is operated by network
providers and, thus, related control and forwarding features (e.g. SDN con-
troller, VIM networking functions, programmable switches) are deployed in the
infrastructure. The problem of SFC management within the tenant domain has
been rarely addressed so far. A few works [15, 9] cope with SDN-based service
offered to tenants, but such approaches require access to programmable switches

in the network infrastructure.



In this work, we tackle the problem of tenant-managed SFC in a multi-
domain network slice. More specifically, we assume that a network slice might
span multiple clouds and networks owned by different providers, as also assumed
in [16] and [17]. Moving from the assumption that a set of network functions
have already been deployed in the tenant slice, our goal consists in i) supporting
the tenant in selecting, among pre-deployed VNF instances, those that fulfil an
incoming service request and related Quality of Service (QoS) requirements, and
i) realizing the service chain by leveraging control and forwarding capabilities
defined within the tenant domain.

Related literature include works proposing centralized [18, 17] or distributed
approaches [19, 20] to the problem of service chain embedding in a multi-domain
infrastructure. These works account, even though to different extents, for the
limitations imposed on information disclosure to tenants, but they focus on
VNF placement rather than VNF selection (i.e., selecting previously deployed
VNF instances for realizing a service function chain). Instead, only a few works
[21, 22, 23, 24, 25] have addressed the problem of VNF selection, which is
significant for orchestrating the usage of available VNF instances for coping
with application QoS requirements [26] and/or load balancing purposes [22].
However, previous work does not consider the problem from a tenant’s point of
view in a multi-provider network. To the state of our knowledge, this is the first
work that targets the problem of tenant-managed SFC accounting for tenants’
limitation on information and control access, while providing both simulation
and experimental validation.

More specifically, the contribution of this work is two-fold:

1. A theoretical contribution consisting in an optimization algorithm for se-
lecting VNF instances considering latency-aware requirements for service
provisioning. The proposed VNF selection strategy moves from a prob-
lem statement that takes into account tenant role and limited disclosure of
network topology information and network control features. We formulate

the VNF Selection problem by relying on an abstracted network topology



model that has the advantage of simplifying the problem complexity, while
modelling a realistic scenario where network providers expose only an ab-
stracted view of resources and network status [10].

2. An applied contribution consisting in the development and experimen-
tation of an SFC application implementing the above mentioned VNF
selection strategy on a multi-site testbed. In order to validate the pro-
posed approach in a realistic scenario, we performed an experiment on a
multi-Data Center (DC) slice in top of the testbed infrastructure facili-
ties provided by the 5GINFIRE project [27]. The experiment included also
the design and development of a tenant-based SFC forwarding mechanism,
inspired by the architectural design proposed by the European Telecom-
munications Standard Institute (ETSI) NFV working group in [28]. In
the proposed mechanism, the forwarding layer receives flow programming
instructions through intent-based REST APIs and translates them into

flow forwarding rules enforced by Linux policy routing capabilities.

A preliminary version of the algorithm was presented in a previous work [29].
Here we extend such preliminary contribution as follows: i) a processing latency
model at VNF nodes based on queuing theory has been introduced; ii) the VNF
selection algorithm (called SelSFC ) has been extended to evaluate at each
selection decision also the maximum latency constraint of previously established
chains (SelSFC-P algorithm); iii) a simulation-based performance evaluation is
included to validate the work at a larger scale with respect to the experimental
findings. A preliminary description of the experiment activities, focused on the
performance of our forwarding mechanism and latency estimation, is provided
in [30], while this work complements such description by focusing on the tools
developed for experiment purposes and extending the comparative evaluation
of the VNF Selection algorithm.

The remainder of this paper is organized as follows. In Section 2, we describe
the problem statement in a reference scenario and, then, we formulate the VNF

Selection problem. In Section 3, we evaluate the algorithm through simulation.



Then, the experiment is described as follows: the architectural design and im-
plementation choice of the experiment are discussed in Section 4, while results
are discussed in Section 5. In Section 6, we discuss related work and Section 7

concludes the paper with insights for future work.

2. VNF Selection for tenant-defined SFC

This section formulates the VNF Selection problem for tenant-managed SFC
in a multi-domain network. First, we clarify our reference network scenario,
also leveraging ETSI [28, 10] and IETF specifications [31, 32]. Second, we
formulate the problem of VNF instance selection for tenant-managed SFC on
an abstracted multi-DC topology. Leveraging an auxiliary layered graph, the

problem is formulated as a weight-constrained shortest path problem.

2.1. Network scenario

The ETSI specifications [1, 33] provide a reference architecture for VNF-
based network service deployment and management, whose main entities are as
follows: (i) Virtual Infrastructure Managers (VIM) that manage physical and
virtual software resources of NFV Infrastructures (NFVI); (i7) VNF Managers
that handle the lifecycle of VNFs; and (iii) the NFV Orchestrator (NFVO) that
manages the lifecycle of network services.

As regards VNF-based service chaining, ETSI distinguishes two main archi-

tectural options [28]:

e SFC defined in the NFVI: service chains are managed by the infrastruc-
ture provider through infrastructure features (i.e., SDN Controller or VIM

networking functions).

o SFC defined in the tenant domain: service chains are defined on top of
a virtual network of nodes in the tenant domain. The tenant domain is
thus an overlay network of VNFs and tenant-defined SFC can be realized

through forwarding and control elements deployed as VNFs as well.



To clarify these concepts, we refer to the SFC architecture elaborated by
IETF [31, 32], which is divided into a control plane and a data plane. The
control plane manages the chains, computes forwarding paths, called Service
Function Paths (SFP), and consequently instructs SFC data plane functional
elements on how to process packets (i.e., classification and forwarding rules).

The data plane is composed of:

e Service Functions: functions responsible for specific treatment of received
packets (in this work we can suppose them equivalent to VNF's). Multiple
instances of different function types can exist in the same administrative

domain.

e Service Function Path (SFP): it is a constrained specification of where

packets should go.
e (Classifier: an element that performs flow classification.

o Service Function Forwarder (SFF): it is responsible for forwarding traf-
fic to one or more connected functions and handling traffic coming back
from these connected functions, to route packets according to the specified

Service Function Path.

Although IETF and ETSI have not officially agreed on a shared terminology,
they provide complementary architectural views and, for the sake of conciseness,
we refer to [28, 13] for detailed definitions and agreement on terms.

Considering both the above mentioned ETSI and IETF specifications, in
Fig. 1 we depict a reference architecture for tenant-based SFC in a multi-DC
environment. The tenant overlay network is a virtual network spanning multiple
DCs. Each DC can be a separate administrative domain and be managed by
a dedicated VIM, but we assume a single NFVO is in charge for the setup of
the tenant virtual network and the allocation and configuration of associated
resources (e.g., VMs and virtual links). We also assume that in the tenant

network multiple instances of different VNF types have been deployed.
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Figure 1: Tenant-defined SFC architecture in a multi-provider virtualized infrastructure

An SFC Application is the control element in charge of handling incoming
service chain requests from the operator’s operations and business support sys-
tem (OSS/BSS). It selects the VNF instances to realize the requested chain
and program the Forwarding Functions to steer the traffic across selected VNF
instances through appropriate forwarding instructions. SFC requests are spec-
ified by clients as abstract chains and include information required for flow
classification (e.g., source and/or destination IP and address, protocol type,
etc...), a chain specification in terms of ordered sequence of VNF types and QoS
requirements (e.g., maximum end-to-end latency, minimum bandwidth). The
SFEC Application takes its decision on service chain request feasibility and VNF
instance selection using an abstracted view of the underlying topology. We as-
sume that monitoring information related to elements of the abstract topology
can be collected from the VNFs or from the VIMs. The VNF Selection deci-
sion is taken by the SFC Application leveraging the VNF Selection algorithm
described hereafter.

It is worth highlighting that the IETF specifications do not recommend any



specific control protocol or technology, thus assuming the separation of control
and data planes but not forcing the adoption of neither SDN controllers nor
OpenFlow specifications [31, 32]. Moreover, these specifications do not define
how much specific a SFP should be, allowing the control plane to specify a level
of indirection between a fully abstract notion of service chain (i.e., a sequence
of abstract service functions) and the fully specified notion of exactly which
SFF/SF's the packet will visit when it actually traverses the network. Leveraging
such possibility of defining service chain specifications at different abstraction
levels, in Section 4 we will describe our implementation choices for the REST

intent-based north- and south-bound interfaces of the SFC Application.

2.2. VNF Selection Problem statement

The problem treated in this work consists in the setup of a service chain
within a virtual tenant network spanning multiple DCs. We assume that mul-
tiple instances of different types of VNFs are pre-deployed in the tenant-based
virtual network and hosted at multiple and geographically distributed sites.
SFC requests are specified by clients at a high level of abstraction. We cannot
assume that detailed information of the underlying infrastructure is available at
the tenant level, since different administration domains are concerned (as dis-
cussed also in [10]). We therefore handle a service chain request by modelling a
VNF selection problem on top of an abstracted topology.

This abstracted view models DCs as nodes. Each DC node has a list of VNF
instances available and their parameters (i.e., VNF type, processing capacity,
measured traffic input rate).

Starting from a realistic network configuration where nodes represent for-
warding, storage or compute elements in DCs, and links connect such nodes,
we build an abstract network G = (D, E') where nodes represent DCs and each
arc (i,7) € E between DC ¢ and DC j represents a path in the original network
between nodes 7 and j. Specifically, arc (i,5) € E corresponds to the path with
minimum latency among all the paths connecting nodes ¢ and j in the original

network. All arcs belonging to E are bidirectional. W is the set of VNF types



available for the whole network. The notation used is summarized in Table 1.

Table 1: Summary of notation

Sets
D set of nodes in the abstract network (each node corresponds to a DC)
E set of arcs in the abstract network

arc (i,7) corresponds to a path from DC i to DC j
w set of VNF types available in the network

Node parameters

Vi set of VNF instances deployed on DC i

Arc parameters

lij network latency of arc (i,j) expressed in ms

bij available bandwidth of arc (4, j) expressed in Gbps

Parameters of VNF instance v

T, EW the type of VNF instance v
o processing capacity of VNF v (Mb/s)
A, current load as the sum of flows on VNF instance v (Mb/s)
T, average processing delay of VNF instance v (ms)

Request parameters

o" origin node of traffic request r - ingress node
dr destination node of traffic request r - egress node
H" = {w],wj, .., w"H ‘} ordered sequence of VNF types composing r
(|H"| is the length of the chain and w} € W is the type of h-VNF in request r)
r maximum end-to-end delay tolerated by r
byt minimum data rate capacity (bandwidth) accepted by r

from the h-th VNF to the (h + 1)-th VNF

2.2.1. Data Centers and VNF instances

We assume DC 4 can run a subset V; of VNF instances with type in W.
Overall, each DC is represented as a container of VNF instances of different
types. The performance of each VNF instance v depends on several factors,
e.g., software implementation, CPU, memory, disk space resources assigned to
the virtual machine running v, etc.. In this work this information is abstracted
and provided as a derived metric, i.e. a nominal processing data rate (called
processing capacity).

We assume VNF instance v is characterized by its load A,, i.e. given by

the sum of currently active flows that cross that instance. We estimate the
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delay experienced by a packet processed by that VNF instance by applying a
well-known queuing theory model. We model VNF instances as M /M /1 queues.
Given VNF instance v, its processing capacity is denoted as p,,. Arrival rates of
packets belonging to a flow s are modelled as Poisson processes with rate Ag,.
In a given instant in time, if a VNF instance is crossed by a set .S of flows, the

total arrival rate of traffic entering VNF instance v is defined as A, where

Ay = A (1)

seS

We suppose that flows are conditionally accepted and served so that all VNF

instances remain in a stable condition, i.e. given the utilization factor

po =N/t (2)

the following condition holds:

po < L. (3)

If the overall request demand undermines this assumption, we suppose that
appropriate scaling and migration strategies have to be put in place by infras-
tructure operators for maintaining the nominal VNF processing capacity.

For FIFO (first in, first out) and PS (processor sharing) disciplines, the

average processing delay T, of VNF instance v is modelled as
Ty =1/(po — M) (4)

2.2.2. Inter-DC Network

We assume that each arc (¢,j) € E is characterized by the latency l;; of
arc (i, j) expressed in ms and b;;, available bandwidth of arc (4, j) expressed in
Gbps.

Latency is due to the propagation, transmission and queuing delay. The
minimum value of the latency between a pair of DCs 4, j is thus derived in this
work by accounting for the propagation delay to travel the distance between DC

locations plus a penalty for each hop encountered in the path from i to j [34] to
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take into account of transmission and queuing delays. In Section 3, we report
with more details on the delay model used to generate network delay samples
for simulations.

Due to network abstraction, the bandwidth of an arc (i, 7) is the minimum
bandwidth over all the links on the minimum latency path from 4 to j in the
original network. Leveraging the discussion in [35, 36] we suppose that band-
width and latency values related to inter-DC connections are made available by
NFVI providers through appropriate APIs or are measured within the tenant

domain.

2.2.3. Service Chain Request

Each service chain request r is characterized by the parameters described
in Table 1, namely the origin and destination nodes (0" and d"), the maximum
tolerated end-to-end delay (I"), the ordered sequence of VNFs composing it
(H") and the minimum bandwidth required 4" which could be specific for each
connection between pair of VNFs.

Given a request chain r to be accommodated in the system, the problem
consists in choosing the VNF instances that can realize the given chain so that
the estimated end-to-end latency is minimized. End-to-end delay is estimated
by summing processing delays at each VNF instance and network delays of
each edge realizing the chain (i.e., edge between the source node and the DC
hosting the first VNF instance, edge between each pair of consecutive VNF
instances, and the edge between the final VNF instance and the destination
node). The processing delay is calculated according to eq. (4) considering also
the load provided by request r itself. The problem is mathematically formulated

in Section 2.3.

2.8. VNF Selection optimization algorithm

In this section, we model the VNF selection problem accounting for the extra
delay that each new request generates on previous chains. This model is referred

to as SelSFC-P. Model SelSFC-P uses the auxiliary layered graph defined in
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[29]. Specifically, the layered graph allows to guarantee that the VNFs belonging
to a request r are selected in the order specified by the chain representing the
request. Thus, the layered graph has a layer for each VNF in request r where
layer h corresponds to the h-th VNF with type wj in the chain, and each layer
consists of all the DCs on which an instance v of type wj}, (i.e., 7, = w}) has been
deployed. In addition to layers h € {1,...,|H"|} where layer h corresponds to
the A-th VNF in the request r, the layered graph has two extra layers: a first
layer (namely, layer 0) hosting the origin node o" of request r and a last layer
(namely, layer |H"| 4+ 1) hosting the destination node d" of request r. Arcs in
the layered graph link (¢) the origin node in the first layer with each DC in
the layer corresponding to the first VNF in the chain, (i4) each DC in the layer
corresponding to the last VNF in the chain to the destination node in the last
layer of the graph, (éi7) each DC in an intermediate layer h with each DC in the
next layer, namely, h 4+ 1 for each layer h in {1,...,|H"| — 1}. Thus, for each
request r, a path in the layered graph from origin node 0" to destination node
d", by construction, visits exactly one node in each layer, and the node visited
in each intermediate layer h with h € {1,...,|H"|} identifies the DC from which
an instance of VNF in position A of the chain has been selected.

Table 2 gives the additional notation required to take into account the extra
delay that the management of request r generates on the set of flows S (indexed
by s) still active in the network when request r is considered. As detailed
hereafter, the problem is formulated so that this extra delay does not make
already active requests violating their maximum latency constraint.

Specifically, according to assumptions and notations introduced above, the

extra delay e®” that request r generates on request s is defined as follows:

sT 1 1
v oy — ZSGS )\sv - >\rv Hoy — ZSGS )\sv

Model SelSFC-P makes use of the following binary variables:
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Table 2: Additional notation

S | set of requests still active when request r is considered

I.s | set of VNF instances belonging both to r and s, Vs € S

d; | DC on which VNF instance v has been selected in request s

6% | residual delay that request s can tolerate

py, | position that the type of VNF instance v occupies in request r

e’ | extra delay VNF v of request r generates on request s
1 if arc linking DC 4 in layer h to DC j
Xihjht1 = in layer h + 1 is in the path of request r

0 otherwise

: § : § : h+1
min Cij * Tihjh+1

h=0ieDU{o"} jeDU{d"}

a —
E Toroj1 = 1

jeD
r —_
> Tprrjarirer =1
jED
T T —
E Lih—1ih — E Linjh+1 = 0
jeDU{o"} jeDU{dr}
ST T S
Do D T ragy <0
vEI s jeD

Tipjner € {0,1}

into account latency and processing time. Specifically, the cost ¢
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defined Vie DU{o"},j e DU{d"},he {0} U{L,...,|H"|}.

Vie D,Yhe{l,...,|H"|} (8

Vs e S 9)

Vie DU{0"},Vj e DU{d"},

Vhe{o,...,|H"|} (10)

The objective function (5) minimizes the total cost of the selection which takes

h+1

i of an arc

between node ¢ in level A and node j in level h + 1 is given by the sum of

the latency [;; between DC i and DC j, and the processing time of VNF v,



with type specified in position h 4+ 1 of the chain, when selected from DC j;
namely, c?j‘”'l = lj + T, with v € Vj and 7, = wj,; (for all the arcs entering the
destination node d” the relative cost accounts only for latency). Constraints (6),
(7), and (8) are the classical flow conservation constraints that define the path
for request r on the layered graph from the origin node 0" to the destination
node d". Specifically, they guarantee that exactly one arc is selected among
those outgoing from the origin node (6), exactly one arc is selected among those
entering the destination node (7), and for any DC node in each intermediate
layer of the network, they assure that the ingoing flow equals the outgoing
one (8). Constraints (9) guarantee that for each request s still active when
the selection problem for request r is addressed, the extra delay e’” that the
selection of any VNF v which is in common between s and r (i.e., in I.5) would
cause if it were selected, for request r, on the same DC from which it has been
selected for request s, namely d;, does not exceed the maximum residual delay
0®. Finally, constraints (10) restrict the variables to be binary.

For each request, the feasibility check concerning bandwidth and latency is
done respectively in the pre-processing and post-processing phases. Specifically,
during the pre-processing phase we impose that variable a7, ., 4 is fixed to zero
(the corresponding arc cannot be used in the auxiliary graph) if the bandwidth
b;; of link (4,7) is smaller than the minimum data rate capacity (bandwidth)
from the h-th VNF to the (h + 1)-th VNF accepted by r, namely b}, , ;. More-
over, after the processing of request r, during the post-processing phase, we
check that the end-to-end delay experienced by request r does not exceed the
maximum tolerated end-to-end delay [". If the check fails, request r is discarded.

In the next sections, model SelSFC-P is compared with a simplified version
of it, namely model SelSF'C, in which constraints (9) in charge of controlling

the extra-delay on still active flows are relaxed [29].
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3. Simulation

In this section, we present extensive simulation results to evaluate the pro-
posed VNF selection algorithm and compare it with alternative selection strate-

gies.

3.1. Simulation Settings

We developed a simulator in Java and used ILOG CPLEX 12.8 to solve the
SelSFC and SelSFC-P problems formulated as an ILP. An AMD A10-7850K
Radeon R7 12 Cores machine with 32 GB RAM running Ubuntu LTS 16.04 was
used to run simulations. We considered the Pan-European network topology (28
nodes), whose topological parameters have been gathered from the literature
[37].

The distribution of VNF instances and related attributes (VNF type and
processing capacity) have been configured with different settings, which are
described at the beginning of each experiment.

Network latencies between pairs of DCs are sampled from a translated gamma
distribution I'(ev, 8) [38] in order to obtain most of the latency values close to
the minimum one with some rare peaks. The minimum latency value between
a pair of DCs (7,7) is derived considering the propagation delay between the
two DCs plus a penalty for each hop encountered in the path from ¢ to j to
account for queuing and transmission delays [34]. The minimum distance path
is calculated using the Dijkstra algorithm. The propagation speed through an
optical link is approximated to 204Km/s.

The interarrival time between requests is sampled from an exponential dis-
tribution exp(A) with rate A= 1/5 req/unit time. Request duration, called here-
after time to live (#tl), follows a normal distribution A (u,0?) where pu is the
mean (called #tl_mean) and o2 is controlled through a parameter called ttl_std.
Each SFC request specification contains source and destination nodes, an or-
dered sequence of VNF types, maximum allowed latency and minimum band-

width. SFC requests are generated as follows: source and destination nodes are
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uniformly distributed among the set of nodes, the chain length is a configurable
parameter that is set according to the experiment type as detailed hereafter.
We suppose that at most 10 VNF types are available in the network. For each
position in the chain, the VNF type is randomly selected from the range [1,10]
and repetitions are not permitted (although managed by the algorithm). The
minimum bandwidth can be a fixed value or uniformly distributed within a
given range, as detailed for each experiment.

Random generation of different parameters use seeds that are on their turn
randomly generated from a unique seed (primary seed). This allows to easily
repeat sets of experiment with the same configuration. On the other side, choos-
ing a seed implies generating a specific set of SFC requests sent to the system.
This may influence the experiment results, especially if simulations run with an
insufficient number of requests. With sets of 1000 requests, we experimented
that changing the primary seed leads to a variation in the measured metrics of

1% ca., which we consider acceptable.
8.2. Performance metrics
The evaluation focuses on the following set of metrics:

e End-to-end latency: latency from a source node to a final destination

traversing the VNF chain.

e Acceptance Rate: ratio between the number of accepted requests and the

total number of requests sent within a given time period.

o Computation time: time required by the optimization algorithm for solv-

ing a VNF selection problem instance.

o Distribution of Request Load across DCs: how fairly the request load is

spread across different DCs.

Two alternative VNF selection strategies have also been implemented for
performing a comparative evaluation: a greedy approach (referred to as Greedy)

and a round robin one (referred to as RR). Greedy works by simply choosing
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VNF instances with lowest processing time, without considering inter-DC net-
work latency. In the RR strategy, DCs offering instances for a given VNF type
are selected in turn. While we run both algorithms in all experiments, results
obtained with Greedy have been reported for all experiments, while results
gathered by RR are discussed only for experiments aiming at measuring load

distribution across DCs, where RR is a reference baseline.

3.83. End to end latency of selected chain

Hereafter, we discuss tests performed for evaluating the end-to-end latency
of accepted chains with increasing request loads. In each test 10,000 consecutive
requests are sent to the system. The load on the system (represented with an
average DC load metric calculated as the average of the load across all DCs
in the topology) is increased by varying for each test the values of ttl_mean
in the range [1,000, 7,000] with step 1000 so that we increase the number of
requests active on average in the system at a given time instant. The value
of ttl_std is kept constant at 30. The maximum latency is kept unbounded, so
that no requests are refused due to the maximum latency constraint (in such
case SelSFC and SelSFC-P lead to the same solution and therefore for this
experiment we use the term SelSFC to refer to both algorithms).

The network of DCs has been configured as follows: the capacity for each
VNF type has been assigned randomly in the range [0,80] with a step of 20 in
each DC; the chain length is randomly picked from the range [2,7]. The simu-
lation settings are configured so that the acceptance rate has minimal impact
on the tests, in fact we observed that only a very small fraction of requests is
refused due to VNF capacity constraints (3% in the test with ¢tl_mean set to
7,000).

In order to better clarify the simulation settings, Fig. 2 shows how the
average DC load increases with the ttl_mean value, i.e. the average duration of
a request. The figure also eases clarifying how the average DC load increases
with time ticks, i.e., as far as requests are submitted to the system. After an

initial transient phase characterized by an increasing trend of the average DC
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load, this value remains almost stable until the end of simulation (the number
of completed requests is balanced by new ones). We therefore analyse the test
results considering only the interval encompassing the delivery of the 5000th
request to the 7000th one, which we consider as a steady state (average DC
load almost stable).

Fig. 3 compares the relative difference in end-to-end latency obtained by
Greedy vs SelSFC against average DC load considering only the steady state.
Obtained results clearly show that SelSFC achieves better performance in terms
of end-to-end latency with respect to Greedy. When the average DC load value
increases from 40% to 80%, the relative difference in end-to-end latency obtained
by Greedy goes from 30% to 10%. Such improvement is inversely proportional to
the DC load, since processing latency increases with DC load, while the impact
of network latency on end-to-end latency is progressively eroded.

We also observed how latency varies with the chain length [2,10] and request
bandwidth values (1,5,10Mb/s). Fig. 4 shows that SelSFC achieves smaller
average latency values, but this gain on Greedy progressively decreases with
increasing bandwidth, due to the increasing load on DCs. In particular, we can
observe that with low required bandwidth values (1 Mb/s) the improvement

brought by optimization increases with the chain length, since the impact of
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inter-DC network latency on end-to-end latency increases with chain length.
On the contrary, with higher bandwidth values (10 Mb/s) the processing delay
provides a higher contribution to the end-to-end latency with increasing chain

length. An intermediate behaviour is shown with flows of 5 Mb/s.

8.4. Acceptance rate

Acceptance rate has been evaluated with the following simulation settings.
For each DC the capacity for each VNF type has been assigned randomly in the
range [0,80] with a step of 20. The request set has been generated with a ttl_mean
value set to 1000 and the ttl_std value equal to 300 in order to have a high
variance in request duration and a bandwidth value with a uniform distribution
in the range [1,10]. For each simulation (consisting of 1000 consecutive requests)
we configured the chain length with a fixed value in the range [2,10]. First we
run a test with unbounded maximum latency, so that only processing capacity
constraints are taken into account in accommodating requests. Then, we run
a sequence of tests progressively decreasing the maximum latency value (1000,
800, 600, 400 ms). Figg. 5 6 and 7 show the overall acceptance rate for SelSFC,
SelSFC-P and Greedy, respectively.

When the maximum latency requirements is not specified, all algorithms
show a similar behaviour in the way acceptance rate decreases with chain length

(and consequently with the request load). By imposing more stringent latency
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requirements, SelSFC accepts more requests than SelSFC-P (e.g., 58% vs 36.5
% with 10-long chains) since it guarantees the fulfilment of latency requirement
only for new requests, and therefore a number of latency violations for already
accepted chains may occur as new requests are accommodated (as shown in Fig.
8). Greedy and SelSFC-P show an almost similar behaviour for higher latency
values, but SelSFC-P clearly outperforms Greedy when the maximum latency
value is set to 400 ms.

End to end latency is calculated considering also the inter-DC network delay,
which may fluctuate over time and it has more impact on the end-to-end latency
as far as the chain length increases since the chain path will more probably
cross different DCs. We therefore evaluated the number of violations in already
accepted chains that SelSFC allows when the maximum latency constraint is
400 ms by keeping the network latency value constant (equal to the average
value). Results are shown in Fig. 8. The percentage of chains that during the
simulation cycle violates for a while the latency constraint is calculated over the
number of accepted chains. The amount of latency violations is below 15% of
accepted chains for chains up to 7 VNF's long. For longer chains, the number of
violations increases. However, with constant network delays, the difference in
acceptance rate between SelSFC and SelSFC-P decreases and goes below 5%.

Analogous tests have been performed by varying how VNF type availability
and capacity are distributed across DCs. Obtained results confirm the trend
previously discussed and shown in Figg. 5 6 and 7 and therefore they are not
reported here. For the sake of completeness, we also evaluated the acceptance
rate of the RR strategy, which, however, is radically outperformed by both
SelSFC and SelSFC-P algorithms, since it does not apply any resource orches-

tration criterium. We therefore omit these results.

3.5. Computation time

We used the configuration described in Section 3.4 to evaluate the time
complexity of SelSFC and SelSFC-P against chain length. Fig. 9 shows the

average computation time calculated on 100 requests with maximum latency
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set to 600 ms. When the load on the VNFs is low, the maximum latency
constraint is easily fulfilled, also for already placed requests and the computation
time of the two algorithms is very close (chain length < 5). When the load
increases due to the chain length, the fulfilment of maximum latency constraints
for already deployed chains is more challenging for SelSFC-P, thus requiring a

higher computation effort.

8.6. Distribution of load across DC's

Hereafter, we describe the tests performed to evaluate how fairly SelSFC and
SelSFC-P distribute the request load with respect to the overall processing
capacity offered by DCs.

We calculated the overall capacity of a DC as the sum of processing capacity
at all VNF instances available in that DC, and at each iteration DC load is
calculated as the ratio between the sum of load assigned to all VNF instances in
that DC and the DC overall capacity. We take the RR algorithm as a baseline,
since it provides a quite fair distribution even for relatively small loads. The
DCs have been configured so to have all VNF types available in each DC with
a capacity in the set {50,80}. Capacity values have been assigned so that the
following two conditions hold: 1) all DCs have the same overall capacity value
and 2) all VNF types have the same total capacity over all DCs.

We ran a set of tests (1000 iterations each) by progressively increasing the
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requests’ load by varying requests’ ttl_mean in the set {200,400,600,800,1000}
and the bandwidth of each request {1,3,5}. The value of ttl_std has been set
to 50. The maximum latency constraint has been kept unbounded so that no
requests are refused for violating the latency constraints and the algorithms
show the same acceptance rate, SelSFC and SelSFC-P thus show the same
behaviour and therefore the term SelSFC is used to refer to both. At the
end of the iteration cycle, we calculate the load on each DC averaged over
all iterations and then calculate the standard deviation of this metric over all
DCs. In Table 3, we report some representative experiment results for the case
with minimum load (tt1=200 and bandwidth = 1 Mb/s and a resulting relative
DC load equal to 1%), medium load (tt1=600 and bandwidth = 3 Mb/s and a
resulting average relative DC load equal to 8.6%) and a higher load (tt1=1000
and bandwidth = 5 Mb/s and a resulting average relative DC load equal to
22.82%). The table clearly shows how the relative standard deviation of the
average DC load decreases with increasing load for all algorithms. As expected,
SelSFC distributes loads less fairly than Greedy and RR (load distribution is
not explicitly handled in the optimization model), but this difference decreases

with increasing request load.

Table 3: Distribution of load across DCs

relative standard deviation (%)

Request set parameters | SelSFC | Greedy | RoundRobin
tt1=200, bw = 1 Mb/s 67.85 19.17 1.51
tt1=600, bw = 3 Mb/s 25.95 6.59 0.60
tt1=1000, bw = 5 Mb/s 9.01 4.54 0.45

4. Experiment setup

Hereafter we describe the environment used for experimentally evaluating a

latency-aware SFC application using our proposed VNF selection algorithm in
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a realistic scenario built on top of a European multi-site testbed offered by the
5GINFIRE consortium [27, 39].

5GINFIRE offers an NFV-enabled experimental platform that implements
Management and Orchestration (MANO) functionalities for automated deploy-
ment and lifecycle management of experiment resources and related network
services. The orchestration service is based on Open Source MANO (OSM),
which is a functional implementation of a MANO software stack compliant with
the ETSI specifications [40].

More specifically, the experiment aims at evaluating the capability of the
SFC application in: 4) elaborating service chain requests by computing the
latency-optimized VNF chains leveraging the VNF Selection algorithm and an
up-to-date knowledge on the abstracted infrastructure status obtained through
monitoring, and i) setting-up VINF chains across network and cloud domains
by properly interacting with the forwarding functions in the tenant domain.

Hereafter, we describe the resources used for the experiment setup and the
software purposely developed and deployed on the testbed infrastructure.

First, we introduce the software applications developed for supporting the
SFC capability: the SFC application in the control plane, called SFCLola appli-
cation, and the forwarding function in the data plane, Virtual Flow Forwarder
(VFF), and, then, tools that have been developed for monitoring and testing

purposes.

4.1. SFCLola application

SFCLola is a Java application that exposes RESTful operations for creating,
retrieving, updating or deleting a service chain. When a new service chain
request arrives, the application executes the VNF Selection algorithm, fed with
an up-to-date view of the abstracted topology. Such view is built by SFCLola
by periodically interacting with the underlying infrastructure (i.e. VIMs) and
VNFs (or VNF Element Managers) to collect the following measurements and
deployment information: inter-DC network latencies, VNF types and instances

deployed at each DC and related processing latency and capacity. As output,
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the algorithm provides a solution or a not feasible solution reply. If a solution is
given, an estimated end-to-end latency is also provided which is then compared
to the maximum latency constraint. If the constraint is fulfilled, the application
produces appropriate instructions for the affected DCs to setup the chain and
program traffic forwarding capabilities accordingly, otherwise the request is not
accepted. If the solution is composed of VNF instances placed in more than
one DC, SFCLola sends to each DC a sub-chain specification composed by:
flow classification information, the sub-chain of VNF instances of that DC and
appropriate ingress and egress connection points towards external DCs if the
flow does not originate/terminate in that DC. SFCLola implements multiple
interfaces to provide these instructions to the infrastructure: through standard
APIs, such as OpenStack SFC APIs as well as custom intent-based SFC APIs
as described in [41, 42]. However in both cases SFC APIs are supposed to
be offered by NFVI providers. Since this work focuses on SFC in the tenant
domain, in the following we introduce the VFF and describe its interface with

SFCLola.

4.2. Virtual Flow Forwarder

Traffic steering is an essential part of SFC since it consists in directing the
traffic to reach the intermediate VNF instances that realize a specific service
function chain [14]. The survey by Hantouti et al. [14] provides an overview of
main existing approaches, classified into three categories: (i) based on packet
headers, (ii) based on packet tags and (iii) based on SDN programmable switch-
ing capabilities. However, these approaches typically rely on infrastructure-level
network control capabilities, while this experiment refers to the scenario de-
scribed in Fig. 1, i.e., SFC defined in the tenant domain. Indeed, the NFV-
enabled testbed implementing OSM neither offered dynamic service chaining
capabilities to tenants nor provided disclosure of VIM-level network program-
ming capabilities (e.g. OpenStack SFC APIs) for security reasons. Recently,
SFC approaches based on Segment Routing (SR) [43]. SR allows specifying how

packets should be forwarded and processed by adding a sequence of segments in
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the packet headers. Although SR is a promising solution for SFC traffic steer-
ing, it has been only recently standardized [44] and available implementations
present some limitations, for instance [45] makes the strong assumption that a
VNF can be used only for one chain.

We therefore implemented a forwarding mechanism for SFC in the tenant
domain that exploits Linux policy routing capabilities and manages traffic flow
routing within the tenant data plane, without relying on management capabil-
ities at the NFVI level. In practice, a VM acts as an SFC-aware proxy that
steers traffic across VNF's of target chains.

We implemented this capability as a Java application, called Virtual Flow
Forwarder (VFF), that offers intent-based REST API to receive chaining in-
structions and translates them into flow forwarding rules enforced through Linux
policy routing capabilities. According to the intent-based abstraction, imple-
mentation details are hidden to external clients and received commands are
translated into actual forwarding rules by the VFF. Dynamic traffic steering is
realized combining Linux policy routing [46] and the packet marking capabil-
ity provided by the netfilter framework to define custom routing strategies in
addition to the traditional destination-based one.

Forwarding rules are specified as follows. As a prerequisite, a set of routing
tables are created, one for each VNF instance within that DC, that mandate
forwarding to a given VNF IP address. Netfilter rules are used to mark flows
matching a given combination of filters (e.g., flow classification information,
incoming interface and/or source MAC address) and associate selected flows
to specific routing tables through the fwmark parameter), so to create per-
flow routing rules, and forward packets to the desired VNF. Given a chain
specification provided by the SFCLola application, for each hop in the chain
a forwarding rule is added in the VFF networking stack. The VFF manages
the setup (or deletion) of this request by parsing the request and inserting (or
deleting) the appropriate set of flow marking rules in the PREROUTING chain,
which hooks incoming packets (see example below in Section 4.3) so to steer the

flow through the VNF instances composing the chain.
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Figure 10: SFCLola Application and VFF for tenant-based SFC management in a 2-DC
environment. Given a service chain request, SFClola defines a logical path across selected
VNF instances (blue dotted line). Within each intra-DC virtual network, a VFF enforces a

forwarding path (red line).

4.3. Example

Fig. 10 exemplifies how the two software work in a two-DC environment.
The SFCLola application handles RESTful requests for chain management (north-
bound interface). For the chain request shown in the figure, a possible solution
is VF-1 instance in DC1 and VF-2 and VF-3 instances in DC2.

SFCLola sends appropriate forwarding instructions to each DC through its
south-bound interface. The forwarding instructions dispatched by SFCLola de-
fine a logical path (blue dotted line in Fig. 10). According to the intent-based
APIs offered by the VFF, SFCLola delivers forwarding instructions formatted as
JSON messages to the VFF of each DC. The forwarding instructions specify the
portion of path to be handled by the VFF in terms of: flow classification infor-
mation, ordered sequence of VNF' instances to be chained (identified by host’s
name or public IP), optional ingress and egress connection points towards VEFs

in external DCs. Listing 1 shows the forwarding instructions sent to the VFF
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in DC1.

{
”source”: 710.4.32.127
”destination”: ”710.154.8.115”7
”dest_-port”: 9000,
”protocol”: "udp”,
?vnfChain”: "VF-1,DC2”

}

Listing 1: Example of intent-based forwarding instruction sent by SFCLola to VFF in DC1
to steer the traffic going from 10.4.32.12 to 10.154.8.115 to VF-1 and then to DC2.

FEach VFF translates this request into a set of forwarding rules. These rules
classify the traffic and mark the corresponding packets. Listing 2 shows the
netfilter rules handling the chain hop from SRC to VF-1 in Fig. 10, which
marks selected packets with a value 71”7 that has been previously associated
with a routing table forwarding packets to VF-1.

—A PREROUTING —t mangle

—s 10.4.32.12/32 —d 10.154.8.115/32 —p udp
—m mac —mac—source FA:16:3E:5F:0A:84
——dport 9000 —j MARK ——set —mark 1

Listing 2: Example of netfilter rules to steer the traffic going from 10.4.32.12 to 10.154.8.115
and coming from the VNF with MAC FA:16:3E:5F:0A:84 through the VNF associated with

mark 1.

4.4. Monitoring and experiment tools

Hereafter, we describe the tools that have been developed for supporting
monitoring and testing activities.

A timeseries database based on Gnocchi has been deployed to acquire and
store measurements and made them available to the SFCLola application and
off-line analysis via REST APIs. Several components are used to gather moni-

toring information.

4.4.1. VFF monitoring
In addition to the steering function, the VFF is in charge of posting some

useful information to the metric database including CPU load and traffic input

29



rate at the VFF node and inter-DC latency, periodically measured as a function
of the RTT between a given VFF and the VFFs of the other DCs. Inter-DC
network latency values are obtained measuring latency between each pair of
VFFs each 10 seconds and averaging these values over a 30 second window.
However, latency and system metrics polling intervals can be customized in the

configuration file.

4.4.2. VNF Emulator

The VNF Emulator is a Java application that emulates the packet-delaying
behaviour of a generic VNF. It introduces a delay that is proportional to the
traffic rate and a configurable parameter (named Processing Capacity). Packet

dropping and rate change behaviours were not in the scope of this work.

4.4.3. UDP_Ping

UDP Ping is a tool developed in Python that measures the latency between
two nodes, considering also possible intermediate nodes (i.e., a VNF chain).
This tool periodically sends some probe packets (UDP datagrams) along the
chain path. Optionally, this component can also be configured to produce traf-
fic flows for a given service duration. In this case, the tool starts an iPerf3
client /server pair respectively on the selected source and destination endpoints.
Traffic duration and bitrate can be specified in the request.

UDP _Ping on the source node periodically sends UDP probe packets to the
destination node (ip source, ip destination and destination port must be the
same of the chain request to be monitored). Probe packets’ payload contains a
timestamp injected by the source node at delivery time and flow identification
information (e.g., destination port). The packets are steered through the VNF
chain to the destination node and then sent back to the source node where the
round trip time (RTT) is computed. Probe packets should thus be recognized as
packets to be forwarded through the VNF chain but then, when they arrive at
the destination node, they should be sent back to the source node. To do this,

packets are sent using port 5002 as source port (configurable), this convention on
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Figure 11: UDP_Ping components and operation for measuring the delay for delivering packets

from source (Ping) to destination (Echo) through a chain

source port is used to filter UDP traffic at the destination side. The UDP _Ping
component running on the destination node (called Echo) echoes packets with
the matching source port back to the source node to the 5000 destination port.
Figure 11 shows the overall UDP_Ping operation. At the source node, the
payload is parsed and the RTT is computed as the difference between the time
of packet reception and the timestamp stored in the packet payload. However,
this RTT is composed of a delivery time from source to destination through
the chain and a return time from destination to source with no intermediate
VNFs. In order to estimate the delay through the chain UDP_Ping sends also
probe packets with destination port 5002 (this port should not be used by
SFCLola experiment flows). This allows measuring the RTT between source
and destination node bypassing all the forwarding rules of the VFF. Half of this
RTT is then subtracted from the previous RTT to estimate the one-way delay

from source to destination through the chain.

4.4.4. VNF Proof

The VNF Proof has been developed in Python using nfqueue [47] and scapy
[48] features for packet tampering to provide a proof of the service chaining
operation. It is deployed on all VMs hosting VNFs and its main task consists
in modifying a packet payload when the packet is received by the VM. More
specifically, the application receives packets from nfqueue, tampers the payload

by appending the hostname of the VNF instance to it and accepts the packet
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letting the kernel forward it to the next hop.

4.5. Experiment resources and topology

The experiment software has been deployed on four different sites, owned by
different providers: 5TONIC by Telefonica (organized in two different NFV /SDN
domains, called 5TONIC and 5TONIC-bis in this work), ITaV in Portugal and
the University of Bristol’s 5G testbed (Bristol in brief). Sites are connected
through a VPN overlay network. The VPN server is located at 5TONIC site
and each site has associated its own credentials and IP address range. Through
appropriate VNF and Network Service descriptors we submitted to the OSM or-
chestrator a request for 33 VMs, each VM with 2 vCPU and 1 GB RAM running
Ubuntu 16.04. On each site, the VFF software was installed and configured in
one VM, while another VM was used as an endpoint node (UDP_Ping and Echo
installed). The remaining VMs were used to deploy VNF Emulator instances,
configured to emulate different VNF types at different processing capacity, as

shown in Table 4.

5. Experiment results

In this section, we report on the experiments run on the 5SGINFIRE multi-
site overlay network. First, we assessed the correct operation of the forwarding
mechanism provided by VFF by using the VNF Proof module. We manually
submitted a few chain requests through a Web GUI and verified the content
of packets received at destination (tampered by crossed VNFs) with the one
sent by the source node. In [30] we also evaluated CPU load at VFF due to
chain installation and traffic steering by varying the number of flow forwarding
rules and incoming traffic rate. Such impact appeared sustainable, although
approximately proportional to traffic load and number of chains managed by a
VFF.

Since the SelSFC algorithm uses a latency estimation for the new incoming

chain computed by adding inter-DC network latency values and the estimated
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Table 4: VNF configuration for the experiment

e 5Tonic ITaV Bristol ~ 5Tonic-bis
VNF
VNF-1 x x
VNF-2 z x
VNF-3 T x
VNF-4 T x
VNF-5 T T
VNF-6 B az
VNF-7 T x
VNF-8 x x
VNF-9 T T
VNF-10 x a5
VNF-11 x x
VNF-12 z a8 7
Capacity 100 Mbps 150 Mbps 80 Mbps 120 Mbps
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processing latency at each VNF instance), we also performed a set of experi-
ments to evaluate how good this estimation is with respect to measured values
and network delays’ variations in a realistic network scenario. As reported in
[30], we carried out several tests and found an average estimation error of 3.8%.

In the following paragraphs, we describe the tests performed for evaluating:
i) end-to-end latency of established chains and ii) load distribution achieved with
respect to the Greedy and RR strategies. The maximum latency constraint has
been set to a high value (1500 ms) so that all chains are accepted and the
compared algorithms work to place the same sequence of requests. Under this
condition, SelSFC and SelSFC-P behave in the same way, the reported results
are thus named under the SelSFC strategy.

The experiment workflow consists in the following sequence of steps:

e We randomly generated a set of 20 chain requests, with a chain length
in the range [2,4] and VNF types randomly picked up from the list of

available ones.
e Requests are submitted to SFCLola with a 30 second-interval.

e Traffic flows are generated using the traffic generation feature provided by

UDP_Ping leveraging iPerf3. Flows have a duration of 700 seconds.

The experiment is conducted by repeating the above described workflow ten
times for each selection strategy. It is worth noticing that since the experiment is
performed on a realistic multi-site testbed, the infrastructure status (especially
network delay and bandwidth) may slightly vary at each iteration.

We compared the end-to-end latency obtained using SelSFC vs alternative
approaches (Greedy and RR). Results, computed as the difference (in percent-
age) of measured latency values have been averaged over the requests in the
set. Table 5 reports the results for each iteration (a negative value means that
SelSFC, on average, obtains a lower latency compared with Greedy and RR). By
averaging over 10 iterations, SelSF'C outperforms Greedy and RR since it ob-

tains a reduction in end to end latency of 13% and 26%, respectively. To further
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Table 5: End-to-end latency of established chains - comparative evaluation

Average percentage difference  Average percentage difference

selection vs Greedy SelSFC vs RR
1 -12.75% -2847%
2 -17.08% -28.51%
3 -10.07% -29.11%
4 -15.89% -22.85%
5 -9.21% -25.91%
6 -12.63% -25.41%
7 -14.36% -24.74%
8 -15.47% -25.99%
9 -13.95% -25.88%
10 -12.16% -28.11%
Overall -13.73% -26.91%

consolidate these results, we run a set of simulation tests (using the simulation
software and methodology described in Section 3) on a topology resembling the
experiment one and mimicked the request sets used in the experiment. We
performed 100 iterations and obtained quite similar results (-16% in end-to-end
latency for SelSFC vs Greedy and -26% for SelSFC vs RR).

We also analysed how many times SelSFC provides a better solution than
Greedy and RR. Figg. 12 and 13 show the distribution of relative difference sam-
ples (SelSFC vs Greedy and RR, respectively). Asshown in Fig. 12, SelSFC ob-
tained an improvement of latency (i.e., negative values) over Greedy in more

than 75% of the requests. When SelSFC obtains a worse latency (i.e., positive

Table 6: Distribution of load across DCs

load distribution SelSFC | Greedy | RoundRobin

relative standard deviation (%) 4.7 6.5 1.2
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values), the relative difference in measured latency is mostly within the 0%-20%
range. Fig. 13 shows that in 90% of the requests SelSFC provided a shorter
end-to-end latency than RR did.

The fact that in some cases Greedy and RR perform better than SelSFC' is
expected. The reason is that all iterations start from the same VNF load con-
figuration and a similar network status, but one request after the other the
algorithms take different decisions, thus distributing the load across DCs in a
different way. Therefore, even if the sequence of request chains is the same for
the three algorithms, the infrastructure context gradually evolves differently.

Finally, we evaluated how the three different approaches distribute the over-
all VNF traffic processing load (i.e., the sum of traffic flows to be managed by
each VF in the request set). Results for a test iteration are shown in Fig. 14.
Of course, RR evenly distributes the load across DCs. Both SelSFC' algorithm
and Greedy quite fairly distribute the load. This is more evident looking at
Table 6, which reports the standard deviation of the DC load for each strategy,
i.e. it provides a measure of how DC loads sampled at each iteration are spread
out from the mean value. Although SelSFC and Greedy are not specifically
designed for load balancing purposes, these results are achieved since the pro-
cessing delay varies proportionally to the traffic load and thus load balancing is

achieved as side effect on the long run.

6. Related Work

The problem of how effectively deploying and managing network services
conceived as VNF chains has raised a considerable interest in the research com-
munity. In this context, a huge literature has proposed strategies for resource
allocation, which is typically distinguished into VNF chain composition, VNF
chain embedding, and scheduling problems [49, 50].

In the area of VNF chain embedding, many works have proposed optimiza-
tion algorithms that jointly address VNF placement and routing problems for
embedding VNF chains into physical substrates to optimize QoS and/or cost
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metrics. A survey on VNF and chain placement solutions is provided in [51].
Service chain embedding in a multi-domain infrastructure has been investigated
by several authors, proposing centralized [18, 17] as well as distributed ap-
proaches [19, 20] for function placement and path selection.

On the contrary, only a few works have addressed the problem of VNF
selection (i.e., selecting previously deployed VNF instances for realizing a service
function chain).

In [21] the middlebox selection and routing problem is formulated as an inte-
ger programming model with the objective of maximizing the total throughput
over all target flows. A Markov approximation based algorithm is proposed to
solve the problem efficiently. The work in [21] considers the selection of one
middlebox per flow and does not handle chains of middleboxes.

Medhat et al. [22] deal with the problem of selecting network function
instances while creating a Service Function Path in a multi-DC environment
and propose a heuristic that considers both load balancing across instances and
latency requirements.

In [23] both offline planning and online routing problems in an SDN con-
troller are considered. The first problem is formulated as a constrained version
of the maximum concurrent flow problem, while a time dependent dual based
online routing algorithm is proposed for the second problem. These algorithms
are evaluated via simulation-based experiments on DC and ISP topologies. Both
[22] and [23] consider only the network latency disregarding delay introduced
by intermediate functions.

Ma et al. [24] specify the workflow and selection strategy of a SFC controller
that targets maximum overall system efficiency metrics. The performance of
the VNF selection strategy is evaluated in an emulated environment built with
Mininet and OpenDayLight.

In [25] the problem of optimally selecting VNF instances and constructing
the paths without violating the predefined orders is formulated as an ILP model
that minimizes the resource consumption costs for flows. The problem is solved

by transforming the original network into a Logical Function Graph (LFGQG)
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with an approach similar to the one adopted by the authors in [29]. Also in this
case processing delay introduced by the network functions is not considered in
calculating the end-to-end delay.

Although some of these works refer to inter-DC scenarios (e.g. [22]) or
ISP network topologies (e.g., [25, 21]), it is assumed that the SFC algorithm
works using a detailed network topology and no abstractions are made. On the
contrary, in this work we assume that network operators and network service
providers are different entities and that the network service provider has thus
access to an abstracted view of the underlying topology. Such assumption has
been considered only in a few works focusing on VNF placement [52, 53] or on
monitoring across multiple administrative domains [54], but, to the state of our
knowledge, not yet in the VNF selection problem. In addition, in this work we
evaluate the algorithm in a simulation environment as well as in a testbed, while
most above mentioned works do either simulation or experimental validation.

As regards abstraction in API design, abstracted interfaces have been de-
signed in several works for programming the data plane with chaining instruc-
tions. Davoli et al. [41] propose a reference architecture and an intent-based
North Bound Interface for end-to-end service chain management across multi-
ple technological domain, including anInternet of Things (IoT) infrastructure
deployment, a cloud-based application domain, and a transport domain over a
geographic network interconnecting the first two domains. In [55] a distinction
is made between user intents and provider intents and a mechanism is proposed
to decompose multidomain intent issued by users into local intent graphs that
are compiled and installed in local regions. Both [41] and [55] deal with a prob-
lem different to ours, since, contrarily to our reference scenario, the VIM layer
is assumed offering SFC capabilities.

Ounly a few works have investigated tenant-defined SFC. Wang et al. [9]
propose a “Bring Your Own Controller” (BYOC) concept and implement it with
BYOC-VISOR, an SDN platform providing cloud users with customized SDN
services. An integrated SDN/NFV management and orchestration architecture

for multi-tenant transport networks is proposed in [15]. This architecture is
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implemented by deploying tenant SDN controllers as VNF's in DCs and assessed
in a multi-partner testbed. However, both [9] and [15] implement tenant-side

SFC management leveraging NFVI management features.

7. Conclusions

In this work, we tackled the problem of tenant-defined service function chain-
ing on a multi-provider distributed virtual infrastructure. In order to cope with
restrictions that infrastructure providers typically impose on a tenant’s access
to infrastructure monitoring and traffic steering APIs, this work provided the
following main contributions.

First, we proposed a VNF Selection algorithm that relies on an abstracted
network model thus minimizing topological and monitoring information required
from the infrastructure. Our algorithm is formulated with constraints guaran-
teeing that already established chains do not violate maximum latency con-
straints as the processing delay at VNF instances increases with the request
load. Simulation tests shows encouraging results and improvements in accep-
tance rate and end-to-end latency of accepted chains in comparison with alter-
native greedy and round robin strategies. In regards to efficiency, we evaluated
how the computational time varies with the chain length, but remains within
acceptable values for the simulation settings (chains of maximum 10 VNFs and
a 28-node topology). Load distribution has not been considered as an optimiza-
tion objective, but this aspect should be considered in a future evolution of the
algorithm or a heuristic solution.

Second, we designed, implemented and evaluated in an experimental envi-
ronment an SFC solution that provides an implementation of the SFC architec-
ture elaborated by ETSI in [28]. It consists in an SFC application leveraging
our VNF Selection algorithm and a forwarding mechanism allowing chain man-
agement and traffic steering control within the tenant domain. In this work,
we describe the setup of the experiments performed on top of 5GINFIRE in-

frastructure facilities and the software components developed for such purpose.
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The experiment allowed us demonstrating the operation of SFCLola application
and the VFF forwarding mechanism and their interoperation. The comparison
with alternative heuristic strategies has also been carried out in the experimen-
tal testbed. Although at a smaller scale, results mainly confirmed simulation
results.

Regarding the algorithmic aspects, we plan to improve the model of end-
to-end latency considering also transmission delays and a more fine grained
processing delay model at VNFs. We will also further investigate approaches
for building the abstracted network and related layered graph derived from
the physical network topology to more robustly handle the dynamic change of
topology characteristics (e.g., available bandwidth) and possible multiple vir-
tual links between DCs. In addition to above mentioned planned activities, we
also plan to extend SFCLola in order to support a QoS negotiation mechanism
allowing to accept maximum SFC requests only partially accommodating max-
imum latency and minimum bandwidth requirements, to improve acceptance
rate and optimize resource usage. The forwarding mechanism implemented in
the VFF application has the advantage of using stable technologies available
in standard Linux distributions, although some limitations are due to the ac-
tual deployment realized for the experiment purposes (centralized solution with
limited scalability and fault tolerance). We will thus investigate alternative for-
warding mechanisms (e.g. IPv6 segment routing) and distributed architecture
(e.g., SFC-aware VNFs). Further experiments will be carried out with realis-
tic VNFs and TCP as well as UDP flows. Finally, further study is needed to
analyse also infrastructure provider requirements and, more specifically, how
tenant-side orchestration mechanisms may influence infrastructure usage and

resource orchestration policies enforced by NFVI providers.
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