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Abstract—This paper presents a cryptographic hardware ac-
celerator supporting multiple AES based block cypher modes,
including the more advanced CMAC, CCM, GCM and XTS
modes. The proposed design implements advanced and innovative
features in hardware, such as AES key secure management, on-
chip clock randomization and access privilege mechanisms. The
system has been tested in a RISC-V based System on Chip,
specifically designed for this purpose, on an Ultrascale+ Xilinx
FPGA, analysing resource and power consumption, together
with system performances. The Cryptoprocessor has been then
synthesised on a 7nm CMOS standard-cells technology; per-
formances, complexity and power consumption information are
analysed and compared with the state of the art. The proposed
Cryptoprocessor is ready to be embedded within the innovative
European Processor Initiative chip.

Index Terms—AES, RISC-V, EPI, Cryptoprocessor

I. INTRODUCTION

Nowadays the demand for secure data exchange is ever-
growing. For this reason, cryptography has become an essen-
tial component of modern electronic systems.

Generally, an embedded system is equipped with a micro-
processor in charge of executing the software; this can be a
valid approach to perform security algorithms. Nevertheless, in
specific application cases, the performance of the embedded
microprocessor could be insufficient to comply with the la-
tency and/or throughput requirements, for example in real-time
IoT applications [1]. In these cases, a valid solution could be to
privilege hardware (HW) accelerated rather than pure software
(SW) implementations, for security algorithms. It is from
these considerations, together with the need for a European
platform for computing, that the European Processor Initiative
(EPI) [2] has been launched. EPI is an H2020 project under
development, started in 2018, whose aim is to design and
implement a new family of low-power European processors
for exascale computing, high-performance Big-Data and a
range of emerging applications, including automotive [3].
Robustness and safety issues play a significant role in the
framework of the targeted markets, especially automotive. The
EPI processor is expected to answer the currently unaddressed
need of proper architecture, at both hardware and software
levels, to support the requirements of current and future
cybersecurity standards and certifications.
The proposed EPI hardware security architecture relies on
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Fig. 1. High-level EPI Security Subsystem Architecture.

isolated blocks of the circuit, with specific hardware and
dedicated private resources for security responsibility. Figure
1 illustrates the proposed EPI hardware security subsystem
architecture, which foresees the Cryptoprocessor-Tile (CT)
with multiple hardware cryptographic accelerators including
Advanced Encryption Standard (AES), Secure Hash Algorithm
(SHA)[4], Elliptic-Curve Cryptography (ECC)[5], and Ran-
dom Number Generation (RNG)[6] [7]. All is controlled by
a secure Micro-Controller Unit (MCU), which is a RISC-V
processor.

The security cryptoprocessor can be used both exploiting
the secure MCU interface and also a dedicated secure Direct
Memory Access (DMA) connection.
Among the available cryptographic functions, the AES [8]
is probably the most popular symmetric-key algorithm. HW
implementations of the AES are usually preferred to SW ones
[9] in performance and power critical environments: with ded-
icated hardware, it is possible to achieve better performance
with lower power consumption. They are also often coupled
with other more advanced cryptographic algorithms, such as
SHA3 [10] or as Authenticated Encryption with Associated
Data (AEAD) services [11]. The proposed work belongs to the
wider EPI CT design project: we aim to illustrate and comment
on the architecture for the AES cryptoprocessor, embedded
in the CT of the breaking-trough EPI processor, focusing on
the main innovation introduced. Being the AES standard well
established, several solutions already address the problem of
the AES hardware acceleration [12] [13] [14]. There are also
Systems on Chip available in the literature, but either they
are performance limited or they lack the in-hardware support
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for advanced features. [15] is a RISC-V based SoC with AES
hardware accelerator, but its features are not declared; it is not
clear which modes are supported, with which performances,
making it impossible to carry out a fair and solid comparison.
[16] is a very interesting implementation, like our proposed
system. However, the AES processor is barely described and
does not support all the features we intended to support (it
seems to support only GCM). It is interesting to observe that
also here the approach of the loosely coupled accelerator has
been followed, also for much larger accelerators such as the
ECC which requires a lot of hardware resources. [17] is a
very structured solution but also here, probably since it is a
commercial product, no information is given on the internal
architecture and the features supported in hardware. Similar
consideration applies to [18]. The main innovation of this work
is to present an implementation of a complete AES crypto-
processor, fully hardware-accelerated with advanced features,
integrated with a RISC-V processor, to be employed within
the upcoming EPI processor; our contributions include, but
are not limited, to:

• Architectural design of the AES cryptoprocessor inside
the CT, a hardware accelerator compliant to AES standard
supporting 9 different block cipher modes, ensuring not
only confidentiality but also integrity and AEAD.

• Hardware implementation of innovative and advanced
features that are not usually hardware-accelerated: poli-
cies for secure keys storage, employment of clock ran-
domization technique on the cryptoprocessor, the control
mechanism for configuring the cryptoprocessor, preemp-
tion of cryptographic operations, panic mechanism.

• Design of a System on Chip with a RISC-V processor
coupled with the AES Cryptoprocessor as a hardware
accelerator. There are others examples in literature where
a form of AES hardware acceleration is coupled with
a RISC-V processor [19], [20], [21], [22]. Most of the
available solutions are tightly coupled hardware acceler-
ation, which exploits the extendible ISA of the RISC-
V processor to accelerate in hardware small primitives.
The tightly coupled approach requires greater efforts and
better exploit the flexibility of the RISC-V processor.
It requires a very small hardware overhead that needs
to be inserted in the processor pipeline. However, the
achievable improvements in terms of performances are
more limited, since it is not possible to add too much
logic to the processor pipeline without affecting its timing
performances. Our approach explores a different region of
the design space: the innovation of our proposed system
is the support for advanced hardware features, such as the
key management, that would not be possible to be realised
in hardware within the processor pipeline. In addition,
we aim for hardware acceleration of different operating
modes to maximise achievable throughput. The result is
a more complex design that needs to be interfaced as a
separate hardware accelerator, requiring more hardware
resources but achieving greater performance and more
advanced features.

• System On Chip FPGA verification on a Xilinx Ultra-

Cipher Mode Confidentiality Integrity Authenticity
AES-ECB ✓ ✗ ✗

AES-CBC ✓ ✗ ✗

AES-OFB ✓ ✗ ✗

AES-CFB ✓ ✗ ✗

AES-CTR ✓ ✗ ✗

AES-CMAC ✗ ✓ ✗

AES-GCM ✓ ✓ ✓

AES-CCM ✓ ✓ ✓

AES-XTS ✓ ✗ ✗

TABLE I
SUPPORTED BLOCK CIPHER MODES AND RELATED PROPERTIES.

ELECTRONIC CODE BOOK (ECB); CIPHER BLOCK CHAINING (CBC);
CIPHER FEEDBACK (CFB); OUTPUT FEEDBACK (OFB); COUNTER

(CTR); CIPHER BASED MAC (CMAC); COUNTER WITH CBC-MAC
(CCM); GALOIS COUNTER MODE (GCM); XOR-ENCRYPT-XOR-BASED

TWEAKED-CODEBOOK MODE WITH CIPHERTEXT STEALING (XTS).

scale+ board with preliminary analysis on complexity,
throughput & performances.

• Implementation on the cutting-edge 7nm TSMC silicon
technology (target technology for the EPI processor, first
contribution available on this technology to the best of
our knowledge), with a complete analysis of complexity,
throughput, and power dissipation.

After this introduction, the rest of the paper is organised
as follows. In Section II we present and define the cryptopro-
cessor architecture, focusing on the innovative mechanisms
(key management mechanism, clock randomization, etc..). In
Section III we illustrate the architecture of the AES core em-
bedded in the cryptoprocessor and we illustrate the architecture
of the AES engine, focusing on the key and more innovative
architectural portions. In Section IV we present the innovative
System on Chip platform used to validate the system, based
on a RISC-V processor to emulate as much as possible the
target EPI security sub-system architecture. In Section V the
results on various silicon technologies, especially the 7nm are
shown and compared with the results available in the literature.
Finally, in Section VI we will conclude this work, highlighting
the achieved results.

II. AES CRYPTOPROCESSOR ADVANCED HARDWARE
FEATURES

The Cryptoprocessor-Tile offers security services and algo-
rithms based on symmetric-key and public-key cryptography,
hash functions, and random numbers generation, aiming to
guarantee data confidentiality, integrity, authenticity, authen-
tication, and signature services. The AES cryptoprocessor
inside the crypto-tile is responsible for the symmetric-key
algorithms, supporting the AES cypher and the modes of
operations reported in Table I, both in the case of AES-128
and AES-256. The architecture of the AES cryptoprocessor
(Figure 2) is composed of the interface registers to handle
the cryptographic operations (i.e. Configuration, Control, Error
and Status registers), a state machine (i.e. FSM), data, and key
registers, and the AES engine that effectively computes the
AES cypher and the supported modes of operations.
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A. AES cryptoprocessor functionalities

The AES cryptoprocessor integrates and offers several en-
hanced functionalities that increase the robustness of security
boundaries and strength the resistance against misuse, unau-
thorised accesses, and physical attacks.

Other than six key slots that can be employed, for instance,
to install 3 couples of keys for different scopes (e.g. chip
keys, software context keys, and application keys), the AES
cryptoprocessor also provides the possibility to redirect the
output of the underlying AES engine onto internal key slots,
thus allowing the user to derive and generate secure keys
which are not outsourced from the AES cryptoprocessor. This
feature enables the employment of the AES cryptoprocessor
as a building block of pure hardware or hardware and software
Root-of-Trust (RoT).

To allow restriction mechanisms on the cryptoprocessor
usage, two different Privilege Levels (i.e. Supervisor and User)
can be used to access a specific set of registers. The Supervisor
Level is responsible for configuring the cryptoprocessor at
start-up, enabling or disabling features and functionalities
(e.g. supported modes of operation, reserved key slots) as
well as using it normally for cryptographic operations. The
User Level cannot configure processor functionalities and can
only be used for cryptographic operations with the key slots
reserved for it. Such a privilege mechanism allows differenti-
ating between two different execution contexts that are strictly
independent. Only the Privilege Level of the current execution
context can retrieve the whole information about it such as
configuration and state of the ongoing cryptographic operation,
as well as input and output data. Once a cryptographic
operation configuration is initiated in a Privilege Level, only
this level can manage it and terminate it. To prevent denial of
access, only the Supervisor Level can abort a cryptographic
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Fig. 2. AES Cryptoprocessor Inside the Crypto-Tile.

operation initiated with the User Level, reporting a specific
error. In addition, any error occurring on a cryptographic
operation or a key slot is reported separately for each Privilege
Level. The Privilege Level differentiation is implemented at
the interface level, exploiting the AXI4 functionalities.

Also, the cryptoprocessor embeds control and handling
mechanisms that ensure a proper configuration and usage of
the module to perform cryptographic operation: a specific
state-based flow has to be respected to successfully run an
operation, and the evolution from one state to another one is
managed by a set of actions that relies on strict control of
authorization and privileges. Such mechanisms also, regulate
the access to sensitive data, both input and output ones,
allowing or forbidding such databasing not only on a Privilege
Level base, but also on the state of the AES cryptoprocessor,
and limiting the number of access to such data: in case
multiple access to the same sensible data is performed, the
cryptoprocessor prevent write or read of data and raises an
error flag, moving to the error state.

To improve the flexibility and fit real-time application con-
texts, the AES cryptoprocessor supports also the preemption
of cryptographic operations, allowing to halt the execution
of a cryptographic operation and to perform the execution
of another one with higher priority. The implementation of
this feature requires the AES cryptoprocessor to allow access
to some internal states of the cryptographic operation that is
going to be suspended, to resume it later, once the execution
of operation with higher priority has been completed. Halting
an operation in progress occurs once the 128-bit block of
data has been correctly processed by the cryptoprocessor, and
the internal states and data are stored in proper auxiliary
registers that can only be accessed according to restriction
mechanisms for access to sensitive data. Also in this case the
AES cryptoprocessor strictly regulates the access to internal
states of cryptographic operations to improve security and
counteract unauthorised or illegal usage of assets.

For the same purpose, the cryptoprocessor embeds also
panic mechanisms that allow to partially or completely flush
the sensible data installed into the cryptoprocessor itself (e.g.,
the secret keys), offering a specific interface to trigger the
panic state (allowed only for the Supervisor Level) and to
configure the actions to be performed. This panic mecha-
nism is implemented to react immediately and with minimal
assistance of software to manage events that may lead to
a critical security breach. Two levels of panic mechanisms
are implemented in the AES cryptoprocessor: partial-panic
(level 1) and full-panic (level 2). The partial-panic mechanism
stops immediately any cryptographic operation and resets all
the input and output registers. Each of the key slots can be
configured (before being populated with sensitive data) to be
sensible to the partial-panic mechanism; in this case, if a
partial-panic is triggered all the registers of that key slot are
reset immediately. The full-panic mechanism stops and resets
any ongoing cryptographic operation and resets all the data
and key registers.

Finally, the AES cryptoprocessor embeds also dedicated
resources for the local derivation and randomization of clock
signal feeding the AES engine, starting from the external clock
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source. This feature highly increases the robustness of cryp-
toprocessor to physical attacks such as Side-Channel Attacks
(SCAs), which are based on analysis of power consumption
(Power Analysis, PA) and electromagnetic emission (Electro-
magnetic Analysis, EMA). Randomization and manipulation
of clock cycles alter the acquisition pattern an attacker has to
gather and observe to retrieve secret data (usually the secret
key), significantly increasing the acquisition time and the pre-
processing resources an attacker must employ for a successful
attack.

We opted for this countermeasure even if there are more
secure ones, such as threshold implementation, as it almost
does not affect system complexity and throughput, as shown
in [23]. A higher level of security can be obtained with
various techniques, including threshold implementation, such
as described in [24], and can theoretically completely protect
the system from side-channel attacks. Unfortunately, the price
that needs to be paid for this protection is very high and
grows with the desired degree of protection, affecting the
system throughput and the dimension of the circuit. The clock
randomisation technique proposed does not ensure complete
protection against SCA; however, it improves its resistance as
demonstrated in [25] [26] [27], with negligible costs in terms
of hardware resources, better resistance compared to fixed
clock solution. It is possible of course, but out of the scope of
this paper, to exploit more complex techniques available in the
literature to enrich the resistance level to side-channel attacks.

Figure 3 shows a functional block scheme of the clock
randomization circuitry: for simplicity, control logic, reset,
and exceptions signals are not reported. Such sub-module of
AES cryptoprocessor is mainly composed of a multiplexer to
select the clock source (i.e. from PLL or an on-board internal
oscillator), a clock division stage, and finally the pure clock
randomization stage. As depicted by the detail box at the
bottom of the Figure 3, this last stage counts a pseudo-random
number generator (PRNG, based on linear feedback shift
register, LFSR, approach) that generates a random number
(rnd num) and a clock cycles counter that reports the actual
number of elapsed clock cycles (cc cnt) and raise the update
flag when it reaches the total number of clock cycles (this
parameter is configured employing AES cryptoprocessor con-
figuration registers). When the random number and the number
of elapsed clock cycles match, the skip cc flag is asserted and
the clock gating logic mask the clock cycle of clock signal
clk div x gmux; when the update flag is asserted, the clock
cycles counter is cleared, while the PRNG block generates a
new random number. In a complete Cryptoprocessor system,
the PRNG resistance to SCA is fundamental. In this work, we
focused on the AES core of a much wider Cryptoprocessor, as
mentioned in Section I. However, in our vision we are aware
of the importance of the topic: indeed, we designed also a
TRNG to be exploited in our final Cryptoprocessor system
[6] [7]. The PRNG used for clock randomisation is re-seeded
periodically with TRNG values, to improve both entropy and
SCA resistance.

For what concerns the compliance with standards defining
security requirements for cryptographic modules, the defini-
tion of architecture and security features of both the AES
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cryptoprocessor and the whole Cryptoprocessor-Tile has been
designed following the guideline of FIPS 140-2 [28]. The
specifications of [28] cover different areas such as module
ports and interfaces, finite state model, cryptographic key
management, self-tests, and other aspect related also to phys-
ical security. The Cryptoprocessor-Tile employs only NIST-
approved algorithms and modes of operations and is strictly
physically isolated to the rest of the EPI chip. Authentication
mechanisms are included to permit the usage of the entire
Cryptoprocessor-Tile and of defined key slots of the AES
cryptoprocessor adopting a seal/unseal procedure that requires
secret tag values. All the possible operations and states of the
AES cryptoprocessor are specified with a finite state model.
Cryptographic key storage and management are included in
the AES cryptoprocessor, which is in line with the indication
provided by NIST. The connectivity with a RISC-V processor
allows implementing Self-Test and Power-Up test through
hardware-software cooperation. The security considerations
related to physical and environmental aspects are out of the
scope of this work.

B. Secure Keys Storage and Management

The AES cryptoprocessor embeds a dedicated set of reg-
isters to contain and manage the cypher keys through strict
usage rules, detection, and management of error conditions
and access restrictions. The population and usage of a key in
a cryptoprocessor is a very sensitive operation. Key slot access
and usage shall be protected to prevent any misusage due to
hardware failures, software bugs, or attacks.

The key management registers are composed of the follow-
ing set of registers implementing different security features:
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• Seal/unseal registers: store an access tag required to
lock/unlock the key slot;

• Configuration registers: allow to configure the key slot;
• Errors registers: flag errors due to misusages of the key

slots;
• Usage counter: allows to keep track of the number of

cryptographic operations executed with the key;
• Key-value register: contains the value of the key or the

value of the encrypted key;

Six independent key slots are supported to allow key man-
agement fully done inside the cryptoprocessor tile and allow
population by different isolated parts of software upon specific
chip lifecycles (e.g. some key slots are populated during chip
boot, other during applicative context switch). The proposed
key-management registers aim to handle errors and threats,
offering different levels of protection.

1) Key slot protection: The access of each key slot can be
reserved to a given Privilege Level. If a key is loaded by a
given Privilege Level, it is aimed and shall be used only by that
Privilege Level, until it is released by being cleared. Also, key
slots access is protected by an access tag to prevent access or
usage from an unexpected part of the software not knowing the
tag value (it lowers the attack surface at the software level by
requiring more than a given Privilege Level). Such an access
tag is intended to allow access (set of configuration, usage
rules, and value) to the key slot only to a specific, identified
part of the software that knows the tag. The key slot supports
the possibility to lock his configuration (including his value)
until the next reset. This allow, for instance, to protect master
keys of the chip that can be set at an early stage of boot. Every
misusage of each key slot flags an error on the corresponding
error register that must be cleared before using again the slot.

2) Key-value protection: A lot of attacks conducted through
malicious software aim at trying to steal secret keys or to
use such keys without authorization. The restrictions based on
the privilege levels are clearly not sufficient to enforce proper
protection. A solution proposed inside the AES cryptoproces-
sor is to have the application only manipulating half secret,
i.e. encrypted keys, which are then deciphered only inside
the cryptoprocessor and associated with needed usage rules.
Each AES secret key slot can be directly populated with a
specific configuration from the output of an AES cryptographic
operation performed by the cryptoprocessor. This internal
mechanism enforces that the application is never manipulating
the plaintext key value. For this reason, different key slots are
included to have some key slots reserved for this usage: as
an example, an AES key slot may be dedicated to storing a
dedicated chip unique key, and another slot can contain a key
specific to the application process context (that is changed
upon each context switch of the OS, thus enforcing strong
isolation and data confidentiality between each application).

3) Key-value usage: To mitigate improper usage of a loaded
key, each key slot integrates configuration elements that allow
restricting its usage to specific algorithms and modes. There is
a counter that reports the usage count accessed by the software,
which allows it to effectively detect misuse or illegal access
to the key, since at the end of the cryptographic operation

it can check that the counter matches the expected value it
calculated.

III. AES ENGINE

A. AES core

Only one AES core is instantiated and shared among all
the implemented block cypher modes, thus only one mode
at a time can be driven from the processor. The AES core
is implemented with the most convenient trade-off between
performance and complexity: only the functions belonging to
one round are implemented and used iteratively for several
rounds ranging from 10 to 14 depending on the key size. To
save logic resources, only the 128 and 256-bit key lengths are
supported. It is a remarkable fact that the AES-256 is already
considered secure against post-quantum attacks [29]. The AES
core includes the key schedule that provides the round-keys
from the input key.
The implemented architecture of the AES core is based on the
one presented in [12]: this architecture uses a merged S-box
approach [30], to perform both encryption and decryption by
executing one round of AES per clock cycle.

B. ECB, CBC, OFB, CFB, CTR modes of operations

The AES engine supports the basic AES modes of op-
erations (i.e. ECB, CBC, OFB, CFB, and CTR algorithms)
described in National Institute of Standards and Technology
NIST special publication 800-38A [31]. To reduce the logic
resources consumption, the proposed architecture shares the
AES core and performs reshaping of data flow according to
the mode of operation, employing multiplexers, XOR gates,
and registers. Figure 5 shows data flow in case of encryption
process, while Figure 6 shows data flow in case of decryption
process. Referring to Figure 5 and Figure 6, IV corresponds to
the Initialization Vector foreseen by the various AES modes,
and D in and D out are, respectively, the input data and the
output data; thus, in case of encryption (Figure 5) D in port
is fed with a data block of plaintext, and D out corresponds
to a ciphertext block, viceversa in case of decryption.

AES
core

D_in D_out

IV

IV

D_in

ECB – CTR 

CBC – OFB  

CFB

Fig. 5. ECB, CBC, OFB, CFB and CTR Modes With a Single AES Core
Architecture: Encryption Data Flow.



IEEE TRANS. ON VERY LARGE SCALE INTEGRATION SYSTEMS 6

AES
core

D_in D_out

IV

IV

D_in

ECB – CTR 
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Fig. 6. ECB, CBC, OFB, CFB and CTR Modes With a Single AES Core
Architecture: Decryption Data Flow.

C. CMAC core

The Cipher-based MAC (CMAC) mode described in the
NIST special publication 800-38B [32] is supported by the
AES engine. Figure 7 shows the high-level block scheme
of the logic resources employed by the AES engine when
supporting the CMAC mode: other than the AES core in
CBC (encryption) mode, an additional module for derivation
of sub-keys K1 and K2 is instantiated. In this case, after the
processing of the sequence of all the Mi blocks composing
the message M a unique output data block is produced, which
is the tag of the message, T.

On the receiver side, the recipient can easily verify the in-
tegrity and authenticity of the message by locally recomputing
the message tag and comparing it with the received one.

D. CCM and GCM cores

The AES engine supports CCM and GCM modes, described
respectively in the NIST special publications 800-38C [33] and
800-38D [34]. They are AES modes of operations providing
confidentiality, integrity and authenticity services. For this
reason, the processes they perform are named encryption-
generation and decryption-verification (being the terms en-
cryption/decryption referring to plaintext/ciphertext and gen-
eration/verification to the tag produced for integrity check).

AES
core

D_in D_out

IV

IV

D_in

CBC encryption

Sub-key 
generation engine

Mi

K

K1 K2

T

Fig. 7. Logic Resources of AES Engine When Supporting CMAC Mode.
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The two modes are equivalent in terms of security services
offered, the only difference consists in the methodology for
the generation of the tag. CCM mode employs the MAC-
then-Encrypt (MtE) paradigm, i.e. the tag is computed before
converting the plaintext into ciphertext, and this implies that on
the recipient side, the verification of tag can be performed only
once the whole ciphertext has been completely decrypted; the
GCM employs the Encrypt-then-MAC (EtM) paradigm, that
calculates the integrity tag using the ciphertext: in this case, the
recipient can verify the tag without decrypting the ciphertext,
allowing to save resources dedicated to the decryption in case
the tag verification fails.
Both cores embeds the module described in section III-B and
a module dedicated to the encoding and the formatting of
input data, i.e. associated data, that are not encrypted and
usually termed as Additional Authenticated Data (AAD), and
the plaintext (or ciphertext, in case of decryption-verification).
For encryption/decryption, both the cores exploit the CTR
mode of AES, while for tag generation the CCM core employs
the CBC mode (like the CMAC algorithm); instead, the GCM
core requires a multiply-and-accumulate operation using a
multiplication over the Galois field GF (2128) and using as
modulo the polynomial M(x) = x128+x7+x2+x+1: such
operation is typically termed GHASH (Galois-HASH) and for
this reason, the GCM core integrates also a module dedicated
to it.
Figure 8 illustrates the GCM core, for which AADj is the jth

data block of AAD, Pi (or Ci) is the ith block of plaintext
(or ciphertext) and T is the integrity tag.

E. XTS core

AES XTS described in NIST special publication 800-38E
[35] is a mode of operation aimed at encryption of sector-
based storage, guaranteeing random access to encrypted data.
To perform this operation two different keys are required and
an initialization vector that must be updated for each new
sector to be encrypted: the initialization vector is computed
using arithmetic operation over the Galois field defined by
the polynomial M(x) = x128 + x7 + x2 + x + 1. Thus, the
XTS core embeds the ECB mode logic described in section
III-B, a module dedicated to the computation of sector-based
initialization vector and a block dedicated to formatting of
input and output data.
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Fig. 9. XTS Core.

Figure 9 shows the XTS core, for which Sj is the jth sector
number, Pi (or Ci) is the ith data block to be encrypted (or
ciphertext) and K1 and K2 are the keys.

IV. CRYPTOPROCESSOR TECHNOLOGY VALIDATION ON
FPGA-BASED SOC PROTOTYPE

To validate the AES cryptoprocessor system emulating
the EPI cryptoprocessor behaviour, we designed an FPGA
prototype system. The designed demo application employs the
CVA6 RISC-V core [36] and exploits an AXI4 Interconnect
structure for securely performing AES cryptographic opera-
tions. Using the UART module, the application provides to
the user a command-line interface, with which he can perform
encryption and decryption operations of strings.

A. Unipi Cryptoprocessor Demoboard

The chosen board, ZCU106 from Xilinx, features a Zynq
UltraScale+ MPSoC EV device and supports all major periph-
erals and interfaces, enabling development for a wide range
of applications.

In Figure 10 a simplified block diagram of the prototyped
system is shown. The interconnection of the demo board is
composed of several AXI peripheral masters and slaves due
to the presence of the DMA. For this reason there are three
different AXI Crossbars that connect the main components of
the Block Design, reported in the following together with the
other building blocks:

Secure 
DMA

I/F

AES

RISC-V
CVA6 CPU

BRAM
(Main RAM)

AXI4 64bit Xbar AXI4 128bit AES DMA

Plain 
Data

EPI 
Security 

Subsystem

JTAG AXI Virtual I/O

RESET

CLK CPU
100 MHz

 AXI4-Lite 32 Bit Xbar 
Peripheral 

UART Tx/Rx

Chipered 
Data

CLK AES
200 MHz

AES
 Crypto

Processor

Fig. 10. Architecture of the Demonstrative System On Chip.

• RISC-V CVA6 CPU: it has a master AXI4 interface
that is connected to the main memory Crossbar and
the peripheral Crossbar. It can access all the available
resources in the design. To save resources and power we
did not include the Floating Point Unit (FPU).

• UART: provided by Xilinx; it has a slave AXI4-Lite
interface which is connected to the peripheral Crossbar,
from which it can be configured and used.

• AES Cryptoprocessor: it has a slave AXI4-Lite interface
connected to the peripheral Crossbar from which it can
be configured and a couple of AXI Stream interfaces
connected to the AES DMA with which the data can
be sent and the results can be taken.

• AXI4 128bit AES DMA: provided by Xilinx; in addition
to the AXI Stream interfaces connected to the AES
peripheral, it has a slave AXI4-Lite interface connected
to the peripheral Crossbar for configuration and a master
AXI4 interface connected to the main memory Crossbar
for accessing data.

• Block RAMs (BRAM): provided by Xilinx; are on-chip
memories implemented with Block RAMs and are used
to store the program binary and data. Its size is 128 KB.

• AXI4 64Bit Xbar SmartConnect: provided by Xilinx;
connect the masters with the peripherals and the memory
using speed optimization strategy for CPU and memory
interconnects and area optimization strategy for the pe-
ripherals interconnect.

• AXI4-Lite 32Bit Xbar Peripheral: provided by Xilinx;
bridges the AXI4-Lite peripherals to the main AXI in-
terconnect.

• JTAG AXI: provided by Xilinx; it is used to load the
program binary into the main memory at run time.

• Virtual I/O: provided by Xilinx; it is used to assert the
reset signal to the SoC from the Hardware Manager in
Vivado.

We opted for a loosely coupled accelerator approach to
maximise system performance, at the price of a more complex

Clock Domain WNS WHS
main (100 MHz) 0.067 ns 0.011 ns
AES Engine (200 MHz) 0.160 ns 0.019 ns

TABLE II
TIMING REPORT FOR THE TWO CLOCK DOMAINS.

Module LUT FF BRAM
SoC 71’947 (31.23%) 60’040 (13.03%) 77.5 (24.84%)
CVA6 32’764 (45.54%) 19’073 (33.77%) 37 (47.74%)
AES CP 15’694 (21.81%) 9’925 (16.53%) 0
AXI Bus 17’680 (24.57%) 10’154 (33.57%) 0
DMA 3’485 (4.84%) 6’967 (11.60%) 5 (6.45%)
RAM 164 (0.23%) 1 (0%) 32 (41.29%)
JTAG AXI 783 (1.09%) 2’021 (3.37%) 3.5 (4.52%)

TABLE III
ABSOLUTE AND RELATIVE RESOURCE UTILIZATION ON THE ZCU106

BOARD, XCZU7EV FPGA.
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Fig. 11. Visual Resource Placement on the FPGA of CVA6 no FPU (yellow),
AES Cryptoprocessor (red), AXI SmartConnect (green) and DMAs (purple).

hardware accelerator. Indeed, a tightly coupled accelerator
requires a negligible amount of resources but has several
disadvantages: even if it does not have any AXI commu-
nication delay, it has a memory communication overhead,
especially heavy in case of large encryptions. Our solution
to the problem, optimised for larger blocks encryption, is
to mitigate the delay by exploiting an independent DMA to
deliver plain data to the engine and collect the encrypted
messages. A second problem is that it would be problematic to
enable hardware acceleration of all the supported AES oper-
ational modes inside the processor pipeline, and the overall
clock frequency would be heavily affected by the resulted
complexity. This is observable in work such as [22], where
the system is less complex than our proposed system (about
6.5kGE against 131.45kGE), but the performances are much
lower (about 6 Mbps against 30 Gbps), resulting in the worst
throughput on complexity ratio.

Please note that the blocks performing the conversion of the
AXI protocol and the data width are omitted in Figure 10.

The demo application takes the input from the user using
the UART interface. Then it configures the AES DMA to
gather the data, that must be encrypted or decrypted, from the
memory and send it to the AES peripheral which performs the
cryptographic operation. The data is processed and the result is
scattered back in the main memory. After that, the application
prints the result on the terminal using the UART.

B. Implementation Results

The presented SoC has been synthesised and implemented
on the ZCU106 board. The timing requirements are met with
the margins listed in Table II; please note that within the AES
cryptoprocessor, the interface registers (i.e. Configuration,
Control, Error, and Status registers), the state machine, and the
data and key registers are clocked with the main clock. While
the resource utilization is presented in Table III, both with the
absolute values and the percentage of resources occupied on
the FPGA. The resulting placement is illustrated in Figure 11.

Module
Gate
[kGE]

Power
[mW]

Cryptoprocessor
support (Key regs, FSM, ...)

73.23 32.14

Engine
support (ECB, CBC, ...)

36.49 10.90

AES core 21.73 6.46
Tot AES Cryptoprocessor 131.45 49.50

TABLE IV
7NM STANDARD-CELL TECHNOLOGY SYNTHESIS AT 2.55 GHZ.

V. VLSI TECHNOLOGY MAPPING

This section presents the synthesis and implementation
results obtained in different platforms and technologies.

A. Synthesis on 7nm Standard-Cell technology

The proposed AES cryptoprocessor has been synthesised
with Design Compiler by Synopsys on the Artisan 7nm
TSMC Standard-Cell technology in the typical case (0.75V
85 ◦C). Table IV reports the synthesis results for the AES
cryptoprocessor, the AES engine, and the AES core. Note
that the AES engine includes the AES core plus the cores
dedicated to the supported modes of operations (i.e. ECB,
CBC, OFB, CFB, CTR, CMAC, CCM, GCM, and XTS),
while the AES cryptoprocessor includes the AES engine plus
the interface registers (i.e. Configuration, Control, Error and
Status registers), the state machine, the data, and key registers,
all synthesised at 2.55 GHz as reported in Table IV. Also,
the AES cryptoprocessor includes a dedicated synchronization
logic to manage clock domain crossing. In Table V we present
the system throughputs for each operating mode. The measure-
ments have been carried out exploiting the system presented in
[41], where an emulation environment capable of performing
a low-level post-synthesis simulation of code execution on a
RISC-V based system is carefully described. The test has been
performed simulating the entire system, loading the memory
with bare-metal code, aiming at measuring the maximum
capabilities of the hardware system.

B. Comparison to the State of the Art

To the best of our knowledge, no contribution related to
hardware accelerators for AES implemented in 7nm technol-
ogy can be found in the literature. In addition, few imple-
mentations can be directly compared to the proposed AES

Throughput [Gbps]
Encryption Decryption
128 256 128 256

EBC 32.64 23.31 15.54 11.26
CBC 29.45 21.76 15.54 11.26
CFB 29.45 21.76 32.64 23.31
OFB 29.45 21.76 29.45 21.76

CTR, CMAC, CCM, GCM, XTS 32.64 23.31 32.64 23.31

TABLE V
7NM STANDARD-CELL TECHNOLOGY SYNTHESIS AT 2.55 GHZ.
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This work [37] [38] [39] [40]
Key length [Min-Max] 128-256 128-256 128-256 128-256 128
Access Control Mechanism ✓ ✗ ✗ ✗ ✗
Keys storage and management ✓ ✓ ✗ ✗ ✗
Clock Randomization ✓ ✗ ✗ ✗ ✗
DMA Interface ✓ ✓ ✗ ✗ ✗
ECB, CBC Modes ✓ ✓ ✓ ✓ ✓
OFB, CFB, CTR Modes ✓ ✗ only CTR ✗ ✓
CCM, GCM Modes ✓ ✓ only GCM ✗ ✗
CMAC Mode ✓ ✓ ✗ ✗ ✗
XTS Mode ✓ ✗ ✗ ✗ ✗
Technology 7nm – – 45nm 45nm
Area [kGE] 131.45 49-53 – 187.67 7925.31
Throughput [Gbps] 29.45 (CBC) – – 16.74 (CBC) 6.40 (CBC)

TABLE VI
COMPARISON AMONG DIFFERENT AES CRYPTOPROCESSOR IMPLEMENTATIONS.

cryptoprocessor due to the major differences that can be
found in the overall architecture of the cryptoprocessor (e.g.
interface registers, communication interfaces, supported modes
of operations, key storage, key length, etc). Highly optimised
implementations are available but unfair to be compared since
they focus just on one of the figures of merit (e.g. area [42],
[43]). Also, new emerging research topics tend to involve
AES-like processing, such as the use of memristors to em-
power side-channel attack resistance [44]. Table VI reports the
results in terms of area, throughput, and supported functions of
different AES crypto-processors which have been extracted in
both research papers and commercial products. Since the most
relevant work in the literature provided significant results only
in CBC mode, we decide to carry out the comparison based
on that operational mode. The works in [37] and [38] are both
commercial AES cryptographic IPs, while the works in [39]
and [40] are research papers. The throughput refers to the 128-
bits CBC encryption mode as it was the one with more reports
in the referenced works. The CRYPT-IP-120b [37] is produced
by Rambus and supports different AES modes of operations
(i.e. ECB, CBC, CTR, CMAC, CCM, and GCM). It includes
key storage and management service and a DMA controller.
The area consumption is reported around 49 to 53 kGE
while the throughput cannot be extracted. The IP in [38] is
designed by EnSilica and is all-in-one encryption, decryption,
key expansion, and chaining modes ECB, CBC, CTR, and
GCM. It can support three different key sizes (i.e. 128, 192,
and 256) but does not have any support for secure storage
and DMA. No performance in terms of throughput and area
is reported by the company. In [40] a flexible cryptographic
processor named Cryptoraptor is described. It supports a wide
range of symmetric key algorithms in addition to the AES and
showed good performance in terms of throughput for the AES
algorithm. Concerning our work, it offers more flexibility but
no dedicated features for security. The work in [39] is an AES
hardware accelerator fabricated in 45nm CMOS, for content
protection in a high-performance microprocessor. It supports
three key lengths and only ECB and CBC modes of operations.
Although it is hard to perform a full comparison among these
implementations due to the architectural differences they have,
we can claim that our proposed solution is the more complete

on the hardware side, supporting all the available modes of
operation at the same time, with complexity and throughputs
overcoming less-featured cryptoprocessors.

VI. CONCLUSIONS

This work presented an AES-based cryptoprocessor im-
plementation, suitable to be employed both in embedded
SoC applications and already adopted by the upcoming EPI
processor. The accelerator was implemented on both a Xilinx
Ultrascale+ FPGA device and 7nm standard-cell technologies.
In particular, the Cryptoprocessor has been embedded with
a RISC-V CVA6 processor and the proposed SoC has been
prototyped on a ZCU106 board. Complexity and performance
have been thoroughly characterised for all the AES modes
of operations in all the above-mentioned technologies. The
achieved results show that our implementation offers inno-
vative hardware support to advanced cryptoprocessor features
such as access control, IP configuration, key management, and
clock randomization mechanisms. On top of that, we exten-
sively support up to 9 modes of operations, contemporaneously
on the same hardware accelerator, obtaining results that are
aligned with the state-of-the-art solution, where only a few
modes of operations were included and no advanced features
were supported. To the best of the authors’ knowledge, this
work is the first contribution available in the literature on AES
implementation results on 7nm technology.
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