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Noise is often regarded as mere interference in the analysis of biomedical signals. Nonetheless, 
stochasticity plays a critical and informative role in the dynamics of complex systems, particularly 
in neurocardiovascular and neural systems. This review provides a comprehensive exploration 
on informative randomness in physiological contexts, tracing the evolution of noise research 
from its foundations on Brownian motion to its applications in neural systems, including the 
neuroautonomic regulation of cardiovascular dynamics. Key distinctions are made between 
output (measurement) noise and dynamic (intrinsic) noise, which directly influence the system 
behaviors at various levels. Several physiological noise identification techniques, such as 
stochastic differential equations, Bayesian methods, and Kalman filters, are evaluated in real
world scenarios. Special emphasis is placed on the role of physiological noise in multiscale 
neural systems, such as brain dynamics, neuronal communication, and heart-brain interactions, 
highlighting how it shapes complex functions. Furthermore, physiological noise is presented as a 
potential clinical biomarker, offering insights into the underlying structure and health of neural 
systems. Future research is encouraged to investigate multivariate noise estimation methods and 
their implications for understanding causality and systemic interactions in neurocardiovascular 
networks.

1. Introduction and key terminologies

Physiological systems, particularly those related to neural and cardiovascular functions, are often characterized by a degree of 
randomness that is intrinsic to their dynamics. Traditionally, noise has been viewed as an undesirable interference in the analysis 
of biomedical signals, but this perspective has evolved over time. Stochastic processes - random, time-dependent fluctuations - are 
now recognized as critical biological and physiological components that provide valuable insights into the underlying mechanisms 
of physiological systems.
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This review aims to provide a comprehensive exploration and formal definition of physiological noise, emphasizing its informative 
role in neurocardiovascular and neural systems. In neurocardiovascular systems, for example, noise can reflect the intricate interplay 
between the autonomic nervous system’s sympathetic and parasympathetic branches, which regulate heart rate and blood pressure. 
Similarly, in neural systems, noise can manifest in synaptic transmission and neuronal firing, contributing to variability in signal 
propagation and response.

1.1. Historical background of noise in complex systems

The concept of noise, intended as stochastic process, takes its roots in 1905, when Einstein invented it as a mathematical tool to 
prove the existence of atoms, revealing also the atom’s simple complexity [1].

Before Einstein, scientists like Lavoisier, Dalton and Avogadro were trying to understand the behavior of chemical reactions 
through atoms theory, while Clausius, Maxwell and Boltzmann revolutionized the concept of heat, relating it to the kinetic energy 
of atoms as formulated in the thermodynamics as we know it today. The latter scientist, in particular, was the first to describe the 
collisions of atoms in gases introducing stochasticity and providing an equation where the probability density of position and velocity 
of the atoms evolves through time, irreversibly converging to a Maxwellian distribution.

In his work [2], Einstein predicted a Brownian motion, i.e. the random patterns of particles suspended in a medium (a liquid or a 
gas), as an observable phenomenon with the aim of proving the existence of atoms, by introducing stochastic components. He derived 
the governing probability distribution for the small Brownian particles, with a spread proportional to the square root of time, and he 
indicated how to measure Avogadro’s number from a stochastic quantity. In particular, he recognized that the mean kinetic energy 
of the suspended particles is the same as the mean kinetic energy of the atoms.

Later, the mathematics behind Einstein’s idea was simplified and generalized by the physicist Langevin [3], who gave birth to the 
field of stochastic differential equations becoming the first in history to use Newton’s equations with a random force. In particular, 
he derived Einstein’s equation for the description of the Brownian motion starting from the deterministic Newton’s equations of a 
ball going through a fluid with a friction - the Stokes law - and adding another irregular, stochastic force due to the collisions of the 
surrounding molecules.

Other scientists like Smoluchowski, Ornstein, Rice, Wiener, Kolmogorov, Itô and Stratonovich have improved the mathematics of 
noisy processes, allowing the formal definition of differential equations contaminated by noise.

1.2. Key terminologies

To facilitate a clear understanding of this review, it is important to define several key terms used throughout the paper.
Random variable 𝑍 is a measurable function from the sample space Ω to the real numbers ℝ (or in general to a measurable 

space). This function is responsible for the association of a numerical value with each outcome in Ω.
Stochastic or random processes: In probability theory, systems evolving over time that present uncertainty or randomness can be 

described through mathematical models called stochastic or random processes. These objects are indeed used for modeling phenomena 
where the future states are not fully determined by its initial state like the deterministic processes (see the Dynamical System definition 
below), but are influenced by probabilistic factors. More formally, a stochastic or random process is a collection of random variables 
𝑍(𝜔, 𝑡) ∶ Ω× →ℝ defined on the same probability space (Ω, , 𝑝). In this context, Ω is the space of realizations,  is the associated 
sigma-algebra, and 𝑝 is the probability measure defined on the events space Ω. The index 𝑡 represents the continuous time variable 
and belongs to the uncountable set , typically defined as an interval in ℝ. When time is discretized, the time index is denoted by 
a sample 𝑛, and  becomes a subset of ℕ ∪ {0}. For a fixed 𝜔̄ ∈Ω, the function 𝑍(𝜔̄, 𝑡) ∶  →ℝ is called realization or sample path, 
which is a single outcome of a stochastic process - the same definition applies for discrete-time stochastic processes. Fig. 1 shows 
exemplary time-continuous and time-discrete stochastic processes.

Noise and Stochasticity: they refer to random fluctuations that can either obscure or reveal critical information about system 
behavior. Noise is often classified into two types: (1) output noise, which arises from measurement inaccuracies or environmental 
interference, and (2) dynamic noise, which is inherent to the system’s internal processes and can influence its orbit over time.

Dynamical System (𝑋,𝑇 ,𝜇) is a triple formed by a set 𝑋 ⊂ℝ𝑚, called state or phase space, and a map 𝑇 ∶𝑋→𝑋 which defines 
the dynamics on 𝑋; 𝜇 is a probability measure on 𝑋 which is preserved by the map 𝑇 . For an initial state 𝑥 ∈𝑋, the sequence of all 
its iterates through the map 𝑇 represents an orbit of the systems.

Physiological Systems: In this review, physiological systems refer to complex biological systems, such as the cardiovascular 
system and neural networks, where noise plays an informative role in both normal and pathological processes. These systems exhibit 
nonlinear behavior and are often influenced by a combination of deterministic and stochastic factors.

Due to the ubiquitous presence of noise in various scientific fields, numerous studies have explored and investigated this topic 
from an application and/or methodological standpoint. The content of the following sections is based on the findings of selected 
papers retrieved from the Scopus database using the following queries:

1 (``dynamical noise'' OR ``dynamical noise levels'') AND (``time series'' OR ``estimation'' OR ``quantification'' OR ``detection'' OR 
“determination'')

2 (``chaotic time series'' OR ``chaotic dynamical systems'') AND (``noise level'' OR ``noise'' OR ``dynamical noise'' OR ``noise level 
estimation'') AND (``estimating'' OR ``estimation'' OR ``determination'' OR ``quantification'')

3 (``process noise covariance estimation'' OR ``process noise estimation'')
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Fig. 1. Exemplary realizations of random processes. The left panel shows three realizations (depicted by different colors) of a continuous-time random variable, 
where the index set  = [0,1]; the right panel, instead, shows three exemplary realizations (denoted by different colors) of discrete-time random variables for 40
samples.

Subsequently, only papers published in journals were selected, excluding articles in which dynamical noise was not directly 
estimated or investigated.

2. Formal definition and types of noise in physiological systems

2.1. Noise as a stochastic process

Given that physiological data collection and analysis involve a sampling process, and for the sake of clarity, we will focus on 
discrete-time stochastic processes and dynamical systems. The time index is defined as 𝑛 varying in  = ℕ ∪ 0 unless stated other
wise. However, the following discussion can also be generalized to continuous-time processes and dynamical systems. Noise may be 
characterized by a collection of random variables 𝑍(𝜔,𝑛) ∶ Ω ×  →ℝ defined in the same probability space (Ω, , 𝑝), letting 𝑛 vary 
in the index set .

Before proceeding with the discussion, we introduce the following notation: an infinite sequence is denoted as {𝑎𝑛}𝑛≥0, where 
the elements 𝑎𝑛 may represent either discrete-time stochastic processes or deterministic sequences, such as the orbit of a dynamical 
system. For simplicity, we abbreviate this notation as {𝑎𝑛}𝑛, unless stated otherwise. A sequence with a finite number of samples, 𝑁 , 
is represented as {𝑎𝑛}𝑁𝑛=0.

Noise is commonly categorized by ``color'', which refers to its frequency characteristics. In this context, the noise process is 
considered wide-sense stationary (WSS). This implies a constant mean and an autocovariance that is a function solely of the time lag, 
enabling its characterization through the power spectral density (PSD), which reveals the distribution of power over the frequency 
spectrum. To illustrate, white noise comprises wide sense stationary, non-correlated samples, with constant PSD across the frequencies 
[4]. Pink/blue noise [5,6] is characterized by a linearly decreasing/increasing PSD in the logarithmic scale. Brownian noise [7] 
exhibits a power spectral density that decays at a rate of 6.02 dB per octave, except at zero frequency. It can be considered the 
integral of white noise. When the noise PSD scales like 1/f𝛼 as a function of the frequency, the exponent 𝛼 may characterize colored 
noise. In particular, for 𝛼 = 0 the noise is white, for 𝛼 = 2 is Brownian, and for 𝛼 = 1,−1 is pink/blue, respectively.

By considering noise as a random process at a fixed time 𝑛, it can be characterized as a random variable with its probability density 
or mass function. Common continuous distributions include Gaussian and uniform distributions, while common discrete distributions 
are represented by their discrete counterparts. Due to its stochastic nature and lack of time-punctual predictability, quantities such 
as mean, median, variance, and other statistical measures are often used for its characterization. When the noise process is stationary 
- meaning the joint probability distribution remains unchanged under time shifts - and ergodic �- where the statistics (e.g., mean, 
covariance) can be estimated from a single long-term realization, comprising nearly all process states and ensuring convergence to 
the intended statistical moment (e.g., mean, covariance) �- it becomes sufficient to average the process samples over time instead 
of using different realizations at a fixed time. These characteristics are captured by treating noise as independent and identically 
distributed (IID) random processes, where the components are identically distributed and mutually independent. It can be shown 
that such processes are wide-sense stationary and ergodic in terms of both mean and covariance.

2.2. Output/measurement noise vs. dynamical noise

System’s output may be affected by two kinds of noise: output/measurement or dynamical noise. The former can occur during 
the process of measuring a system’s state and it can be due to, e.g., sensor inaccuracies, environmental interference or random 
fluctuations in the measurement process, affecting the observed measurements and introducing errors in the estimated state. The 
dynamical noise, instead, arises from inherent uncertainties or fluctuations within the system itself and it may significantly affect a 
deterministic system’s orbit.
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Fig. 2. Schematic representation of Output and Dynamical noises. Lock diagram of noise interactions with the underlying dynamics in the case of output noise 
(upper panel) and dynamical noise (lower panel). In the former, the noisy process {𝜀𝑛}𝑛 is added to an unperturbed orbit; in the latter, each noise sample 𝜀𝑛 is 
integrated into the dynamics, significantly altering the output.

Fig. 3. Neural signals affected by dynamical and output noise. Exemplary neural dynamics (tonic spiking simulated using the Izhikevich model [8]) in the case 
of no noise (a), and with additive (b) and dynamical (c) noise whose samples 𝜀𝑛 are pairwise uncorrelated (white noise) with Gaussian distribution of mean 0 and 
𝜎 = 10[a.u.].

Formally, let {𝑥𝑛}𝑛≥0 be an orbit of a dynamical system (𝑋,𝑇 ,𝜇) starting from an initial state 𝑥0 , whose elements satisfy 𝑥𝑛+1 =
𝑇 (𝑥𝑛) for all 𝑛. A random process {𝜀𝑛}𝑛≥0 is said to be output noise for an orbit {𝑥𝑛}𝑛≥0 if it produces an orbit of the following form:

𝑦𝑛 = 𝑥𝑛 + 𝜀𝑛
for all 𝑛.

On the other hand, a random process {𝜀𝑛}𝑛≥0 is said to be dynamical noise for an orbit {𝑥𝑛}𝑛≥0 if it acts in the following way:

𝑥𝑛 = 𝑇 (𝑥𝑛−1) + 𝜀𝑛−1 (1)

for all 𝑛, i.e. at each step a stochastic term is introduced and integrated in the system.
A schematic representation of these two noises and their interactions with the dynamics is represented in Fig. 2, while exemplary 

neural time series are illustrated in Fig. 3.

2.3. Physiological noise

Since we are interested in the role of noise in physiological processes as an intrinsic and fundamental component which contains 
information about the dynamics that cannot be deduced from its past history, it is convenient to assume that the model under study 
is corrupted by dynamical noise. In this context, the orbit 𝑥𝑛 defined above may refer to a neural time series recording.

Remaining as general as possible, we assume that the dynamical noise is modeled by a sequence of IID random variables {𝜀𝑛}𝑛, 
where each 𝜀𝑛 ∼ (0, 𝜎2) (i.e. it is Gaussian with zero mean and fixed standard deviation) that it also involved into the dynamics 
according to eq. (1).
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Formally, let us consider a physiological system as a discrete metrical and measure-preserving dynamical system (𝑋,𝑇 ,𝜇). Here, 𝑋
is a compact subset of ℝ, and 𝑇 is any differentiable map function with bounded derivative, which preserves the probability measure 
𝜇. A typical noise-free output of this system is represented as 𝑤𝑛 = 𝑇 (𝑤𝑛−1,𝑤𝑛−2, ...,𝑤0), where 𝑤𝑖 ∈𝑋 for all positive integers 𝑖.

Under the previous setting, we define the Physiological Noise as the dynamical noise {𝜀𝑛}𝑛, whose samples 𝜀𝑛, in fact, modify 
physiological dynamics at each step according to the equation:

𝑥𝑛 = 𝑇 (𝑥𝑛−1;𝑥0) + 𝜀𝑛−1, (2)

where 𝑥𝑖 ∈𝑋 for all positive integers 𝑖, where the map 𝑇 considers the past history of the system, from the sample 𝑥𝑛−1 up to the 
initial condition 𝑥0 = 𝑤0, here denoted by (𝑥𝑛−1;𝑥0). A finite physiological time series contaminated by physiological noise {𝜀𝑛}𝑛
can be denoted as {𝑥𝑛(𝜀)}𝑁𝑛=0 - this notation can be extended to any time series. From the best of our knowledge, without any specific 
information or assumption on 𝑇 , it is not possible to estimate the noise 𝜀𝑛 formally.

3. Physiological noise in the neuro-cardiovascular system

The cardiovascular system, part of the circulatory system, carries blood throughout the body, supplying nutrients, immune cells, 
and waste products to maintain homeostasis and organ function [9,10]. It consists of the heart, an anatomical pump, and blood vessels 
(veins, arteries, and capillaries). Blood flows through the heart’s four chambers: the upper atria and lower ventricles, separated by 
valves. The heart pumps deoxygenated blood to the lungs for oxygenation (pulmonary circulation) and oxygen-rich blood to the body 
(systemic circulation). The right heart pumps deoxygenated blood to the lungs via the pulmonary arteries, while oxygenated blood 
returns to the left heart and is pumped into the body via the aorta. The heart’s pumping action, driven by electrical signals in the 
myocardium, occurs in two phases: diastole (ventricles fill with blood) and systole (ventricles contract and eject blood) [11].

Heartbeat dynamics, along with processes like respiration and blood pressure regulation, are controlled by the sympathetic and 
parasympathetic limbs of the autonomic nervous system (ANS) [12]. The sympathetic nervous system (SNS), responsible for the ``fight 
or flight'' response, increases heart rate and blood pressure. The parasympathetic nervous system (PNS), active in ``rest and digest'' 
functions, decreases heart rate and blood pressure [13]. The ANS, under central nervous system control (including the hypothalamus 
and brainstem), transmits signals via preganglionic and postganglionic neurons located in autonomic ganglia.

The parasympathetic system originates in the brainstem and sacral spinal cord, regulating non-cardiopulmonary processes (e.g., 
digestion, urination) and cardiopulmonary functions (e.g., heart rate reduction) through the vagus nerve. The SNS originates in the 
thoracic and lumbar spinal cord, preparing the body for action by increasing heart rate, dilating bronchioles, and redistributing blood 
flow to essential organs.

The SNS and PNS function complementarily; one system’s activity typically reduces the other’s role. Their dynamic, nonlinear 
interaction modulates cardiac responses through bidirectional augmentation, where vagal signals enhance the heart rate response 
to sympathetic stimulation and vice versa [14]. This interaction influences heart rate variability (HRV), which reflects the balance 
between sympathetic and parasympathetic activities and is modulated by factors like blood pressure and respiration [15].

Even though the ANS does not transmit signals to every organ of the body, the nonlinear interactions between the two systems 
can deliver nonlinear neural information to the targeted organ. This is the case of the autonomic outflow to the heart where the 
sympathetic and parasympathetic branches, through their continuous dynamic interaction, modulate the cardiac response by means 
of the so-called bidirectional augmentation [14]: a tonic vagal signal enhances the gain of the transfer function that links dynamic 
vagal stimulation to heart rate, and vice versa. This bidirectional enhancement is influenced by cytosolic adenosine 3, 5-cyclic 
monophosphate, which is a key element in the biological foundation of the nonlinear autonomic regulation of heartbeat dynamics. 
[16]. In other words, the parasympathetic and sympathetic activity effects on heart rate are not purely antagonistic, but they are 
effect of not simply additive combined sympathetic and vagal stimulation [17], revealing nonlinear and dynamical interactions [16], 
i.e. simultaneous nervous systems changes accordingly to the physiological and pathological stresses in the cardiovascular system.

Since cardiovascular dynamics exhibit both nonlinear and complex behaviors, it is important to discuss the role of noise or 
stochastic fluctuations and their potential biological origins in cardiac physiology.

While there is no scientific proof of the specific biological dynamics underlying stochasticity in the neurocardiovascular system, 
related physiological noise likely arises from the nonlinear interaction between the sympathetic and parasympathetic nervous systems. 
Indeed, autonomic control is the main source of cardiovascular complexity and, consequently, stochasticity [18]. Specifically, a 
physiological interpretation of cardiovascular dynamical noise could be linked to the production of hormones or neurotransmitters 
released by components of the ANS, which innervate all body organs and systems. Since the central-autonomic network also controls 
cardiac activity, this stochasticity may influence the dynamics of the brain and body as a whole, including interconnected networks 
[19,20].

Norepinephrine, a hormone produced by the sympathetic nervous system, may serve as a physiological source and mediator of 
neurocardiovascular noise. This hormone may enhance neural control in the prefrontal cortex, particularly during decision-making 
tasks, by reducing underlying noise [21]. Additionally, norepinephrine system activity appears to correlate with the 1/f𝛼 , 𝛼 = 1, pink 
noise spectrum of the nervous system [22], suggesting the possibility that neurocardiac noise fluctuations could be modulated by 
cognitive states.

Furthermore, other chemicals resulting from parasympathetic activity, such as acetylcholine, cytosolic adenosine 3,5-cyclic 
monophosphate, and other mediators of postjunctional interactions between the sympathetic and vagal systems, influence the com
bined neural control of heartbeat, potentially contributing to neurocardiovascular noise [16].
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Physiological noise in cardiovascular dynamics may be monitored by processing series of heartbeat dynamics, referred to as HRV 
series. These series may be extracted from the electrocardiogram (ECG) and provide valuable insights into the parasympathetic and 
sympathetic activities of the ANS [15]. HRV reflects physiological variations in the time intervals between heartbeats, typically 
measured as changes in the beat-to-beat interval. It is also referred to as ``cycle length variability'', ``R–R variability'' (with R denoting 
the peak of the QRS complex on the ECG, and R–R indicating the interval between successive R peaks), and ``heart period variability''. 
The RR interval is used to calculate HRV. The HRV series is most commonly derived from the ECG, which is considered the gold 
standard for HRV measurement because it directly reflects cardiac electrical activity. R-peak identification in the ECG is commonly 
performed using the Pan-Tompkins algorithm [23]. In certain conditions (e.g., resting state), HRV series can also be derived from 
photoplethysmogram signals.

4. Physiological noise in the neural system

The nervous system is a complex network responsible for transmitting signals between different parts of the body, coordinating 
various physiological functions and behaviors. It is composed of specialized cells, primarily neurons and glial cells, organized into 
two main divisions: the central nervous system (CNS) and the peripheral nervous system (PNS). The following sections provide an 
overview of these components, including the structures of neurons and glial cells, as well as a more detailed look into the CNS and 
PNS, highlighting their respective roles in maintaining the body’s functionality.

Neurons: Neurons are the building blocks of the nervous system, responsible for transmitting electrical and chemical signals [24]. 
These excitable cells consist of a soma, which houses the cell’s nucleus and metabolic machinery, dendrites that receive input from 
other neurons, and a single axon that transmits signals away from the cell body [25]. The axon can extend for long distances, 
transmitting impulses to target cells like muscles or glands. At the end of the axon, synaptic boutons release neurotransmitters, 
enabling communication between neurons at the synapse. The axon is often insulated by a myelin sheath, which increases signal 
transmission speed by allowing action potentials to jump between the nodes of Ranvier. This efficient communication system underlies 
all nervous system functions, from simple reflexes to complex cognitive tasks.

Glial cells: Glial cells, or neuroglia, play essential support roles within the nervous system, contributing to homeostasis, protecting 
neurons, and forming the myelin sheath that insulates axons [26,27]. They are non-excitable and do not transmit electrical signals but 
are crucial for the overall health and efficiency of neural networks. In the CNS, oligodendrocytes form myelin, astrocytes regulate the 
environment around neurons, microglia serve as immune cells, and ependymal cells produce cerebrospinal fluid. In the PNS, Schwann 
cells myelinate peripheral neurons, and satellite cells provide support in ganglia. Without glial cells, neuronal communication would 
be less efficient, and neurons would be more vulnerable to damage.

Central nervous system (CNS): The CNS consists of the brain and spinal cord, which are protected by the skull, vertebrae, and 
meninges. The spinal cord serves as the primary communication pathway between the brain and the rest of the body, divided into 
31 segments corresponding to different nerve pairs that control sensory and motor functions. The spinal cord’s gray matter contains 
neuron cell bodies, while the surrounding white matter is made of myelinated axons that transmit signals up and down the spinal 
cord [28,29].

The brain, the central organ of the CNS, processes sensory information and coordinates motor control. It is divided into the cere
brum, cerebellum, and brainstem. The cerebrum, the largest part of the brain, governs cognitive functions, emotions, and voluntary 
movement and is divided into four lobes (frontal, parietal, temporal, and occipital), each specialized for different tasks. The cerebel
lum, located at the back of the brain, fine-tunes motor actions, ensuring smooth and coordinated movement. The brainstem connects 
the brain to the spinal cord and regulates vital functions like heart rate and breathing [30,31].

4.1. Neural activity monitoring for physiological noise identification

Neural activity monitoring techniques, including but not limited to calcium imaging, electroencephalography (EEG), and func
tional magnetic resonance imaging (fMRI), provide valuable insights into brain function. These methods generate time series related 
to neural spiking activity (ion current), neural electrical activity, and brain metabolic activity, respectively. Estimating physiological 
noise in each time series can offer insights into the stochasticity of the neural system at different scales.

Calcium imaging: Calcium imaging is a technique that measures real-time changes in calcium ion concentrations ([𝐶𝑎2+]) within 
living cells, allowing the study of cellular activity and communication [32,33]. Calcium indicators, which fluoresce in the presence of 
𝐶𝑎2+, are used due to calcium’s role in processes like neurotransmission and muscle contraction. This method enables the observation 
of electrical activity in neuronal circuits during ongoing behavior, as action potentials are accompanied by fast 𝐶𝑎2+ flows.

Key steps include choosing and loading calcium indicators (chemical or genetically encoded) [34], stimulating cells using chemical, 
electrical, or optogenetic stimuli, and detecting fluorescence with advanced microscopy techniques [35]. Data collection captures dy
namic fluorescence changes, and the analysis involves quantitative measurements of calcium levels, kinetics, and spatial distribution. 
These measurements provide insight into neuronal activity, muscle contraction, or signaling pathways [33,36].
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EEG signals: EEG is a non-invasive method for recording the brain’s electrical activity in real time, providing insights into neural 
dynamics [37--39]. EEG signals originate from the electrical activity of neurons, particularly pyramidal neurons in the cerebral cortex. 
When groups of neurons fire synchronously, their combined electrical fields form dipoles, generating weak signals that travel through 
the brain, skull, and scalp to be detected by electrodes.

EEG electrodes, placed using standardized systems like the 10-20 system, capture signals typically in the microvolt range. These 
signals are amplified and filtered to remove non-neural noise (e.g., from muscles or eye movements). EEG measures the brain’s 
oscillatory activity across different frequency bands, with slower waves like delta indicating deep sleep and faster waves like beta 
and gamma linked to active cognition. Despite its limited spatial resolution, EEG is valuable for studying real-time brain function in 
health and disease.

fMRI signals: fMRI detects brain activity through hemodynamic responses to neuronal activity. When neurons are active, they con
sume more oxygen, leading to an increase in local blood flow to meet metabolic demands [40]. fMRI signals are based on differences 
in the magnetic properties of oxygenated versus deoxygenated blood. As neurons consume oxygen, the local changes in blood oxy
genation levels alter the magnetic resonance signal, which is captured by the MRI scanner [41].

fMRI provides a detailed map of brain regions engaged during specific tasks by tracking these hemodynamic changes. While it 
has high spatial resolution, fMRI captures brain activity indirectly and is less sensitive to rapid neural events compared to techniques 
like EEG.

4.2. Stochasticity in neural dynamics

According to different neural system scales, there are several physiological sources contributing to the presence of noise in the 
nervous system.

At the cellular level, neuronal variability can exhibit statistical features such as mean and variance that resemble random pro
cesses, though not necessarily being purely stochastic. This variability differs across repeated neuronal activity recordings and among 
individual neurons. While multiple factors influence neuronal trial-to-trial variability, including changes in the internal states of 
neurons and networks, noise is often considered the primary contributor to this variability [42].

The presence of stochasticity in neurons may account for the variation in the timing of action potentials, even when neurons are 
driven by identical time-varying stimuli over repeated trials [43,44].

Possible biochemical and biophysical sources of cellular noise include the functioning of ion pumps, synaptic vesicle fusion, the 
diffusion and binding of signaling molecules to receptors, and the production and degradation of proteins. Membrane potential fluc
tuations, even in the absence of synaptic inputs, are influenced by electrical noise, specifically channel noise-random currents caused 
by the opening and closing of voltage- or ligand-gated ion channels. This channel noise affects action potential timing, propagation 
along the axon, and trial-to-trial variability [45]. Additionally, noise or stochasticity becomes more relevant when neurons decrease 
in size, as their weakened firing mechanism is increasingly contaminated by an higher noise activity and interference.

Large-scale effects of small biochemical reactions, concentrations, and electrochemical fluctuations in cells may arise from the 
amplification of nonlinear neuronal activity.

Other sources of electrical noise include shot noise and thermal noise, which are approximately three orders of magnitude smaller 
than channel noise in central nervous system neurons. Furthermore, cross-talk noise occurs due to variations in the activity of nearby 
neurons, which result from significant changes in extracellular ion concentration following electrical signaling and the spillover of 
neurotransmitters between unrelated synapses [46].

At the synaptic level, many neocortical cells experience synaptic background noise, a multitude of signals from thousands of synapses, 
which contain meaningful structure on a large scale but also include microscopic sources of true noise from each synapse [47].

Synaptic noise arises spontaneously due to miniature postsynaptic currents, generated by the random release of neurotrans
mitter vesicles [48]. This randomness is driven by stochastic processes within the synaptic transmission machinery, including the 
spontaneous release of intracellular Ca2+ , noise in synaptic Ca2+ channels, random initiation of vesicle-release mechanisms, and 
spontaneous vesicle fusion with the membrane. Other contributors to synaptic noise include fluctuations in the number of neuro
transmitter molecules released per vesicle, random diffusion of these molecules, and noise in synaptic receptor channels, especially 
when few receptors are present [49,50]. Receptor protein numbers and densities can also vary randomly over time due to thermody
namic noise affecting protein expression and degradation processes.

In motor and sensory systems, stochasticity is inherently involved through thermodynamic or mechanical noise [51]. In chemical 
sensing (e.g., smell and taste), noise arises from the random arrival rates of molecules at receptors due to diffusion and the receptors’ 
limited capacity to count signaling molecules accurately [52]. In vision, noise is introduced by the absorption of photons at photore
ceptors, governed by a Poisson process, which sets a physical limit on contrast sensitivity, particularly in low-light conditions when 
fewer photons are available. In movement, noise is produced by interactions with the environment, as well as by human skeletal 
muscles and muscle fibers [53,54].

5. Physiological noise estimation techniques

In this section, we list the methods used to estimate dynamical noise from an observable time series. Therefore, these methods 
may provide a quantitative measurement of physiological noise in neural systems when applied to time series.
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Nonlinear estimation methods: The methods presented in this section exploit nonlinear and chaotic dynamical system theory. In many 
of the following quantifiers and methods, the first step is to reconstruct the embedded phase-space 𝑋emb from a given time series 
{𝑥𝑛} of length 𝑁 in a 𝑚-dimensional space, following Taken’s embedding theorem [55], according to

𝑋emb = [x⃗1,… , x⃗𝑁−𝑚+1],

where x⃗𝑗 is the transpose of the vector [𝑥𝑗 ,… , 𝑥𝑗+𝑚−1], with 𝑗 = 1,… ,𝑁 −𝑚+ 1. The main tools are:

- The correlation integral (or sum), firstly proposed in [56] and extended in [57], a mathematical quantity used to characterize 
the complexity of a dynamical system by quantifying the density of points in the phase space. Given a finite orbit {𝑥𝑛}, the idea 
is to count the number of pairs of points in the reconstructed 𝑚-dimensional phase space 𝑋emb of the system that are within a 
certain distance 𝑟 of each other. The correlation integral 𝐶𝑚(𝑟) is defined by

𝐶𝑚(𝑟) =
2 

𝑁(𝑁 − 1)
∑
𝑖≠𝑗 
𝜃(𝑟− 𝑑𝑖𝑗 ),

where 𝑁 is the total number of data vectors, 𝑑𝑖𝑗 is a distance between the vectors 𝐱⃗𝑖 and 𝐱⃗𝑗 of the phase space 𝑋emb and 𝜃(𝑥) is 
the Heaviside step function, which is equal to 1 if 𝑥 is positive and 0 otherwise.

- The correlation dimension 𝐷2 [56], an index that reflects the fractal nature of a set of points in the phase space 𝑋emb, measuring 
the scaling behavior of the correlation integral 𝐶𝑚(𝑟) with respect to the distance 𝑟, according to the scaling law

𝐶𝑚(𝑟) ∝ 𝑟𝐷2 ,

independently on the embedding dimension 𝑚.
- The correlation entropy [57,58], which measures the average information content per data point in the reconstructed 𝑚

dimensional phase space 𝑋emb of the system. It is closely related to the correlation dimension and can be calculated from 
the correlation integral. It is formally computed as:

𝐾2 = lim 
𝑟→0

lim 
𝑁→∞

lim 
𝑚→∞

ln𝐶𝑚(𝑟)
𝑚 

,

where 𝑁 is the total number of points, and 𝐶𝑚(𝜀) is the correlation sum for an embedding dimension 𝑚.
- Lyapunov exponents, which measure the sensitivity of a dynamical system to initial conditions [59]. They quantify how rapidly 

nearby orbits diverge from each other over time. If the system is described by 𝑥𝑛+1 = 𝑇 (𝑥𝑛), the Lyapunov exponents measure 
the behavior of the quantities

1
𝑛 
ln
‖‖‖‖ 𝜕𝑇

𝑛(𝑥0)
𝜕𝑥 

⋅ 𝑣
‖‖‖‖

as 𝑛→∞, where 𝑇 𝑛(𝑥0) is the 𝑛-th iterate of the map applied to the initial condition 𝑥0, and 𝑣 is a vector applied at 𝑥0.
- Recurrence plots, a powerful tool that visualizes the times at which the state of a dynamical system revisits the same or a similar 

state, offering insights into the system’s behavior over time [60]. Formally, after embedding the series in a 𝑚 dimensional space 
𝑋emb, recurrence plots are represented by a square matrix 𝑅 where the element 𝑅(𝑖, 𝑗) is 1 if the states 𝐱⃗𝑖 and 𝐱⃗𝑗 are within a 
specified threshold distance 𝑟, and 0 otherwise, as defined by:

𝑅(𝑖, 𝑗) =

{
1, if ||𝐱⃗𝑖 − 𝐱⃗𝑗 || ≤ 𝑟
0, otherwise

Unless specified otherwise, the following methods assume that the observable time series 𝑥𝑛 is generated by a perturbed dynamical 
system

𝑥𝑛 = 𝑇 (𝑥𝑛−1) + 𝜀𝑛−1
where the map 𝑇 defines the system model, and 𝜀𝑛 represents realizations of a stochastic Gaussian white noise variable  (0, 𝜎). The 
term ``noise estimation'' refers to the quantification of the 𝜎 value.

In [61], the authors present a noise estimation technique based on the functional dependence between the coarse-grained entropy 
𝐾2(𝑟) and the threshold 𝑟, as well as the correlation dimension, which incorporates the noise standard deviation within the time 
series. A similar method is proposed in [62], where the authors suggest a correction to the embedding dimension estimate in noisy 
regimes.

The work in [63] also offers an estimation of the dynamical noise in the correlation integral and the 𝐾2 entropy, utilizing geometric 
considerations on how noise distributes in the reconstructed phase space along the attractor - a subset of the phase space to which 
the dynamics converge after a transient period.

Other noise estimation methods specifically designed for estimating measurement or output noise in chaotic time series, but also 
applicable to infer dynamical noise levels, are also presented here. The main noise identification procedure is found in [64], where 
the noise level in time series is determined by linking the scaling properties of the correlation integral to a Gaussian noise functional 
involving the first two moments of the Gaussian noise distribution. This method was further refined in [65,66] to detect higher levels 
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of noise by computing a similar estimator of the correlation integrals and sums using the L∞ norm, instead of the Euclidean L2 norm 
in the phase space, in order to reduce the effects of the attractor’s curvature. A further refinement of this noise level estimation is 
provided in [67] through the correlation dimension and noise level estimations using the linear maximum likelihood procedure or 
the linear least-squares method [68], which reduces large estimation errors. In [69], noise estimation is achieved by representing 
Schreiber’s Gaussian functional in terms of confluent hypergeometric functions of the first kind, and by developing a linear least
squares algorithm based on a truncated version of the functional, which reduces computational costs.

Another approach to noise estimation in time series involves measuring the noise drift of the largest Lyapunov exponent [70,71], 
a nonlinear index of orbit divergence in a dynamical system [72].

Probabilistic approaches: Other methods for noise identification are purely based on probability theory. In particular, they rely on 
Bayes’ theorem, which retrieves the noise level 𝜎 as the most likely value given the model and data distribution. These methods also 
employ Monte Carlo simulation techniques, which use random numbers to estimate numerical results (such as statistical mechanics 
quantities), and probability density function estimations.

The Bayesian probabilistic approach is used to detect and distinguish output or measurement noise from dynamical noise, pro
vided that there is a reliable fit or approximation of the underlying deterministic model [73]. This method has also been applied 
for time series forecasting in regimes dominated by dynamical noise [74]. In [75], the power of dynamical noise was identified and 
distinguished from measurement noise in Hénon and Ikeda maps, revealing that the probability density function of time series sam
ples corrupted by dynamical noise resembles a Cauchy distribution. This method further exploits the scaling properties of correlation 
entropy, which primarily depends on the distribution of additive noise contaminating a given time series and appears to be inde
pendent of the dynamical noise distribution. Similarly, the Markov Chain Monte Carlo Bayesian approach described in [76] enables 
dynamical denoising by providing an iterative estimation of the dynamical noise within the series.

Stochastic differential equations and Langevin processes: Dynamical noise levels can also be formalized and quantified within the 
framework of continuous-time stochastic differential equations. In this context, a general form of a noise-drifted process can be 
expressed using Langevin diffusion processes:

𝑑𝑥(𝑡) = 𝑓 (𝑥(𝑡))𝑑𝑡+ 𝜎𝑑𝐵(𝑡)

where 𝑥(𝑡) represents the multidimensional state of the system at time 𝑡, 𝑓 (𝑥(𝑡)) is the deterministic force acting on the system, 𝜎 is a 
constant that determines the strength of the random fluctuations (noise level), and 𝑑𝐵(𝑡) is a Wiener process, which is a continuous
time random walk with independent increments. The first term on the right-hand side of the equation represents the deterministic 
evolution of the system, while the second term accounts for random fluctuations.

In [77], a model-free noise quantification method for both output and dynamical noise was proposed through the reconstruction 
of Langevin processes. This approach utilizes the Kramers-Moyal coefficients [78] and conditional moments [79], applied to suffi
ciently long time series. Within the Langevin framework, measurement noise interferes with dynamical noise detection by introducing 
estimation drifts, generating offsets in the process. A similar effort to distinguish output noise from dynamical noise was undertaken 
through statistical tests in [80], specifically for the Van der Pol oscillator.

In contrast, the authors of [81] provided an estimation of dynamical noise levels, scaled from 0 to 1, within the Wiener process 
framework by employing the time series dimension (TSD) [82], a technique used to measure the fractal dimension of attractor 
segments in phase space. Their method relies on an analytical relationship between the TSD and the levels of dynamical noise.

Kalman filters and extensions: Dynamical noise can be referred to as process noise. In this framework, dynamical systems are typically 
represented as:{

𝑥𝑘+1 = 𝑓 (𝑥𝑘, 𝑡𝑘) +𝑤𝑘
𝑦𝑘 = 𝑔(𝑥𝑘, 𝑡𝑘) + 𝑣𝑘

(3)

where 𝑥𝑘 are the 𝑛-dimensional state vectors and 𝑦𝑘 are 𝑚-dimensional observation vectors. The functions 𝑓 and 𝑔 define, respectively, 
the underlying model and the observation function, which represents what can actually be measured. The terms 𝑤𝑘 and 𝑣𝑘 are samples 
of noisy distributions: the former arises from process (dynamical) noise since it interacts with the system’s dynamics, while the latter 
is associated with output/measurement noise. Both noise samples are assumed to be drawn from white noise distributions, with 
covariances 𝑄𝑘 and 𝑅𝑘, respectively.

The primary goal is typically to estimate the states 𝑥𝑘 given the measurements 𝑦𝑘 . This procedure also acts as a denoising technique, 
as it mitigates the effects of noise on the observed data.

In [83], Kalman proposed a filter that allows one to retrieve the states 𝑥𝑘 if the functions 𝑓 and 𝑔 are linear, provided that the 
process and measurement noise covariances are properly tuned. The filter operates in real-time, recursively, and works through a 
two-phase process: a prediction phase and an update phase. In the prediction phase, the Kalman filter generates estimates of the 
current state variables along with their uncertainties. In the update phase, once the next measurement is observed, these estimates 
are refined using a weighted average.

The Kalman filter has since been extended to handle nonlinear systems (Extended and Ensemble Kalman filters) [84,85], while 
still requiring knowledge of the system’s equations and noise levels. Some variants of the Kalman filter (known as Unscented filters) 
have been applied when no prior knowledge of the model is available [86].
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Nevertheless, the challenge of tuning the noise covariance matrices 𝑄𝑘 and 𝑅𝑘, which are critical to state estimation, remains. 
Two main common approaches determine noise covariances 𝑅𝑘 and 𝑄𝑘: a ``divide-and-conquer'' strategy, where observation noise is 
estimated in the lab and process noise is tuned based on normalized estimation error squared (NEES) and the normalized innovation 
error squared (NIS) [87]; and auto-tuning algorithms like maximum likelihood, Bayesian inference, and Kalman smoothing [88--90]. 
However, lab-based methods may not reflect real-world sensor behavior, while auto-tuning can face numerical instability and struggles 
with nonlinear filters [87,91]. Moreover, these procedures may affect the accuracy of state estimation, potentially causing the filter 
to diverge when large errors exist in the process noise covariance matrix.

Many techniques for estimating both the state and process noise are variations of adaptive Kalman filters, which can adjust their 
parameters to account for changes in system dynamics or measurement noise characteristics. This adaptability is especially useful for 
systems that are non-stationary or have uncertainties that evolve over time.

For instance, the process noise covariance (or dynamical noise level) has been estimated in [92] through adaptive filters, where 
dynamical constraints are also imposed on the noise; in [93], an adaptive Unscented Kalman filter was used; in [94], an adaptive 
filter based on reinforcement learning was proposed; and in [95], a filter for noise estimation was applied online, achieved by 
comparing expected and observed event rates using the golden section search optimization algorithm. A moving-window version 
of the extended Kalman filter has also been proposed [96], which has been used for modeling process noise in structural damage 
detection. Other noise estimation methods include iterative low-rank matrix approximation [97], Bayesian probabilistic theory [98], 
stochastic approximation [99], and adaptive cubature information filters [100].

Additionally, a further extension of the Kalman filter, known as the Kalman-Takens filter, has been proposed to address the lack 
of a model and the need for a priori noise tuning [101]. This filter reconstructs the system in a higher-dimensional space based on 
Taken’s embedding theory [55], provided there is a sufficient number of time series samples. This approach bridges nonlinear analysis 
tools and classical signal processing filtering techniques. Moreover, it eliminates the necessity for the process and measurement noise 
matrices 𝑄𝑘 and 𝑅𝑘 to recover the system’s states. Instead, noise covariances can be estimated independently through adaptive 
techniques that iteratively adjust the noise matrices from an initial random guess. This method has also proven effective for dynamical 
noise reduction when compared with classical Kalman filters.

In [102], a statistical estimator for linearly autocorrelated noise is proposed. Impulsive noise, defined as instantaneous disturbances 
or artifacts, is detected in [103] using nonlinear prediction or adaptive Kalman filters [104].

Model-free noise estimation methods: Taking inspiration from the aforementioned works, we have developed a model-free dynami
cal noise estimation algorithm, particularly suitable for physiological time series [105,106]. The method leverages the well-known 
nonlinear Approximate Entropy quantifier [107], which is an estimator of the Kolmogorov-Sinai entropy for finite time series, charac
terizing dynamical systems. These quantities measure the complexity of a dynamical system in terms of the predictability of a current 
state given the past history of the system. Alternatively, in an information-theoretic context, they can be interpreted as the average 
amount of information required to characterize a system’s state.

If {𝑥𝑛}𝑛 is a time series of length 𝑁 and 𝑚 is the embedding dimension, the approximate entropy of {𝑥𝑛}𝑛 with embedding 
dimension 𝑚 and tolerance 𝑟 is defined as:

ApEn({𝑥𝑛}𝑛,𝑚, 𝑟) = Φ𝑚(𝑟) − Φ𝑚+1(𝑟)

where

Φ𝑚(𝑟) = 1 
𝑁 −𝑚+ 1

𝑁−𝑚+1∑
𝑖=1 

ln𝐶𝑖𝑚(𝑟)

and 𝐶𝑖𝑚(𝑟) denotes the empirical probability to find any 𝑚-dimensional vectors x⃗𝑗 close to a fixed x⃗𝑖 of the embedded phase space, 
within a distance 𝑟.

The noise estimation method is theoretically based on the divergence of the Approximate Entropy when the tolerance radius 𝑟
is comparable to the noise level 𝜎. When the dynamical noise {𝜀𝑛}𝑛 is assumed white and Gaussian  (0, 𝜎), the following closed
form expression has been proposed [106] for a perturbed time series {𝑥𝑛(𝜀(𝜎))}𝑛, whose stochastic part is determined only by the 
parameter 𝜎:

log(𝜎) ≈ ApEn({𝑥𝑛(𝜀(𝜎))}𝑛,𝑚, 𝑟) + log(𝑟∕
√
𝜋), (4)

relating the dynamical noise level 𝜎, and hence its complete characterization, to the entropy quantifier. The method does not require 
system model estimation and is not limited to white Gaussian noise distributions.

The associated algorithm is based on plotting the Approximate Entropy (ApEn) quantifier as a function of the radius parameter 𝑟, 
and then identifying the radius where the ApEn function exhibits the same differential behavior as the logarithmic Gaussian function 
in (4).

6. Conclusions and future research directions

Noise has been pivotal to the advancement of applied sciences. Beyond the traditional view of noise as a source of interference in 
signal acquisition or experimental reproducibility, a more recent perspective considers noise as an integral part of dynamical systems.
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From a physiological standpoint, noise is not only a process linked to a single system but also a strategic component for the 
balance and proper functioning of various processes. Indeed, physiological noise - dynamical noise in physiological systems - plays 
a crucial role, particularly in neural system dynamics, as it continuously alters the system’s behavior. Identifying and potentially 
removing this noise remains a challenging task, especially when the underlying dynamics are unknown. Current approaches to 
identifying intrinsic noise primarily rely on dynamical systems frameworks, complexity quantifiers developed in the latter half of the 
last century, probability theory and calculus (notably the Bayesian approach), and stochastic differential equation processes. These 
methods often require an analytical understanding of the observed phenomenon, such as in state-space models where the Kalman 
filter is used for noise estimation and removal, assuming the model is known or can be reasonably approximated.

Signals with relatively unknown governing dynamics include neurocardiovascular variability series (HRV), EEG signals, neural 
activity time series from calcium imaging, spike potentials, and fMRI recordings. These represent the activities of the cardiovascular 
system, cerebral cortex, and neural and brain functions, respectively. As discussed, noise in these systems is crucial for both function 
and modeling, influencing processes at different scales - from ion exchange within cells to neuronal communication, spiking activity, 
and the regulation of sympathetic and parasympathetic activity.

The discussion so far has primarily focused on the effect of dynamic noise in one-dimensional or univariate series. For future 
research, developing methods to estimate dynamic noise in multivariate series is of great interest. Since the stochastic component of 
the signal is intrinsic and not merely a disturbance, identifying and correlating these noises across different sources could reveal new 
connections that have previously been overlooked or obscured. This is especially relevant when the assumption of purely deterministic 
or purely stochastic systems excludes the possibility of their coexistence. Monitoring physiological noise in multivariate signals can 
uncover new functional properties of the system under observation. In this context, the estimation of noise covariance matrix between 
systems may pave the way towards novel stochastic connectomics maps, offering insights into multisystem physiological processes and 
their outcomes. Finally, noise estimation in multivariate systems could also help correct potential biases when determining causality 
between systems.
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