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Dipartimento di Informatica, Università di Pisa, Italy. E-mail: fabrizio.baiardi@unipi.it

Vincenzo Sammartino
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Reliability and risk assessment methodologies for cyber-physical systems that heavily rely on historical failure data
and public vulnerability databases are increasingly ineffective against ”zero-day” threats—unknown vulnerabilities
for which no data or signatures exist. This paper proposes to quantify the system resilience against these vulnerabil-
ities through a what-if analysis based on a stochastic simulation framework using a security twin. A security twin
enriches a digital twin with information to discover the possible actions for a threat actor in an intrusion, effectively
generating the search space for these intrusions. To assess the system resilience, our what-if analysis systematically
injects hypothetical zero-day vulnerabilities into the system modules. Only the security twin is affected by the
injection, while the cyber-physical system is unaffected. Our framework runs extensive Monte Carlo simulations
using the security twin to discover possible intrusions. Then, we measure the resulting degradation of resilience
using metrics such as Mean Time to Compromise and Intrusion Success Percentage. Our results show that the
topological centrality of the target of the injection is a more significant predictor of systemic failure than the intrinsic
vulnerability severity. If the zero-day compromises internal ”pivot points” of the system, the time-to-compromise
reduces by up to 88% compared to perimeter breaches. These findings provide a quantitative basis for optimizing
network segmentation and enhance resilience.
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1. Introduction

The convergence of information technology(IT)
and operational technology (OT) into Cyber-
Physical Systems (CPS) has dissolved the tradi-
tional ”air gap,” exposing industrial environments
to sophisticated digital threats. If, on one hand,
the adoption of CPSs improves efficiency, on the
other it creates a complex attack surface where
intrusions of threat actors can lead to catastrophic
physical failures.

Estimating the resilience of CPSs is challeng-
ing for risk assessment and management strate-
gies that rely on historical data on failures, in-
trusions and enumerated vulnerability databases,
such as the Common Vulnerabilities and Expo-
sures (CVE) database The MITRE Corporation
(2024). The conventional risk equation, R = P ×
C (Risk equals Probability times Consequence),
assumes P can be estimated from statistical dis-

tributions of attacks or known intrusion patterns.
However, this approach falters when addressing
”zero-day” threats—vulnerabilities that are un-
known to both the vendor and the defender, but
potentially known and weaponised by threat ac-
tors Roncone and et al. (2024).

The ”Zero-Day Paradox” for an unknown vul-
nerability arises because, while it can be ex-
ploited, historical data cannot model its proba-
bility of occurrence, and standard vulnerability
scanners cannot detect it. As a result, traditional
risk models can optimize defenses against known
threats but leave the system architecturally frag-
ile against novel vectors. In the context of high-
consequence CPS, ignoring these low-probability,
high-impact events is unacceptable. The question
for resilience engineering thus shifts from ”What
is the probability of an intrusion?” to ”How does
the system behave if an unknown vector compro-
mises a critical component?” Wang et al. (2014).
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To address this, we propose a framework that
merges a what-if analysis and dynamic stress test-
ing using a security twin (ST). Unlike generic
digital twins focused on operational performance,
a ST is an enriched inventory that integrates as-
set inventory, network topology, physical depen-
dencies, configurations, ACLs, and vulnerability
states to support rigorous what-if analysis Baiardi
et al. (2024, 2025). A ST makes it possible to sim-
ulate intrusions where an intrusion is a sequence
of actions by a threat actor that tries to reach a
goal, i.e. to control some asset. The information
in the ST defines the intrusion state space, that is
the actions the actor can execute in an intrusion.
Each action defines a state transition in this space.
What-if analyses update information in the ST
to model alternative configurations of the CPS.
Then, the analysis runs simulations of a threat
actor to discover if the changes enable new intru-
sions. The usage of a ST avoids any disturbance
to the CPS. Hence, our approach does not attempt
to predict when a zero-day occurs. Instead, it sys-
tematically injects hypothetical zero-day vulnera-
bilities into the ST to assess the resulting impact
and measure systemic resilience of the CPS.

This framework defines a proactive tool to
quantify the ”blast radius” of zero-day vulnera-
bilities and validate architectural resilience strate-
gies, such as Zero Trust segmentation, before real-
world incidents occur Baiardi and Sammartino
(2025).

The contribution of this work is threefold. First,
we formalize the ST as a structural model defining
valid state transitions. Second, we propose a Zero-
Day Injection Methodology that treats unknown
vulnerabilities as concrete enabling conditions for
worst-case scenario evaluation. Finally, we pro-
vide empirical evidence that the topological cen-
trality of an asset is a better risk predictor than
intrinsic vulnerability severity. This defines a new
metric for prioritizing hardening efforts.

2. Related Work

The problem of securing a CPS has been ad-
dressed through various methodological lenses,
ranging from graph theory to reliability engineer-
ing. This section reviews the evolution of these

approaches, highlighting the transition from static
risk assessment to dynamic resilience modeling,
and frames the concept of ST within the current
literature.

2.1. Probabilistic Risk Assessment and
Attack Graphs

The formalization of intrusions in complex net-
works has traditionally relied on Attack Graphs
(AGs). Seminal work by Sheyner et al. (2002)
established the foundation for automated AG gen-
eration, allowing analysts to map all possible in-
trusions to reach a target. These models have been
enhanced with Bayesian networks to compute the
probability of node compromise based on the ex-
ploitability of vulnerabilities.

However, traditional AGs suffer from two sig-
nificant limitations when applied to CPS. First,
they are predominantly static; they rely on fixed
probability scores derived from the Common Vul-
nerability Scoring System (CVSS), which often
fails to reflect the temporal dynamics of an attack
or the specific configuration of the target environ-
ment Baiardi et al. (2026c). Second, they typically
assume a ”closed world” scenario where all vul-
nerabilities are known a priori. This makes them
ill-suited for modeling zero-day threats, where the
probability of exploitation also depends on the
capability and information of a threat actor.

2.2. CPS Resilience Engineering

As the focus of safety engineering shifts from
preventing failure (reliability) to sustaining oper-
ations under stress (resilience), new frameworks
have emerged. Zio (2018) and Fang and Zio
(2019); Baiardi et al. (2025) have defined re-
silience metrics for critical infrastructures, em-
phasizing component interdependencies and how
perturbations in the cyber domain can cascade into
disruptions.

Despite these advances, there remains a gap in
the integration of intelligent adversary models into
resilience frameworks. Most models treat cyber-
attacks as stochastic failure events or focus on the
physical consequences and neglect the intelligent
behaviour of the threat agents that determine the
success of intrusions. Instead, we model an adver-
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sary not as a random noise generator, but as an
agent that applies a strategy to select a sequence
of actions to navigate the target CPS, and build an
intrusion that impacts the CPS resilience.

2.3. From Digital to Security Twins

The digital twin (DT) paradigm has revolutionized
predictive maintenance and operational optimiza-
tion. The safety domain, Maio et al. (2013), has
shown the efficacy of DTs combined with statisti-
cal methods for fault detection in nuclear compo-
nents. However, the application of DTs to cyber-
security is a nascent field Baiardi and Sammartino
(2026a); Sammartino et al. (2025). In this field, a
ST generalizes the notion of DT by enriching the
twin with information on vulnerabilities and at-
tacks to discover the intrusions of a threat actor in
a target system. Current literature on STs mainly
focuses on intrusion detection systems, using the
twin to mirror network traffic and detect anoma-
lies in real-time. There is a paucity of research
using STs for predictive what-if analysis. Existing
simulation-based approaches often lack the gran-
ular fidelity to model specific vulnerability injec-
tions (such as zero-days) or fail to account for the
hybrid IT/OT topology of industrial environments
Sammartino (2025).

Our research bridges this gap by proposing a ST
that acts as a generative model for valid sequences
of actions in intrusions. By injecting deterministic
zero-day vulnerabilities into the twin, we general-
ize the probabilistic estimation of known risks to
the stress test of architectural resilience when fac-
ing unknown Baiardi et al. (2026a) vulnerabilities.

3. Methodology

To quantify resilience against unknown vulnera-
bilities, we propose a computational framework
based on discrete-step adversary simulation. The
methodology distinguishes the static infrastruc-
ture model (the ST) from the dynamic execution
model (the Intrusion Simulation).

3.1. Formalizing the Security Twin

We define the state of an intrusion as the pair of
information and access rights a threat actor has
acquired by its previous actions in an intrusion.

Each action of the actor results in a state transition.
In this perspective, we see the ST as a directed,
attribute-rich graph G = (V,E,Λ) that essentially
defines which actions an actor can execute in a
state where it owns some information and some
access rights. In this way, we generate the state
space in which an intrusion occurs as a function
of the possible actions of an actor and the resulting
state transitions. More formally,

• V = {v1, v2, . . . , vn} is the set of vertices
representing cyber-physical assets (e.g., Engi-
neering Workstations, PLCs, Historians). Each
vertex vi is paired with a state vector si =

⟨Zone,Crit,Vuln⟩, where Vuln is the set of as-
set vulnerabilities (known or zero-day).

• E ⊆ V × V is the set of directed edges
representing logical reachability. An edge eij
exists if and only if the network configuration
(firewall rules, routing tables) permits traffic
flow between the assets.

• Λ : E → [0, 1] is a weighting function rep-
resenting the exploitability probability inherent
to the infrastructure’s state.

3.2. Modeling the Zero-Day Perturbation

Our what-if framework models a zero-day vul-
nerability as a topological perturbation function
Φ(G, vtarget) that maps the graph G into G′. Un-
like known vulnerabilities, where exploit success
is probabilistic (P < 1), we model a zero-day
exploit under the ”Assume Breach” paradigm. If
an attacker possesses a zero-day for asset vtarget,
the corresponding state transition the ST describes
is deterministic, as it is always successful pro-
vided that the attacker reaches a state where it can
exploit the zero-day.

Mathematically, we inject a vulnerability z0
into the set Vuln(vtarget) with the following prop-
erties:

P (exploit|z0) ≈ 1.0, Severity(z0) = 10.0 (1)

This injection creates a ”gravity well” in the
ST: any potential intrusion where the actor con-
trols some neighbors of vtarget now has a high-
probability next valid transition that controls
vtarget itself.
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3.3. Stochastic Adversary Simulation

As previously mentioned, we assume the actor has
a strategy that selects which action it executes
in a state. This describes a rational actor who
prioritizes high-value targets and reliable exploits
and distinguishes the set of possible transitions
the ST defines from the actual ones the actor
selects. Hence, the ST defines which moves, i.e.
actions, can happen while the strategy decides
which should happen. We model a strategy via a
utility function that selects the next action and its
target vnext from the valid options the ST provides
in the current state:

vnext = arg max
v∈N (Ct)

(P (Ct → v)× Value(v))

(2)

3.3.1. Pathfinding Strategy

We have specified and built a simulation engine
that emulates a threat agent A traversing the intru-
sion state space Baiardi et al. (2026b). The simu-
lation works in discrete time steps t. At any given
step, the engine considers the set of compromised
nodes Ct ⊆ V and it determines the set of pos-
sible state transitions and N (Ct), the reachable
neighbors nodes A can move to. Then, the engine
applies the strategy of A to select the action to
execute and the resulting transition Baiardi and
Sammartino (2026b).

3.3.2. Time-Domain Stochasticity

A critical component of our methodology is time
modeling because usually there are constraints
on the time of an intrusion. We model the time
an action requires, Tcomp, as a random variable
drawn from a Log-Normal distribution:

Tcomp(v, e) ∼ LogNorm(µ, σ2) (3)

It is important to emphasize that the distribution
parameters are not arbitrary but are functionally
dependent on the edge weight Λ(e) in the ST. We
model the mean time µ as inversely correlated to
the probability of success:

µ ∝ 1

Λ(e)
(4)

This dependency captures that vulnerabilities with
lower exploitability scores require longer execu-

tion times for trial-and-error. In contrast, high-
probability exploits—and injected zero-day vul-
nerabilities where Λ(e) ≈ 1.0—result in minimal
µ, simulating a near-instantaneous compromise.
This ensures that the MTTC metric reflects not
just the number of times an action is repeated
before it is successful, but also the overall com-
plexity of the action.

3.4. Resilience Metrics

To compute the statistics to assess resiliency, we
apply a Monte Carlo method that executes N

intrusion simulations (N = 104) for each what-
if analysis. In this way, we derive two primary
metrics:

• Intrusion Success Percentage (IS%): The
percentage of simulation runs where the agent
successfully reaches the goal, a target in VOT

(Operational Technology zone).
• Mean Time to Compromise (MTTC): The

expected value of the time to breach the target
in successful runs:

MTTC = E[Ttotal|Success] =
1

|S|
∑
k∈S

τk

(5)
where S is the set of successful intrusions and
τk is the time of the k − th intrusion.

These metrics quantify the ”grace period” avail-
able to the defender before an impact occurs.

4. Experimental Setup

To validate our framework, we built the ST of
a medium-sized CPS. The experimental design
aims to investigate the ”vulnerability location”,
the position of the asset where the vulnerability
is injected, to measure its specific contribution to
systemic risk.

4.1. The Security Twin Architecture

We assume that the target CSP follows the Purdue
Enterprise Reference Architecture, the industry
standard for segmenting ICS/OT networks. The
CPS topology includes |V | = 54 nodes and |E| =
138 edges, structured into four hierarchically seg-
mented zones:



March 23, 2026 12:39 RPS ESREL2026 Proceedings/Edited Book: Trim Size: 221mm x 173mm output

Quantifying Resilience of CPS to Zero-Day Threats 5

• Level 4 (Enterprise Zone): The business-
critical assets, including the Domain Controller
(DC), Enterprise Resource Planning (ERP) sys-
tems, and 20 generic User Workstations. It has
broad internet connectivity but restricted access
to the OT layers.

• Level 3.5 (DMZ): A demilitarized zone acting
as a buffer. It contains internet-facing services:
a Web Server, a Mail Gateway, and a VPN
Concentrator.

• Level 3 (Operations Zone): The critical man-
agement layer that hosts the SCADA Server, the
Data Historian, and Engineering Workstations
(EWS). Traffic to Level 4 is strictly filtered
(e.g., only the Historian can push data to the
ERP).

• Level 1 (Control Zone): The physical con-
trol layer with Programmable Logic Controllers
(PLCs) and Remote Terminal Units (RTUs) that
are the Vtarget for the adversary.

The ST is populated with a realistic vulnera-
bility landscape derived from the National Vul-
nerability Database (NVD), simulating a typical
”patch lag” scenario where non-critical legacy
vulnerabilities exist in the OT environment due to
maintenance constraints.

4.2. Statistical Robustness

To evaluate how injected vulnerabilities affect re-
silience, we employ a dynamic statistical conver-
gence protocol to ensure the robustness of the
Monte Carlo rescontinues running simulations un-
til the number of distinct intrusions the simu-
lations discover stabilizes. This ensures that the
derived metrics (IS% and MTTC) are statistically
significant and that the state space of potential
intrusions has been adequately explored. To this
purpose, the engine computes the running mean µ

and standard deviation σ of the metrics at regular
intervals. In our experiments, the simulation ends
when the width of the 95% confidence interval for
the mean falls within a 5% relative error margin,
but these values can be tuned to the target CPS.
The stopping condition is formally defined as:

1.96 · σ√
N

≤ 0.05 · µ (6)

where N is the current number of simulations.

4.3. The What-If Scenarios

We defined four distinct scenarios to stress-test the
CPS. The Baseline represents the control group,
while the subsequent three scenarios inject a sin-
gle zero-day vulnerability (CVSS 10.0) at differ-
ent topological depths.

4.3.1. Baseline Scenario (Current Posture)

No zero-day vulnerabilities are injected. The ad-
versary must rely solely on existing, known mis-
configuration or unpatched legacy vulnerabilities
to reach its target. This establishes the reference
MTTC.

4.3.2. Scenario A: Perimeter Breach

The zero-day is injected into the Public Web
Server in the DMZ to simulate an intrusion where
an attacker exploits a novel vulnerability in the
web application stack to gain an initial foothold.

4.3.3. Scenario B: Internal Pivot

The zero-day is injected into the Central File
Server, CFS, in the Enterprise Zone. This asset is
chosen for its high centrality degree as it is acces-
sible by most workstations and has administrative
paths to backup systems. This scenario simulates
an intrusion enabled by a supply chain attack or by
a compromised insider credential that grants im-
mediate control over a core infrastructure server.

4.3.4. Scenario C: Endpoint Compromise

The zero-day is injected into a randomly selected
User Workstation at Level 4. This simulates a
client-side attack, such as a zero-click browser
exploit delivered via a phishing campaign. While
the vulnerability is critical, the asset itself has
lower centrality than a server.

5. Results and Analysis

The output of the Monte Carlo method provides
a quantitative assessment of resilience under the
influence of unknown threats. By aggregating the
Monte Carlo simulations according to the statisti-
cal criterion in Section 4.2, we deduced the IS%
and the MTTC. The results are summarized in
Table 1.
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Table 1. Resilience Metrics Across Scenarios.

Scenario IS% MTTC (h) ∆ MTTC

Baseline 5.2% 72.5 -
Scenario A 45.8% 15.2 -79.0%
Scenario B 62.3% 8.9 -87.7%
Scenario C 38.5% 25.4 -64.9%

5.1. Baseline Resilience

The simulations confirm the system robustness in
the Baseline scenario. The low IS% (5.2%) and
high MTTC (72.5 hours) show that the existing
network segmentation and patch management are
effective against adversaries relying on known
CVEs. The actors are forced to chain multiple
low-probability exploits, significantly increasing
the likelihood of detection or failure before reach-
ing the Control Zone (Level 1).

5.2. The Impact of Zero-Day Location

The introduction of a zero-day vulnerability fun-
damentally shifts the resilience equilibrium, but
the magnitude of this shift is highly sensitive to
the location where the injection occurs.

5.2.1. The Criticality of Internal Pivots

Scenario B (Internal Pivot) represents the absolute
worst-case. Although the severity of the injected
vulnerability is the same as in Scenarios A and C,
the IS% surges to 62.3% and the MTTC collapses
to just 8.9 hours. This is due to the betweenness
centrality of the CFS that acts as a bridge be-
tween the Enterprise Zone and the management
interfaces of the OT zone. The compromise via a
zero-day eliminates the ”security depth” the DMZ
provides and grants the adversary a high-speed
lateral path that bypasses perimeter monitoring.

5.2.2. Perimeter vs. Endpoint Resilience

In spite of a large degradation, (IS% 45.8%), Sce-
nario A (Perimeter) is more resilient than Scenario
B. This suggests that the DMZ architecture still
imposes a ”topological tax” on the attacker, who
still has to avoid internal firewalls to reach the OT
core even when the main defense (the Web Server)
is bypassed by a zero-day.

Scenario C (Endpoint) yields the highest MTTC
among the zero-day scenarios (25.4h). While the
initial compromise is instantaneous, the worksta-
tion’s low Out-Degree and restricted access rights
force additional, time-consuming discovery and
privilege escalation steps by the attacker. This
confirms that workstation-level zero-days, while
dangerous, offer a larger window for incident re-
sponse than server-side exploits.
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Fig. 1. Dual-axis comparison of Resilience Metrics.
The blue bars represent the MTTC (left axis), while the
red line tracks the IS% (right axis). Note the inverse
correlation in Scenario B.

Fig. 1 highlights the inverse correlation be-
tween the time available for defense and the per-
centage of adversary success. The Baseline sce-
nario exhibits a ”healthy” resilience profile: a tall
bar (high MTTC) coupled with a low data point
(low IS%).

5.3. Distribution of Attack Paths

A detailed analysis of simulations reveals that
Ttotal has the largest variance in Scenario C. This
shows that as far as endpoint compromise, re-
silience is ”path-dependent”: if the attacker strat-
egy luckily selects the workstation of a privileged
user (e.g., a SCADA admin), the MTTC drops
sharply. In Scenario B, the variance is minimal, in-
dicating a deterministic-like collapse of resilience
regardless of the simulation.
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5.4. Sensitivity to Network Segmentation

An interesting result is the non-linear relationship
between segmentation and MTTC. By re-running
a subset of simulations with weakened firewall
rules, we observed that the MTTC in Scenario
B dropped by an additional 40%, while Scenario
A remained relatively stable. This suggests that
internal segmentation is the primary resilience
factor against unknown vectors.

6. Discussion

The simulation results offer several insights into
the resilience of CPSs. Beyond raw metrics, these
results suggest a topological approach to defense.

6.1. Re-evaluating the Risk Equation

Our experiments confirm the fragility of the equa-
tion Risk = Likelihood× Impact when applied
to zero-day threats because the Likelihood term
is dominated by epistemic uncertainty and cannot
be reliably estimated. Our findings suggest that
resilience engineering should pivot from proba-
bilistic estimation of threats to the deterministic
analysis of topological exposure. As evidenced by
the differences between Scenario A and Scenario
B, systemic risk is not a function of the vulner-
ability severity because it was constant at CVSS
10.0. The important parameter is the vulnerability
location and mainly the betweenness centrality of
the compromised asset. Hence ”Criticality” in a
CPS should not merely depend on the physical
function of an asset (e.g., controlling a valve),
but on its structural capacity to bridge segmented
network zones.

6.2. The Strategic Value of ”Pivot Points”

The identification of the CFS as a catastrophic
failure point (Scenario B) highlights the concept
of ”Pivot Points”—assets that, while not physi-
cally critical themselves, serve as force multipliers
for an adversary. In many CPSs, these assets are
often overlooked because they reside in the IT or
Enterprise layers (Level 4). However, our what-
if analysis reveals that they may act as high-
speed conduits into the OT domain. This provides
further support for the adoption of Zero Trust

principles. Specifically, it argues for the micro-
segmentation of internal ”trusted” traffic. If the
CFS in Scenario B had been subjected to east-west
traffic inspection, the MTTC would have likely
converged towards the higher values in Scenario
C.

6.3. Operationalizing MTTC for Defense

From an operational perspective, the MTTC is a
crucial design metric. In resilience engineering,
total prevention of failure is often impossible;
the goal is to ensure that the system’s ”Time-
to-Failure” exceeds the ”Time-to-Recover” (or in
this case, ”Time-to-Detect”). The baseline MTTC
of 72.5 hours suggests that, for known threats,
standard security response times are adequate.
However, the collapse to 8.9 hours in Scenario
B creates a ”race condition” that most human-
driven response teams cannot win. This supports
the argument for automated response mechanisms
in CPSs. The system should autonomously iso-
late a high-centrality node as soon as it exhibits
anomalous behavior, as the window for human
decision-making is critically compressed.

6.4. Limitations and Model Constraints

While the ST supports a high-fidelity simulation,
some simplifications were adopted. First, we as-
sume a ”rational agent” optimizing for speed and
probability. This does not account for psychologi-
cal factors or deceptive ”low-and-slow” strategies
typical of state-sponsored actors, which might
intentionally increase the MTTC to slow down
detection. Second, our framework assumes static
defensive actions as it neglects the feasibility of
patching or isolating nodes during an intrusion.
Future work will incorporate multi-agent Rein-
forcement Learning to simulate a dynamic inter-
action between attacker and defender.

7. Conclusion

The convergence of IT and OT has rendered CPSs
susceptible to zero-day exploits that most reliabil-
ity models cannot quantify. This paper proposes
a dynamic assessment framework centred on a
what-if analysis that fully exploits a ST by us-
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ing adversary simulations as a stress test method
against the unknown.

Our research yields three main conclusions.
First, the topological location of a vulnerability is
a far more accurate predictor of systemic risk than
the intrinsic severity of the vulnerability itself.
As demonstrated, a zero-day in a high-centrality
internal server (Scenario B) resulted in an 88%
reduction in MTTC Second, the concept of ”Pivot
Points” supports a prioritized defense because
assets bridging the IT/OT divide act as force mul-
tipliers for attackers. By identifying and harden-
ing these nodes, we achieve a higher Return on
Investment (ROI) for resilience than by adopting
indiscriminate patching. Third, the use of MTTC
as a design metric provides a tangible benchmark
for resilience. It transforms abstract risk probabil-
ities into a time-domain value that can be directly
compared against incident response capabilities.

Future research will integrate Multi-Agent Re-
inforcement Learning to model dynamic adversar-
ial interactions, allowing us to simulate not just the
intrusion, but the automated adaptive response of
the defender in real-time.
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