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Abstract—This poster describes the methodology of the FORE-
SEEN project for detecting cyber-attacks in autonomous vehicu-
lar networks. The methodology exploits co-simulation to generate
the system’s execution traces and formal methods to derive simple
tests from traces that can be run for online monitoring services.
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I. INTRODUCTION

The proliferation of autonomous systems, particularly au-
tonomous vehicles, represents one of the most transformative
technological advancements of our era. These systems promise
to revolutionize transportation, offering increased safety, ef-
ficiency, and convenience. However, the complexity and au-
tonomy of these systems also pose significant challenges,
especially concerning their robustness and security. Ensuring
these systems can withstand and respond appropriately to
various attacks and unexpected conditions is crucial for their
safe deployment and operation.

II. THE METHODOLOGY

The FORESEEN project addresses the above challenges by
implementing a comprehensive methodology that combines
formal modelling, simulation, and verification techniques to
analyze and detect robustness and security issues of au-
tonomous vehicle systems under attack.

The schematic representation of the FORESSEN methodol-
ogy, as depicted in Figure 1, comprises five systematic steps
that collectively form a robust framework for simulating, an-
alyzing, and verifying the behaviour of autonomous systems:

1) Simulation of an autonomous system of vehicles em-

ploying co-simulation and collection of simulation traces
in the absence and presence of attacks
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2) Generation of formal models for traces in terms of a
process algebra language

3) Detection of attacks using model checking technique

4) Identification of trace segments characteristic of attacks
that can be used for online monitoring

5) Using abstract interpretation techniques to quantify the
robustness of the analysis

The process begins (1) with the modelling and simulation
of an autonomous system of vehicles through co-simulation
techniques. Co-simulation integrates various simulation tools
to create a detailed and comprehensive system model, allowing
for observing of its behaviour under different scenarios and
conditions. The co-simulation tool chain developed by the
INTO-CPS Association! is used. It is based on the FMI
(Functional Mockup Interface) standard [1] for co-simulation.
During this simulation phase, extensive traces of the system’s
behaviour are collected, which capture crucial data points and
interactions within the system. In particular, the system model
is instrumented to allow attack injection and the generation of
the traces of the system behaviour under attack, following the
approach in [2].

In the second step (2), the generation of formal models
for each trace is performed using a process algebra language.
Process algebra provides a rigorous and structured mathemat-
ical framework for describing concurrent systems, making it
an ideal tool for modelling the interactions and behaviours
observed in the simulation traces [3]. These formal models
precisely represent the system’s behaviour, facilitating detailed
analysis and verification in subsequent steps.

The third (3) step involves the detection of attacks us-
ing model-checking techniques. Model checking is a formal
verification method that systematically explores the states
of a system model to check for the satisfaction of specific
properties. By applying model checking to the formal models
generated from the simulation traces, potential attacks and

Uhttps://into-cps.org



CPS Modeling

Vehicle Sensors Road Network
== A ()

|

Attack
injection

Identification of
critical attack
points

R —

‘ CPS Co-simulation with and without attacks (DSE)

F

Formal method )

generator \
Attack properties/v\

definition

Formal

classificator

l

Traces with attacks ‘

-

Baseline traces

Abstract
Interpretation

Result
validation

Online test
patterns

Fig. 1. FORESEEN Project methodology

vulnerabilities within the system can be identified. This step
is crucial for ensuring the autonomous system can detect and
respond to malicious activities effectively.

Once attacks have been detected, the fourth (4) step fo-
cuses on identifying trace segments characteristic of attacks.
This involves the representation of traces as process algebra
expressions and using temporal logic formulae to identify trace
segments that can be used as online monitors.

The fifth (5) and final step of the methodology employs the
Abstract Interpretation technique to generalise the results and
guarantee the analysis’s robustness.

The steps (2) to (5) form the core of the formal methods-
based part of the FORESEEN methodology. These steps can
be repeated iteratively, refining the models and analysis until
the desired level of robustness is achieved.

The proposed framework is evaluated on a platoon of
vehicles [4]. Two different communication paradigms, vehicle-
to-vehicle (shown in Figure 2) and vehicle-to-edge, are consid-
ered. In our case study, each vehicle of the platoon is modeled
in Simulink®, with a couple of sub-models: (i) a kinematic
model capturing the speed constraints of the car; (ii) a low-
pass filter macroscopically modeling the dynamic response of
the car. The control law of the platooning system and the
network are modelled in C language and Python, respectively.

Different categories of attacks will be analysed:

o attacks exploiting network communications, e.g., attacks
that cause communication delays and alteration of the
cooperative perception

Zhttps://it. mathworks.com/products/simulink.html

o attack on-board of a vehicle, e.g., attackers insert fraud-
ulent messages into an automotive bus system.

oon leader

Fig. 2. Vehicle to Vehicle communications (V2V)

III. CONCLUSIONS

By integrating simulation, formal modelling, and verifi-
cation techniques, the FORESEEN project offers a com-
prehensive framework for detecting attacks in autonomous
vehicle systems augmenting their robustness and security.
Additional information can be found on the project website:
https://foreseen.dii.unipi.it/
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