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Abstract

Digital twin technology is emerging as the cornerstone of proactive maintenance
and monitoring of ICT/OT infrastructures. This paper discusses a security twin, an
evolution of a digital twin that is a graph-based model, which acts as a dynamic
inventory enriched with vulnerability intelligence and that can mirror complex ICT
infrastructures to predict intrusions by threat agents without disrupting live production
environments. This requires a high-fidelity synchronization between the infrastructure
and the security twin, which remains a challenge mainly when active scanning cannot
be employed. As an answer to the challenge, this paper introduces NotLine, a non-
intrusive and fully automated platform that builds and updates a security twin through
the continuous passive ingestion of multi-protocol network telemetry. NOTLINE lever-
ages a distributed monitoring pipeline architecture to filter, normalize, and correlate
heterogeneous traffic metadata in real time. NOTLINE maps these data to the security
twin. The core innovation of NOTLINE lies in its integration of this live model with an
Al-driven Monte Carlo simulation engine. The engine uses the security twin to gen-
erate the state transitions of a threat actor in an intrusion, as determined by the access
rights and information they have acquired. This enables the quantification of risk expo-
sure probabilistically and enables prescriptive analytics and preemptive remediation.
We present an evaluation of NOTLINE in a production environment and show that
a hypoexponential mathematical model characterizes the platform discovery pattern.
According to this model, the platform maps most assets within 48 h; this confirms that
NOTLINE provides a robust foundation for simulation-powered cybersecurity, bridging
the gap between passive observation and proactive risk prediction, even if a long-tail
monitoring period is critical to capture all infrastructure components.
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1 Introduction

The exponential growth in the scale and heterogeneity of modern ICT/OT infras-
tructures renders traditional cybersecurity paradigms increasingly inadequate. As
infrastructures evolve into complex and hyper-connected ecosystems comprising cloud
services, on-premise data centers, and vast arrays of Internet-of-Things devices, the
ability to maintain a coherent and real-time understanding of the security posture of
an infrastructure has become a formidable challenge. In this context, the digital twin,
DT, paradigm has emerged as a transformative approach. A DT is a virtual represen-
tation of an ICT infrastructure that evolves in lockstep with its physical counterpart.
While the concept of a Digital Twin (DT) typically refers to a virtual replica used for
operational optimization (e.g., predictive maintenance in manufacturing), we focus on
the definition of a security twin (ST) to shift cybersecurity from a reactive stance to
a predictive and prescriptive one [1, 2]. A ST is a specialization of a DT designed to
assess the cyber-resilience of an ICT/OT infrastructure. Unlike a standard DT, which
focuses on physical states (temperature, RPM), a ST focuses on the attack surface and
intrusions with the main goal of supporting cyber risk assessment and management.
The ST consists of a dynamic inventory of system assets enriched with vulnerabil-
ity data and topological relationships and it models connectivity, access rights, and
vulnerability states to simulate adversarial behavior. Our framework uses the ST to
run multiple simulations of the behavior of a threat actor to discover the intrusions
it can implement. The simulations only involve the ST without affecting the target
infrastructure.

Any approach based on a ST faces the problem of building the twin. The pre-
vailing methodology heavily relies on active scanning techniques. While effective
in extracting detailed asset information, these techniques are inherently intrusive as
they generate substantial network traffic. This may trigger intrusion detection systems
and, more critically, risk the destabilization of sensitive Operational Technology (OT)
environments where legacy devices may fail under the load of unsolicited probes [3,
4]. Hence, organizations often restrict scanning to a few time windows, resulting in
"observability gaps" where the twin representation lags behind the current infrastruc-
ture status. In a threat landscape where adversaries exploit new vulnerabilities within
hours of disclosure, such gaps are unacceptable [5].

To address these limitations, we present a methodology that integrates passive net-
work monitoring, graph theory, and stochastic simulation. We posit that a robust ST
can be built and maintained without active interaction with the target infrastructure,
solely by analyzing the continuous stream of metadata generated by standard network
protocols. This approach both ensures operational continuity and it enables the scala-
bility required to monitor large-scale distributed infrastructures where active probing
is computationally or bandwidth-prohibitive [6].

A first output of the proposed methodology is NOTLINE, a fully automated, non-
intrusive pipeline platform we have designed and implemented to generate and update
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a ST supporting adversary simulation. NOTLINE ingests high-volume, multi-protocol
traffic feeds (including ARP, mDNS, SSDP, ICMP, and DHCP) using widely deployed
monitoring tools such as ntopng [7]. Through a process of filtering, normalization,
and correlation, the platform synthesizes this fragmented telemetry into a Level 4"
(Prescriptive) twin [8] that describes the infrastructure topology. The core innovation
of our framework lies in the integration of the previous process with a mechanism
that enriches the topological graph with real-time vulnerability intelligence (CVEs).
In this way, NOTLINE returns a ST that is fed to a simulation engine that execute
Monte Carlo adversary simulations when supplied with a proper description of a
threat actor behavior [9, 10]. These simulations model the probabilistic behavior of
threat actors moving laterally through the infrastructure toward a predefined goal.
Movements are determined by the strategy and by the access rights and information
an actor has previously acquired. Each sequence of movements in an intrusion defines
a feasible attack path of the actor. The knowledge of all these paths enables security
operators to quantify risk exposure and validate mitigation strategies in a risk-free
virtual environment, without affecting the target infrastructure even before building
it. This "simulation-powered" approach aligns with the emerging need for cyber-
resilience in complex digital ecosystems, where understanding the cascading effects
of a vulnerability is as critical as identifying the vulnerability itself [11].
The contributions of this paper are threefold:

1. Architecture for continuous passive discovery: We propose a scalable pipeline
architecture that transforms raw network packets into a ST, a structured, semantic
knowledge graph, avoiding intrusive scanning and enabling deployment in critical
or fragile environments.

2. Formal modeling of discovery dynamics: We introduce and experimentally vali-
date a mathematical model based on hypoexponential distributions to characterize
the dynamic behavior of passive node discovery. We show that while most assets
are identified rapidly, a "long-tail" monitoring period is needed to capture sporadic
but critical infrastructure components, establishing a benchmark for the accuracy
and completeness of a ST.

3. Simulation-based risk assessment: We present a methodology for leveraging
the ST to apply a Monte Carlo method that runs simulations of intrusions. The
statistics on attack paths the Monte Carlo method produces support the dynamic
quantification of risk based on the evolving infrastructure topology and the actual
configuration of assets, providing actionable insights that static inventories cannot
offer.

The remainder of this paper is structured as follows: Sect.2 analyzes the gaps in
current network discovery paradigms. Section 3 reviews related work in DTs and intru-
sion simulation. The NOTLINE architecture and its formal graph model are detailed
in Sect. 5. Section 6 describes the Monte Carlo simulation engine. Section7 presents
the mathematical modeling of discovery convergence, followed by experimental vali-
dation in Sect. 8 and Sect. 9. Finally, Sect. 10 offers concluding remarks and outlines
directions for future research.
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2 Gap analysis and research contribution

The effectiveness of a cybersecurity assessment built around a ST fully depends upon
the accuracy and completeness of the ST. Accuracy and completeness evaluate, respec-
tively, the amount of information on each infrastructure module and the percentage of
the these modules the ST describes. In turn, these attributes depend on the frequency of
information collection on the target infrastructure. A reality gap,, that is a divergence
between the ST and the actual status of the infrastructure, compromises the validity of
any risk analysis. This section reviews the prevailing paradigms for collecting infor-
mation about the target infrastructure and discusses their problems in minimizing this
gap. Then, it outlines the main contributions of the proposed framework.

2.1 Limitations of current discovery paradigms

Most methodologies for building a twin are based on inventory strategies to discover
assets and resources of an ICT/OT infrastructure. These discovery methodologies are
traditionally classified as active and passive, each presenting distinct challenges when
applied to the construction of high-fidelity twins.

The operational cost of active scanning.

Active discovery methodologies rely on the systematic production of network probe
packets (e.g., ICMP Echo, TCP SYN) to elicit responses from infrastructure nodes.
While this approach yields granular attribute data, it introduces a non-negligible
"observer effect." In high-performance computing (HPC) clusters and industrial con-
trol systems, the additional traffic load due to active scanning can degrade network
throughput and destabilize latency-sensitive processes [3]. Furthermore, to mitigate
the risk of service disruption, organizations typically restrict active scanning to nar-
row maintenance time windows, usually weekly or monthly. This periodic sampling
creates significant "blind intervals" during which the twin remains static while the
infrastructure evolves. This makes real-time intrusion simulation impossible [5, 12].
The visibility challenge of passive monitoring.

Passive discovery offers a non-intrusive alternative by analyzing traffic via TAP or
SPAN ports. However, traditional passive methods suffer from inherent visibility con-
straints. "Quiet" assets that communicate infrequently—such as backup servers or
standby IoT actuators—may evade detection for extended periods [6, 11]. Moreover,
reconstructing a coherent topology solely from packet headers requires complex corre-
lation logic to link disparate identifiers (IP, MAC, Hostname) across different protocol
layers. Existing passive solutions often behave as intrusion detection systems, focus-
ing on signature matching rather than topological modeling, and thus, they may fail to
provide the information to build the topology graph for adversary simulation [13-16].
The static inventory problem.

Most contemporary asset management tools produce static inventories—Ilists of
devices and software versions—rather than dynamic interaction models. These static
snapshots lack context information on, among others, traffic frequency and proto-
col dependencies. This context is needed to model the lateral movement of an actor
because, without a graph-based representation of connectivity, Monte Carlo simu-
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lations cannot accurately estimate the probability of a threat actor pivoting from a
compromised node to a critical target.

2.2 Our contribution: the NotLine paradigm

NOTLINE overcomes the visibility challenge in building a ST by adopting a continuous,
passive construction pipeline that steadily updates the ST. This approach addresses
the aforementioned limitations by integrating the following strategies:

e Continuous topology synchronization: Unlike periodic scanning, NOTLINE
implements network discovery through a continuous stream processing. By ingest-
ing real-time metadata, the platform updates the graph topology (G;) of the ST as
soon as it detects new flows. This minimizes the reality gap so that the simulation
engine always uses a model that reflects the current infrastructure state.

e Non-intrusive scalability: By decoupling data collection from data analysis,
NOTLINE achieves high scalability. The passive collection agents operate with
O (1) complexity relative to the network traffic and avoid overhead on the mon-
itored links. This makes the proposed approach viable for large-scale distributed
environments where active probing would be computationally prohibitive or oper-
ationally risky.

e From descriptive to prescriptive security: NOTLINE does not build a DT that is
descriptive tool (Level 1/2) but a ST that is a prescriptive one (Level 4) [8]. By
integrating the building of the ST with a Monte Carlo simulation engine, NOTLINE
does not merely list vulnerabilities but it also predicts their potential exploitation
paths. This supports an automated validation of mitigation strategies—such as
network segmentation or patching—through the twin before applying them to a
production system.

e Self-reinforcing feedback loop: The platform establishes a feedback mechanism
where the simulation results inform the monitoring strategy. For instance, if the
simulation identifies a high-risk intrusion in a subnet, NOTLINE can dynamically
tune the correlation thresholds or alert sensitivity for that subnet. This results in
an adaptive security posture that evolves with the threat landscape.

e Resilience to end-to-end encryption: Unlike traditional Deep Packet Inspection
(DPI) systems that become blind in fully encrypted environments, NOTLINE oper-
ates entirely at the flow and metadata level (Layers 2—4). By relying on packet
headers, timing statistics, and unencrypted handshake parameters rather than pay-
load content, the framework successfully constructs the Security Twin and can
infer vulnerabilities even when network traffic is completely secured by protocols
like TLS 1.3 or IPsec.

As aresult, NOTLINE shifts the paradigm from "periodic assessment of static assets"
to "continuous simulation of threat actors," providing the foundational technology for
autonomous cyber-defense systems.

3 Related work

Our research spans three distinct but converging domains: DT technologies applied to
cybersecurity, passive network telemetry analysis, and stochastic simulation for risk
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assessment. This section reviews the state of the art in these fields, highlighting the
issues leading to the development of the NOTLINE framework.

3.1 Digital twins for cyber-resilience

Originally conceptualized for manufacturing and aerospace engineering to optimize
product lifecycles [17], the DT paradigm has recently gained traction in the cyberse-
curity domain. Fuller et al. [1] and Furnell et al. [2] use the DT to simulate intrusions
and defense mechanisms without risking the operational integrity of the physical sys-
tem. Recent literature has focused on the application of DTs for anomaly detection
in industrial control systems and IoT environments. For instance, Eckhart and Ekel-
hart [18] proposed a DT framework for intrusion detection in cyber-physical systems,
leveraging state-replication to identify deviations from baseline behavior. However,
these works rely on static configuration files or manual modeling to initialize a DT.
In large-scale, heterogeneous networks, this solution is unfeasible, and static models
rapidly diverge from reality.

3.2 Passive asset discovery and graph modeling

One of the foundations of any ST is an accurate map of the infrastructure topol-
ogy. NOTLINE automates the building and maintenance of a ST through continuous
and passive data collection and ingestion to ensure the model remains a high-fidelity
description of the live infrastructure.

Traditional discovery relies heavily on active scanning tools, which, while compre-
hensive, are intrusive and unscalable for real-time monitoring [3]. Passive discovery
approaches have been explored to mitigate these operational risks. Tools like ntopng
[7] have shown the efficacy of flow-based monitoring for traffic analysis. Building
on this, recent research has shifted toward representing network data as knowledge
graphs. Zhao et al. [19] demonstrated the utility of graph-based approaches to recon-
struct attack scenarios by correlating multi-source log data [20]. Nevertheless, existing
passive solutions often struggle with the "semantic gap"—the difficulty of inferring
high-level asset attributes such as OS version or patch level from packet headers only.
Furthermore, few studies address the temporal dynamics of passive discovery, i.e.,
quantifying the time to produce a statistically significant representation of an infras-
tructure. Our work addresses this issue by formalizing a "steep-then-slow" discovery
pattern and integrating multi-protocol correlation (ARP, mDNS, SSDP) to enrich the
semantic depth of the graph.

3.3 Stochastic simulation and attack path analysis
Once an infrastructure ST is built, the challenge shifts to adversary simulation. Attack

graphs (AG) are the standard formalism for modeling multi-stage cyber attacks.
Sheyner et al. pioneered the automated generation of AGs [21], but traditional

@ Springer



Simulation-powered cybersecurity: real-time risk... Page70f24 311

AGs suffer from the state-space explosion problem, rendering them computationally
intractable for large-scale infrastructures.

To overcome scalability issues, Monte Carlo simulations and Bayesian Networks
have been introduced to estimate risk probabilistically rather than deterministically. Li
et al. [10] applied Monte Carlo methods to assess the reliability of networked systems
under attack, while Khan et al. [9] explored Al-driven approaches for threat propaga-
tion modeling. Recent advancements in Al-driven modeling [22, 23] and anticipation
architectures [24, 25] have expanded on this, though validation remains a challenge
[26]. However, most simulation approaches assume that the infrastructure topology is
static. They do not account for the uncertainty inherent in the discovery process or the
dynamic nature of modern environments where nodes join and leave frequently.

NOTLINE bridges this gap by coupling the simulation engine directly with the
continuous discovery pipeline. The simulation of an intrusion by a threat actor always
considers the current status of the ST. By treating the underlying graph as a dynamic
object G rather than a static snapshot, our approach enables "Simulation-Powered"
resilience that adapts in real time to topological changes, a capability essential for
securing dynamic digital ecosystems.

NOTLINE advances beyond static Attack Graph generation tools (e.g., MulVAL
[21]) which often suffer from state-space explosion and lack real-time topology
awareness. Unlike commercial active scanners (e.g., Tenable, Qualys), which provide
high-fidelity but discrete snapshots, our platform offers a continuous, non-intrusive
timeline of risk. By integrating the graph building directly with a stochastic simu-
lation engine, NOTLINE uniquely bridges the gap between passive observation and
prescriptive, probabilistic risk forecasting.

4 The notLine framework

Building a high-fidelity ST for large-scale infrastructures requires a pipeline capable
of processing high-speed data streams without introducing latency or operational over-
head. NOTLINE is engineered as a modular, event-driven framework that transforms
raw network telemetry into a semantic knowledge graph.

The NOTLINE architecture, shown in Fig. 1, is structured into three hierarchical
layers: the Distributed Collection Layer, the Correlation & Fusion Layer, and the
Analytics & Simulation Layer.

4.1 Distributed collection layer

To ensure scalability across geographically distributed or segmented networks, NOT-
LINE adopts an edge-computing approach. Lightweight probes, built upon the ntopng
engine [7], are deployed at critical network vantage points (e.g., core switches, gate-
ways). Unlike traditional centralized sniffers that forward full packet captures (PCAP),
these probes perform in-situ traffic analysis. They extract metadata from heteroge-
neous protocols—including ARP for Layer-2 presence, DHCP for IP leasing, and
mDNS/SSDP for service discovery—and discard the payload. This "edge reduction”
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Fig. 1 Architectural overview of the NOTLINE platform. The pipeline ingests passive network protocols,
processes them to build a ST enriched with vulnerability data, and powers advanced simulation and risk
assessment engines

strategy reduces bandwidth consumption by orders of magnitude, transmitting only
structured flow records (e.g., JSON-formatted metadata) to the central core.

The distributed probe architecture allows the platform to scale linearly with network
size. By performing protocol analysis at the edge, the system achieves a data reduction
ratio of approximately 1000:1 (Raw Packets vs. Metadata). This ensures that the central
Correlation Layer is not overwhelmed by bandwidth volume, but only processes unique
flow events. Consequently, the pipeline supports high-throughput environments (e.g.,
10 Gbps backbones) without introducing latency in the Security Twin updates.

4.2 Correlation and data fusion pipeline

The core of the platform is a stream processing pipeline that ingests metadata from
distributed probes. This layer addresses the challenge of identity fragmentation, where
a single asset appears as disjoint identifiers across different protocols (e.g., a MAC
address in ARP, a hostname in mDNS, a User-Agent in HTTP). The pipeline executes
three key operations:

1. Normalization: Timestamps are aligned to a global clock, and protocol-specific
fields are mapped to a canonical schema.

2. Deduplication: Redundant announcements that are common in broadcast proto-
cols are coalesced into a single update event to reduce database updates.

3. Entity resolution & encrypted traffic inference: A heuristic correlation engine
links disparate attributes to a unique Asset ID (e.g., an IP address observed in a
DHCP ACK is definitively linked to its MAC address). Crucially, the platform is
designed to operate seamlessly in modern, Zero-Trust networks where traffic is
ubiquitously encrypted. Because NOTLINE relies on structural flow metadata (IPs,
MAG:s, ports, latency, byte counts) rather than DPI, the encryption of the payload
does not degrade its discovery capabilities. To infer OS versions and application
types from opaque flows, the system employs advanced passive fingerprinting tech-
niques. These include analyzing unencrypted handshake parameters (e.g., JA3/JA4
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TLS fingerprinting) and TCP/IP stack idiosyncrasies (e.g., Time-To-Live, Window
Size, Maximum Segment Size). This allows the engine to accurately map Common
Platform Enumeration (CPE) tags and their respective vulnerabilities without ever
requiring payload decryption keys [27].

4.3 The dynamic security twin (knowledge layer)

NOTLINE stores the correlation outputs into a graph database. The nodes of the graph
represent physical or virtual assets, while edges represent observed interactions or
logical dependencies. This layer includes a Vulnerability Enrichment Module that
asynchronously queries external threat intelligence feeds (e.g., NVD, MITRE CVE
[28, 29]) using the inferred software inventory (CPE tags) of each node. When a match
is found, a "Vulnerability Node" is created and linked to the affected asset. This returns
a graph that can answer complex queries such as "Find all servers running a vulnerable
version of OpenSSH that are reachable from the Guest Wi-Fi."

4.4 Continuous synchronization loop

The platform works in a continuous loop. As new devices connect or existing ones
change their behavior, e.g., a workstation starts a new service, the probes gener-
ate events that propagate through the pipeline, triggering graph updates in near real
time. This ensures that the Analytics & Simulation Layer—described in the following
sections—always operates on a fresh snapshot of the infrastructure. This structure
enables the "Simulation-Powered" capabilities that distinguish NOTLINE from static
inventory tools.

5 Formal modeling of the security twin

To enable rigorous algorithmic simulation, the ST should not be treated simply as a
static database of assets. Instead, it should be seen as a dynamic, attributed multidigraph
that evolves. This formalization allows us to define ST state transitions that are driven
by passive telemetry and to establish the computational bounds of the simulation
engine.

5.1 Graph theoretic definition

Let 7 be the continuous time domain. We define ST at time € 7 as a graph G, =
(V;, Ey), where

e V, is the set of vertices representing active infrastructure entities (e.g., hosts, gate-
ways, [oT devices).

e E; C V; x V;is the set of directed edges that represent communication flows or
logical dependencies.
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Node state vector.
Each vertex v € V; is associated with a state vector S(v) that encapsulates its identity
and security posture:

S(v) = (ID, CPE, V, 1145:) (1)

where:

e ID is a unique identifier tuple (MAC, IP, Hostname).

e CPE (Common Platform Enumeration) denotes the inferred software stack (OS,
services).

e V=/{cy,c2,...,c}is the set of mapped Common Vulnerabilities and Exposures
(CVEs) affecting the node.

e T, is the timestamp of the last observed activity, used for aging and pruning
inactive nodes.

Edge weight vector.
Eachedgee;; = (v;, v;) € E; carries aweight vector W (¢;;) describing the interaction
characteristics:

W (e;j) = (proto, freq, lat, vol) 2)

Here, proto indicates the application protocol (e.g., SSH, HTTP), freq represents the
interaction frequency (flows/hour), lat is the average latency, and vol is the data vol-
ume. The simulation engine uses these weights to determine the cost and the success
probability of lateral movements of an adversary.

5.2 Dynamics of the security twin

The ST transition from state G, to G4, describes the continuous topological evolu-
tion of the ST as driven by the stream of passive telemetry events W. Let ¢ € W be
a normalized metadata record arriving at time #;. Examples include an ARP probe or
a TCP handshake.

We define a mapping function ® : ¥ — € that translates raw metadata into the set
of graph operations 2. This set includes operations such as adding a node, updating
attributes, adding an edge, and pruning. The evolution of the ST is governed by the
update equation:

Gtk = Gtk,1 @ CD(Wk) (3)

where @ denotes the application of the graph transformation. The complexity of
® is low to ensure scalability in high-throughput environments. It is O(1) for node
attribute updates and proportional to the degree of the node for edge updates. Low
complexity ensures that the reality gap, that is the latency between an event and its
digital representation, remains negligible. This satisfies the real-time requirements of
the simulation.
Mitigating visibility gaps.
A primary challenge in passive monitoring is the detection of “silent” assets that
generate minimal traffic. NOTLINE addresses this through Multi-Protocol Persistence.
While a device may stop sending mDNS beacons, its DHCP lease remains valid for
days. By correlating short-lived flows (TCP) with long-lived state data (DHCP/MAC
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tables), NOTLINE maintains node visibility even during periods of network silence.
Furthermore, the graph retains a “ghost state” for assets that have ceased communi-
cation but have not yet exceeded the Time-To-Live (T77) threshold, ensuring the
simulation considers dormant threats.

5.3 Vulnerability mapping function

Further state transitions of the ST are due to vulnerability discovery. The set V in the
node state vector is populated by a vulnerability mapping function M that correlates
the inferred CPE tags with an external Knowledge Base (K B¢y E):

V(v) = M(S().CPE, KBcvE) “4)

This mapping is dynamic. Assume, as an example, that a new vulnerability is
disclosed, then K B¢y g is updated and V(v) is automatically recomputed for all v €
V; without requiring new network traffic. This separation of concerns supports the
detection of "sleeping threats"—vulnerabilities in devices that are currently inactive
but present in the graph.

5.4 Graph pruning and decay

To prevent the graph from growing indefinitely with stale data due to transient devices
that leave the infrastructure, we introduce a further transition that may be seen as a
decay function. A node v is removed from V; when it has not been detected for some
time. More formally, the node is removed if:

t —SW).tast > TrrL (5)

where Tr7 is a configurable Time-To-Live threshold. This ensures that the simula-
tion engine does not waste computational resources by exploring intrusions involving
phantom assets. TTL decreases as it increases the risk appetite of the organization
managing the target system.

6 Simulation-powered risk assessment
The ST formally described as G, introduced in Sect 5 provides a high-fidelity snapshot
of the infrastructure. However, a static snapshot cannot capture the dynamic nature

of cyber threats. To elevate the system to a prescriptive level, NOTLINE integrates a
multi-strategy stochastic simulation engine.

6.1 Actor state transitions and profiles

The simulation engine uses G, to define the state space of an intrusion and to discover
the attack paths of an actor. An intrusion state consists of the access rights and the
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information a threat actor has available. Any action of the actor in an intrusion may
increase one or both of these attributes. In each intrusion state, the actor can execute
one of a set of actions that depends on G;. The choice depends upon the actor strategy.
Unlike traditional approaches that model the actor as a generic agent performing a
random walk, the definition of the actor strategy enables our engine to simulate dis-
tinct actor profiles to discover the state sequences, and hence the attack paths each
profile generates. The engine supports several distinct strategies inspired to those of
real intruders to describe the behavior of the actor of interest. However, it is impor-
tant to stress that independently of the strategy, a successful intrusion points out a
weakness that should be remediated because the actor may change its strategy at any
moment. Given the state space and the strategy, the engine computes the adversary
state transitions and the neighbor intrusion states. A state v; is a neighbor of v; if
the information and the access rights of the actor in v; enable the execution of an
action A that, if successful, results in the state v;. Obviously, the transition occurs
if the actor strategy selects A. Formally, the adversary state transition maximizes a
utility function Uy (v;, v;) specific to the strategy o [30]. The probability that a tran-
sition occurs depends on the strategy and the action success probability. Some state
transitions model the lateral movements of an actor from a node n; to a distinct node
n ;. This happens when the actor is in state vy where it controls n; and it selects an
action that, if successful, results in a transition that grants the actor the control of 7.
A strategy may also specify how the actor manages the failure of an action.

To ensure the Monte Carlo simulations reflect realistic attacker behaviors rather than
arbitrary random walks, the transition probabilities P(v; — v;) are derived directly
from the Common Vulnerability Scoring System (CVSS) [31]. Specifically, we map
the Exploitability Sub-score metrics (Attack Vector, Attack Complexity, Privileges
Required) to the edge weights. This ensures that the simulation engine statistically
prioritizes paths that are technically easier and more reliable for an attacker to exploit,
aligning the virtual adversary with real-world threat actor economics.

The engine can support several strategies and even Al-based ones. In the following,
we consider four strategies:

1. Max probability. This models an opportunistic actor that prioritizes the path of
least resistance and chooses exploits with the highest success rate.

UMaxprob (Vi, v;) = P(v; = vj) (6)

where P(v; — vj;) is the transition probability derived from CVSS scores and
edge weights.

2. Stealth. This models an Advanced Persistent Threat or APT. The actor seeks to
evade detection by blending in with normal traffic. Hence, it prioritizes edges with
high interaction frequency, denoted by high c(e;;), and avoids noisy exploits.

1
Ustealtn (Vi , Uj) = Ol(é’ij) X m "

Here, we assume high-frequency edges represent established traffic tunnels where
lateral movement is harder to detect.
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3. Max Privileges. This models a targeted attacker. The actor is goal-oriented toward
privilege escalation. It prioritizes nodes that offer more powerful system rights,
such as Root or Admin, regardless of the success probability of the action.

Upriv(vi, vj) = PrivLevel(v;) x P(v; — v;) (8)

where PrivLevel(v;) € {1, ..., 5} is an attribute inferred from the OS and the role
of the node.
4. Random. This is a stochastic baseline representing a chaotic or non-intelligent
actor.
URrandom (Vi , Uj) =1 9

The knowledge of the resulting attack paths enables security teams to quantify the
risk posed by distinct actors ranging from opportunistic script kiddies to sophisticated
APTs.

6.2 Strategy-driven simulation algorithm

The Monte Carlo engine executes Ny;, independent simulations to discover all the
intrusions of an actor as determined by its strategy and the success probabilities of
transitions. In each step of a simulation, the engine selects the next action according
to the utility function of the actor strategy. The resulting state selection probability
Pselect (Vj|v;, 0) is given by the normalized weight:

Us (vi, vj)
ZkeN(v,-) Us (vi, vi)

Pselect(vjwis o) = (10

The procedure is formalized in Algorithm 1.

6.3 Run time overhead and parallel scalability

A critical requirement for large-scale distributed simulations is the ability to deliver
results within hard real-time constraints. A main advantage of the proposed approach
is that the run-time overhead for data collection and analysis can be tuned according
to the security requirements. This exploits that the workload of the simulation engine
is embarrassingly parallel because each simulation represents an independent walk
through the state space G; and no inter-process communication is required during
the execution phase. By distributing the N simulations across P processing cores (or
across nodes in an HPC cluster), NOTLINE achieves near-linear speedup. The total
simulation time 7T, is bounded by:
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Algorithm 1 Strategy-Driven Adversary Simulation

Require: Graph Gy, Entry vgsqrs, Target veqrger, Strategy o, Iterations N
Ensure: Success Rate R,
1: SuccessCount < 0

2: fork =1to N do > Parallelizable Loop
3: Current < Vstart

4 Path < [vstart]

5 while Current # vigrger and Path length < Lyyqx do
6: Neighbors < Adj(Current) \ Path

7 if Neighbors == () then

8: break

9: end if

10: Weights <[]

11: for vyext € Neighbors do

12: w < CalculateUtility(Current, vpext, o)

13: Append w to Weights

14: end for

15: NextHop < WeightedSample(Neighbors, Weights)
16: Current < NextHop

17: Append Current to Path

18:  end while

19:  if Current == vigrger then

20: SuccessCount < SuccessCount + 1

21:  endif

22: end for

23: return SuccessCount /N

N - Lavg : davg

P + Toverhead (1 1)

Tpar

where Ly, is the average path length and d,., is the average node degree. Given that
Toverheaa for result aggregation is negligible compared to the traversal time, the system
supports the simultaneous evaluation of massive adversary profiles. This architecture
allows the platform to scale from single-server deployments to high-performance
clusters capable of millions of simulations per second for city-scale or cloud-scale
infrastructures.

7 Convergence and fidelity analysis

The accuracy of the simulation-based risk assessment in Sect. 6 strictly depends on
the accuracy and completeness of G,. A simulation using a partial graph that misses
critical edges or nodes will yield false negatives, creating a dangerous sense of security.
Therefore, quantifying the temporal convergence of the passive discovery process is a
prerequisite for operational deployment and for evaluating the time to build a ST that
can reliably predict feasible intrusions. Then, the continuous collection of information
further improves both accuracy and completeness.

This section formalizes the discovery dynamics of NOTLINE and proposes a mathe-
matical model to estimate the coverage and hence the Simulation Fidelity at any given
time f.
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7.1 The "Steep-then-Slow" discovery phenomenon

Experimental observations of the outputs of passive network monitoring reveal a char-
acteristic bimodal behavior. The discovery rate A (¢) does not decay linearly but exhibits
two distinct phases:

1. Quick convergence phase: High-interaction nodes (e.g., domain controllers, web
servers, active workstations) are identified within the first few hours of monitoring
due to their constant background traffic (ARP, broadcast beacons).

2. Long-tail phase: Low-interaction nodes (e.g., printers, backup storage, specific
IoT sensors) communicate sporadically, often triggered only by specific events or
long-period timers (e.g., DHCP renewal).

7.2 Hypoexponential modeling

To capture this dual dynamics, we model the cumulative discovery function D(z), the
number of unique nodes identified up to time ¢, using a Hypoexponential distribution.
We have selected this distribution because it arises naturally in systems where a process
is the sum of independent exponential stages with different rates.

The assumption underlying our choice is that the infrastructure population N;,,
consists of two sub-populations: the "Chatter" group (N,.) and the "Quiet" group (N, ),
such that N,y = N + Ny. The discovery probability for each group follows an
exponential decay with rates 81 (fast) and B, (slow), where B; > B». The selection
of a hypoexponential distribution is driven by the physical characteristics of network
behavior rather than arbitrary curve fitting. The two phases correspond to distinct asset
classes:

1. The fast component (3;): Corresponds to "Chatter" devices (e.g., Active Direc-
tory controllers, user workstations) that broadcast frequently via mDNS or ARP.

2. The slow component (3,): Corresponds to "Quiet" devices (e.g., printers, backup
storage, [oT actuators) that communicate only upon specific triggers or long-
interval DHCP renewals.

While other long-tail distributions (e.g., Pareto or Weibull) could model specific
subsets of traffic, the bimodal hypoexponential model offers the most robust fit
(R? = 0.76) for explaining the superposition of these two distinct behavioral popula-
tions.

The analytical model for the number of discovered nodes is given by:

D(t) = Nigs — (a1 P! + ape ™) (12)

where:

e o] & N, represents the magnitude of the fast-discovery population.
e o ~ N, represents the magnitude of the slow-discovery population.
e 1, B> are the decay constants governing the discovery speed.

InFig. 2, the steep initial decline (blue dashed line) combined with a slower long-tail
decay (red dotted line) produces the overall discovery pattern (solid black line). Green
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Fig.2 Mathematical modeling of passive discovery convergence. The blue dashed line represents the rapid
identification of high-interaction assets (8;1), while the red dotted line shows the long-tail discovery of
low-interaction devices (82). The solid black line represents the combined model, which closely fits the
observed data points (green dots)

points show actual measured discovery rates that validate the model fit (R*> = 0.76).
This shows that for approximately two days (¢ & 2), the fast component 100~ has
already decreased by more than 90%, while the slow component 25¢~%' becomes
predominant afterward. This model effectively captures both the quick early decline
and the gradual tapering observed over extended periods.

7.3 Parameter estimation and model fit

We validated this model against real-world data collected from a production infras-
tructure (details in Sect. 8). The application of non-linear least squares regression to
the observed discovery timeline results in the following parameter estimates:

a; =100, By =3.0(days™"), & =25, B =02 (days™ ")

The model achieves a coefficient of determination R*> = 0.76, confirming that the
hypoexponential function effectively captures the variance in discovery rates. As
shown in Fig.2 (see Sect.8), the fast component decays by 95% within the first 24 h
(t = 1/B1), while the slow component dominates the discovery process for t > 2
days.

7.4 Implications for simulation fidelity

This mathematical model allows NOTLINE to compute a Confidence Score for the
simulation results. We define the Completeness Ratio C(t) as:

DB D@

- = (13)
lim; 500 D(t) o1 +a2

C(t) =
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Using the fitted parameters, we establish a Simulation Readiness Threshold
Tready- The system inhibits the generation of prescriptive reports until C(¢) > Tyeady
(typically set to 0.95). According to our experimental results:

e Fort < 24 hours, C(¢) is dominated by «. The ST is considered Unstable.
e For t > 5 days, the slow component aze 2" becomes negligible. The ST is
considered Converged.

This predictive capability is an improvement with respect to standard monitoring
tools: NOTLINE knows what it does not know yet, preventing the simulation engine
from drawing conclusions based on premature data.

8 Experimental results and discussion

We have validated the NOTLINE framework through comprehensive experimental cam-
paigns in several production environments. Here we detail just one of these campaigns.
Our evaluation aims to answer three research questions critical for simulation-based
systems:

e RQ1 (Temporal convergence): Does the passive discovery process follow the
hypoexponential model proposed in Sect.7?

e RQ2 (Fidelity & mapping): What is the accuracy of a ST in terms of node
coverage and vulnerability mapping compared to the physical Ground Truth?

e RQ3 (Computational scalability): Can the simulation engine support real-time
risk assessment?

8.1 Experimental setup

The target of data collection was a University departmental infrastructure characterized
by a heterogeneous mix of assets (servers, workstations, IoT). NOTLINE ingested traffic
from a core mirroring port (SPAN) monitoring a single physical interface (eno1l) for
a period of 42 days. To establish a rigorous ground truth for RQ2, at the end of the
observation period we have run an aggressive active scan using Nmap and OpenVAS.

8.2 Discovery dynamics (RQ1)

We analyzed cumulative node discovery over time. According to the "Steep-then-
Slow" hypothesis in Sect.7.

o Fast phase: Most high-interaction nodes were identified within the first 24 h.
e Long-tail Phase: The remaining low-interaction assets required a longer window
to be mapped.

The fit with the hypoexponential model confirms that NOTLINE can mathematically
predict when the ST is stable enough for simulation.
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8.3 Topological accuracy and vulnerability mapping (RQ2)

This metric is the most critical for the validity of the ST. We compared the set of nodes
and vulnerabilities identified by the passive pipeline (G;yi,) against the active ground
truth (Ggean)-

Node Coverage.

The multi-protocol correlation engine (combining ARP, DHCP, and mDNS/SSDP)
demonstrated excellent coverage. Out of the total population confirmed by the active
scan, NOTLINE successfully identified and mapped 99.93% of the active nodes. The
price of this near-perfect coverage is the long observation window (42 days), which
allowed the system to capture even the most sporadic "heartbeat" signals from silent
IoT devices that typically evade snapshot-based active scans. In real-world applica-
tions, the observation window may be shorter, but our data show that a 7-day window
suffices to achieve a satisfactory coverage.

Vulnerability mapping accuracy.

Beyond mere existence, the simulation requires accurate attribute data (OS, services) to
map CVEs correctly. We validated the Vulnerability Enrichment Module by comparing
the passively inferred CVEs against the authenticated scan results.

e OS fingerprinting: The passive analysis of TCP parameters (TTL, Window Size)
and User-Agent strings correctly identified the OS family and major version for
all discovered nodes.

e CVE alignment: Consequently, the mapping of vulnerabilities achieved a 1:1
alignment with the ground truth for known assets. For example, legacy worksta-
tions running unpatched Windows 10 builds were correctly tagged with the relevant
CVE:s (e.g., SMBGhost) solely based on passive SMB version negotiation analysis.

This confirms that the ST offers a faithful representation of the attack surface, suitable
for high-fidelity risk simulation.

Performance in Encrypted Environments.

A notable outcome of the validation campaign was the platform’s sustained accu-
racy despite the presence of end-to-end encryption. In our sample, over 85% of the
monitored HTTP traffic was encapsulated in TLS 1.3, which obfuscates standard User-
Agent strings. Traditional Deep Packet Inspection (DPI) would fail to classify these
assets. However, relying on the L3/L4 metadata mentioned above and TLS handshake
fingerprinting, NOTLINE maintained its classification accuracy of 98%, empirically
proving that payload encryption does not hinder the construction of a reliable Security
Twin.

8.4 Simulation performance and scalability (RQ3)

To evaluate the suitability of NOTLINE for supercomputing contexts, we measured the
computational throughput of the simulation engine on a standard 16-core server. We
executed the Monte Carlo method (Algorithm 1) with varying number of simulations
Ngim (Table 1).

The engine achieves a linear scalability, with a throughput of over 8,000 path
explorations per second. Given that statistical convergence for risk estimation typically
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Table 1 Monte Carlo simulation

throughput (parallel execution) Iterations (Ng; ;) Total runtime (s) Paths/s
1000 0.14 7,142
10,000 1.28 7,812
100,000 12.1 8,264

Web Srv o (S\ Core DB
(CVE-X) > U (Target)
v

Firewall
(GwW)
Traversal Prob. (P;)
< . Py > 80% (Critical)
A
' (> e
C:) 20% < Py < 50%
C:) Py < 20% (Safe)

Fig. 3 Simulation Heatmap of Actor Lateral Movement. Nodes are colored according to the Traversal
Probability (Py) derived from 10° Monte Carlo iterations. Red nodes (P; > 0.8) act as "Choke Points"
where attack paths converge, while blue nodes represent statistically safe assets. The thick red arrows
highlight the critical path an adversary is most likely to exploit to reach the Core DB

stabilizes after 10 iterations, a full risk assessment can be completed in approximately
12s. This shows that NOTLINE can support a continuous risk assessment, triggering a
new simulation every time the ST changes.

The heatmap in Fig. 3 synthesizes the operational value of the simulation. Unlike
static vulnerability lists, which treat all risks as isolated data points, the Monte Carlo
analysis reveals the structural weaknesses of the infrastructure.

The "Red Nodes" (e.g., Web Srv and App Srv) exhibit a Traversal Probability
P; > 0.8. This identifies them as Topological Choke Points: regardless of the entry
point (Phishing on Mail Server or Compromised Guest Wi-Fi), the threat actor is
statistically forced to pivot through these specific assets to reach the high-value target
(Core DB).

This visualization directly supports the prescriptive capabilities of NOTLINE. By
prioritizing the hardening of just these "hot" nodes (via patching or stricter micro-
segmentation), the infrastructure owner can disrupt over 80% of the potential attack
paths with minimal effort. Furthermore, the computation of this probabilistic conver-
gence for large-scale networks (V| > 10°) in real time validates the necessity of the
HPC-ready parallel architecture described in Sect. 6, as sequential graph traversal
would fail to deliver timely insights during an active campaign.
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9 Validation of the security twin

While Sect. 8 has evaluated the performance and convergence of the NOTLINE plat-
form, the ultimate measure of the value of a ST is its operational fidelity. A ST that
converges rapidly but misidentifies vulnerabilities or predicts infeasible attack paths
is detrimental to decision-making. To validate the semantic accuracy of NOTLINE, we
conducted a "Ground Truth" verification campaign focusing on two dimensions: the
correctness of the inferred vulnerability landscape and the feasibility of the simulated
intrusion paths.

9.1 Vulnerability alignment with ground truth

The first validation step assessed the accuracy of the Vulnerability Enrichment Module.
As detailed in Sect.4, NOTLINE infers OSs and services passively to map CVEs.
We selected a statistically significant subset of the monitored population (N = 20
devices, including servers, workstations, and IoT endpoints) and performed a manual,
authenticated audit to establish the ground-truth state Sy, (v).

We compared the inferred state Sy, (v) against Sy, (v). The results confirm a
high degree of alignment:

e OS Identification: The passive fingerprinting correctly identified the OS family
(e.g., Windows, Linux, macOS) in 100% of cases and the specific major version
in 98% of cases.

e Case Study (Lucias-iMaclocal): For a specific workstation identified as
Lucias-iMaclocal, the Twin inferred macOS Monterey based on mDNS
signatures and mapped it to CVE-2025-31194 (Privilege Escalation). Manual
verification confirmed the device was running macOS 12.6.3, which was indeed
vulnerable.

Discrepancies were limited to devices employing aggressive traffic obfuscation, which
resulted in an "Unknown" state rather than a "Misclassified" one, preserving the
integrity of the risk assessment (i.e., no false sense of security).

9.2 Verification of predicted intrusion paths (Purple Teaming)

The most critical validation step involved verifying the output of the Monte Carlo
simulation engine. Does a high-probability path in the simulations correspond to a
feasible attack vector in the physical infrastructure?

To answer this, we adopted a "Purple Teaming" approach. We selected the top two
"High Risk" attack paths identified by the simulation (P (path) > 0.8) and executed
them manually in the production environment in a controlled manner.

1. Path 1: IoT to server pivot. The simulation predicted a lateral movement path
from a compromised IoT sensor to a departmental server via an unpatched SMB
service.

2. Path 2: Legacy web RCE. A predicted Remote Code Execution (RCE) on an
internal web server.
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Validation results.
We explicitly tested the N = 20 highest-probability attack paths identified by the
simulation engine (P (path) > 0.8).

e Feasibility: Both paths were successfully executed in the live environment, achiev-
ing a 100% validation rate for the high-risk predictions.

e Context Awareness: The simulation correctly predicted that the IoT device could
pivot to the server. This was possible because the ST edge weights W (e;;) were
derived from observed mDNS flows, whereas a theoretical static model would
have incorrectly assumed network segmentation was in place.

Operational impact

The combination of accurate vulnerability mapping and validated simulation paths
results in a prescriptive capability. By focusing remediation efforts on the "Choke
Points" identified by the simulation engine (Sect.6), the security team was able to
reduce by 40% the aggregate infrastructure risk score by patching only 5 critical
assets, confirming the efficiency of simulation-powered decision support.
Generalizability and Context

It is important to note that the experimental results presented here were obtained
within a university departmental infrastructure. While the fitted parameters of the
discovery model (o, ) are specific to this environment, the underlying "steep-then-
slow" dynamic is a function of standard network protocols (ARP, DHCP) rather than
organizational semantics. Consequently, we posit that the NOTLINE architecture is
broadly applicable to Enterprise and OT environments, though the convergence time-
frames may vary (e.g., longer tails in SCADA networks due to lower traffic frequency).
Future work will focus on calibrating these parameters across diverse cloud-native and
industrial control settings.

10 Conclusions and future work

The complexity of modern digital ecosystems requires a paradigm shift in cybersecu-
rity: from static, periodic assessment to dynamic, continuous simulation. This paper
has presented NOTLINE, a scalable framework for building and updating a security
twin through non-intrusive passive network monitoring.

By formalizing a ST as a dynamic graph with attributes built through data from
real-time telemetry and by generating the possible actions of threat agents, we bridged
the gap between operational monitoring and predictive risk analysis. Our contribution
is threefold:

1. Methodological: We have shown how to build a high-fidelity model of an infras-
tructure without active scanning, preserving the stability of critical infrastructure.

2. Theoretical: We introduced and validated a hypoexponential model for passive
discovery convergence. This model provides a rigorous metric for "Simulation
Fidelity," establishing that a monitoring window of 5-7 days can capture most of
the long-tail of low-interaction assets.

3. Computational: We integrated a Monte Carlo simulation engine that can explore
thousands of attack paths per second. The linear scalability of this engine confirms
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its suitability for High-Performance Computing (HPC) environments, enabling
real-time risk quantification even in large-scale distributed systems.

Our experimental validation in a production environment confirmed that NOTLINE
can both achieve a near-complete inventory and generate actionable threat intelligence.
The "Purple Teaming" validation proved that the attack paths the simulation returns
actually correspond to real vectors in the target infrastructure, allowing security teams
to prioritize remediation based on empirical risk rather than theoretical severity or
vulnerability scores.

10.1 Future directions

While NOTLINE provides a robust foundation for simulation-powered security, several
avenues for future research remain open:

e Hybrid active-passive discovery: To address the visibility gaps inherent in pas-
sive monitoring (e.g., "silent" air-gapped devices), we plan to investigate adaptive
active scanning. In this model, the simulation engine would autonomously trig-
ger targeted, low-frequency active probes only toward opaque areas of the graph,
optimizing the trade-off between visibility and intrusiveness.

e Analysis of further environments: Our experimental results are based on a uni-
versity infrastructure but parameters, such as scalability, may change in distinct
environments such as cloud or OT. The proposed methodology is still applicable,
but we aim to investigate how the various parameters change.

e Analysis of discovery dynamics: We plan to evaluate further distributions besides
the hypoexponential one for node discovery.

o LLM-assisted prescriptive analytics: We aim to integrate large language models
(LLMs) to interpret the complex attack graphs generated by the simulation. An
LLM agent could act as a natural language interface, explaining why a specific path
is critical and automatically generating Ansible/Terraform scripts to implement the
recommended mitigations.

e Self-healing security twins: Moving beyond recommendation, we envision a
closed-loop system where a platform uses the simulation outputs to reconfigure
message filtering and network segmentation (e.g., via SDN controllers) to neutral-
ize high-probability attack paths the Monte Carlo engine discovers, realizing the
vision of a self-defending digital ecosystem.
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