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Abstract

Being distinctive of every individual, gait can be used as a biometric feature to au-

thenticate the owner of a wearable device. This paper proposes and evaluates an

authentication method that relies on the acceleration signal acquired at the user’s

wrist. During the training phase, the wrist-worn device automatically learns the gait

patterns of the legitimate user, by exploiting a set of acceleration-based indicators.

Subsequently, unauthorized users are detected by observing the occurrence of anoma-

lous gait patterns. Experimental results carried out with 20 volunteers show that

the proposed method is able to recognize the legitimate user with an equal error rate

of ∼ 2.5%. The method is sufficiently lightweight to be executed in real time on a

wearable device with limited resources. This enables continuous authentication with-

out requiring the presence of an external device (e.g., a smartphone). Furthermore, the

provided evaluation of power consumption shows that the completely on-node solution

is also more energy efficient with respect to off-loading computation to an external

device.
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1. Introduction

Smartwatches and other wrist-worn devices are used for a growing variety of ac-

tivities, from monitoring fitness and well-being to contactless payments and remote

control of home appliances [1]. The intimate relationship between these devices and

their owners obviously poses some concerns in terms of security and privacy. Collected5

information is extremely personal, and could be used to derive the user’s behavior and

health condition. In some cases, wrist-worn devices are also used to automatically

unlock a smartphone, as their proximity implicitly testifies the presence of the owner.

Hence, a stolen smartwatch or wristband can be used to gain access to the victim’s

data on the smartphone, where other sensitive data are frequently stored.10

In the last years, high-end smartphones have started to include authentication

methods based on biometric features, such as fingerprint and iris. These techniques

make authentication faster and more user friendly, but require additional sensors and

cannot be easily implemented on wearable devices with a small form factor. Moreover,

they only authenticate users when they start interacting with the device, and do not15

represent a solution for continuous authentication [2].

In this context, the use of acceleration patterns as a biometric feature has been

explored to passively and continuously authenticate the user of a wearable device,

without requiring explicit interaction [3]. Most of these methods rely on walking

activity to recognize the user. The reason is twofold: i) walking occurs frequently20

throughout the day, thus providing numerous hints about user’s identity; ii) gait,

i.e. a person’s manner of walking, is highly specific [4], thus increasing the chance of

detecting unauthorized users.

Continuous authentication is also useful for wearable devices used in healthcare [5].

As observed in some telemedicine applications, remotely monitored patients may be25

tempted to cheat caregivers by giving their devices to other people (e.g., to reach the

prescribed activity levels [6, 7]). Similarly, during unsupervised clinical trials it should

be verified that the expected patient is wearing the device at all times [8]. In these

situations, gait-based authentication is useful to detect misbehaving users and ensure
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data integrity.30

Research on gait-based biometric methods applied to wearable devices has focused

on two aspects: identification and authentication [9]. In identification, the group of

possible users of a shared device is known in advance, and the system aims to find

the identity of the current user (within the group) [10, 11]. The typical approach is

supervised learning: the gait patterns of the different users are learned during the35

initial training phase and then used to build a recognition model.

This paper is focused on authentication, which aims to understand if the current

user is the legitimate one or someone else. Authentication is a “one vs. all” prob-

lem: the system only knows the device owner’s gait pattern, whereas other possible

users (impostors) are not known in advance. The gait style of the legitimate user is40

learned during the initial period of use, subsequently anomalies occurring in a set of

acceleration-based features are used to detect possible impostors.

The method we propose leverages acceleration data captured at the user’s wrist,

for instance when the used wears a smartwatch or a wristband. Authenticating the

user by means of a wrist-worn device can be useful in several situations. For instance,45

let us consider a user who brings her smartphone in a bag or a backpack. In this case,

the smartphone cannot be used for authenticating the user as the gait style cannot be

properly captured, but this is still possible using the wrist-worn device. Moreover, it

is important to notice that we do not consider wrist-based authentication to be useful

only in combination with a smartphone. Authenticating the user can be valuable for50

the wrist-worn device itself or in combination with other devices. A smart-wristband

can be used, for instance, to grant access to a building or to a car. In such a scenario,

traditional cryptographic techniques can be strengthened thanks to continuous and

unobtrusive user’s authentication. Since hands are generally subject to more spurious

movements, the analysis of acceleration at the wrist poses new difficulties with respect55

to those methods relying on a sensor closer to the user’s center of mass (e.g., over the

trunk or inside a trouser pocket). For this reason, gait-based authentication performed

by means of devices like smartwatches has been scarcely investigated in previous work.
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The contribution of this work in the field of gait-based authentication with wearable

sensors can be summarized as follows:60

• Despite the challenges deriving from the wrist-based position, the proposed

method showed high authentication accuracy. According to our experiments,

the use of a wirst-worn device does not lead to significantly worse results than

using a device in a front trouser pocket.

• The method was designed to be not demanding in terms of computational and65

memory resources. All operations can be executed on a microcontroller with

8 MHz clock and 10 KB of RAM. This is a key step in the direction of contin-

uous authentication on wearable devices, as previous studies typically relied on

smartphones and/or performed authentication tasks off-line.

• The power consumption of a completely on-node solution was compared with70

a solution that relies on the presence of an external device for executing the

authentication task. The comparison shows that, with current technologies, the

on-node solution is more energy efficient (+60% of battery duration).

The method for user authentication is presented in Section 3. Section 4 describes

the experiments, whereas authentication results are presented and discussed in Sec-75

tion 5. Section 6 presents the implementation in miniaturized devices and the evalua-

tion of power consumption. Finally, Section 7 concludes the paper.

2. Related work

A wide variety of gait-based methods to recognize the users of wearable devices

have been proposed during the last years [12, 13]. The vast majority of these works80

relied on dedicated devices or smartphones placed near the user’s waist, while the use

of wrist-worn devices has not been thoroughly explored.

One of the first studies in this field is [14]: the acceleration trace of the current

user was compared with the typical step of the legitimate user using cross-correlation.
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Experiments involved 36 users and a waist-mounted accelerometer, and the method85

achieved a correct authentication rate of 88%. Another pioneering work is [15], where

different metrics for evaluating the distance between gait segments were discussed.

Fifty volunteers collected six different gait segments while wearing an accelerometer

inside a trouser pocket. Absolute distance proved to be the most discriminating metric,

with an equal error rate (EER) of ∼ 7%.90

Three existing methods for gait-based authentication ([16, 17, 18]) and a novel

one were evaluated on a set of traces collected from 744 users in [19]. For each user

two gait segments were acquired: the first to train the system and the second for

evaluation. The large number of users makes the evaluation significant in terms of

users’ heterogeneity. However, the limited number of gait segments per user, and their95

acquisition in a short time frame, make obtained results less conclusive if analyzed

along other dimensions.

Verification for smartphones using gait-based information is described in [20]. The

method was based on two Gaussian Mixture Models: a user gait model (trained on

the owner), and a Universal Background Model (trained on other subjects). The100

output from the two models is used to understand whether the current user is the

legitimate one. Authentication experiments were carried out in controlled conditions

by 12 volunteers. Each subject carried the phone according to his/her preferences,

and carried out some activities, including sitting, standing, walking, and biking. The

method obtained an EER of about 14%. An additional experimental evaluation was105

carried out in uncontrolled conditions (eight subjects for two/three weeks).

The impact of device position on gait-based authentication accuracy was also stud-

ied [21]. Four possible positions were considered for a smartphone: left/right hand and

left/right pocket. The effects caused by the actual position on the feature set and, in

turn, on authentication results were evaluated with 30 volunteers. The authors con-110

cluded that knowing the position of the device greatly improves the accuracy of the

authentication procedure. Obviously, this also makes the overall method more com-

plicated, as it has to automatically determine the position where the smartphone is
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held. The use of multiple accelerometers placed at different body positions was studied

in [22]. Experiments in controlled settings with 30 users show that combining informa-115

tion generated at different position improves identification accuracy. This, however,

comes at the cost of reducing usability.

The problem of authenticating/identifying the user of a smartwatch was faced

in [23], which considered acceleration and angular speed features as inputs to a super-

vised classifier. Experiments consisted in five-minute traces collected by 59 volunteers.120

Ten-second gait instances were extracted from these traces. Authentication was based

on a supervised classifier, hence the training set required instances from both classes

– the legitimate user and the impostors. For each user, an authentication model was

built using his/her gait instances (legitimate user) and instances from four random sub-

jects (impostors). Then, impostor detection rate was evaluated on four other subjects.125

Acceleration features combined with Random Forest or Rotation Forest obtained au-

thentication accuracy levels of 98%, whereas identification with Rotation Forest showed

84% accuracy.

An example in the healthcare domain is [24]. The vertical component of accelera-

tion is sampled at 50 Hz using a smartphone. Then, gait cycles are extracted using the130

correlation coefficient and interpolated to be aligned with a reference template. The

verification procedure, when executed on the mobile device, relies on weighted Pearson

correlation coefficients. Another possibility is the use of a Support Vector Machine on

an external server. The method was experimentally evaluated on a dataset collected

involving 26 users for six months. Results show an 80% detection rate when using the135

procedure executed on the mobile device. When using the procedure on the external

server the detection rate increases to 90%.

LiSA-G is an authentication system based on gait that relies on information col-

lected at the wrist using a commercial smartwatch [25]. Data collected by the ac-

celerometer and gyroscope are transferred from the smartwatch to a smartphone via140

Bluetooth, and then forwarded to an authentication server. The latter extracts the fea-

tures and produces the result through a trained classifier. More recently, the possibil-
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ity of using the accelerometer embedded within smart-glasses has been considered [26].

Glasses are worn at a convenient position for gait analysis, as their orientation is fixed

and head is less subject than hands to spurious movements. However, the use of smart-145

glasses is nowadays extremely reduced, and it is still not clear if they will be widely

adopted by the general public in the near future. The possibility of authenticating the

user through information collected by smart-shoes was studied in [27]. In particular,

data collected by IMUs placed at the user’s feet and distance data originated by Ultra-

WideBand transceivers proved to be effective for the considered problem. Evaluation150

was carried out off-line, on a standard PC. Similarly to the glass-based solution, the

approach based on smart-shoes testifies the interest in wearable solutions that are not

smartphone-based. Others studied the possibility of authenticating the owner using

not only acceleration, but also the pattern formed by veins in the wrist region [28].

This supports the validity of the considered body position for authentication purposes155

(accuracy can be improved by adopting multi-modal solutions).

Another closely related work is [29], where the accelerometer and gyroscope sensors

available on common smartwatches and smartphones are used for behavioral authen-

tication. Such study however, addresses different research questions compared to the

ones faced in this article: Weiss et al. investigate the possibility of authenticating the160

user when performing some activities of daily living, such as walking, typing, clapping,

eating pasta, and others. Moreover, they evaluated the authentication accuracy that

can be reached using the single sensors (accelerometer/gyroscope) and the different

devices (smartwatch/smartphone), or their combinations. All the considered activities

performed reasonably well in terms of biometric effectiveness and gyroscopes proved to165

be less useful than accelerometers. Their results also show that walking is consistently

one of the best activities from the point of view of authentication. Considering that it

is also practical to be collected, we believe walking is the activity that should be con-

sidered as the first choice for the continuous authentication problem. As mentioned,

our work starts from the idea of designing a method that can be executed on devices170

with extremely constrained resources and that can be executed completely on-node to
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Figure 1: Flowchart representation of the proposed method.

save energy, two aspects that were not considered in [29].

In [30], a method for authenticating the users by observing their hand movements

when typing is presented. The method, like most behavioral biometrics approaches,

is meant to be an additional authentication factor rather than a standalone authen-175

tication system, and relies on information collected at the wrist using a smartwatch.

Data produced by the accelerometer and gyroscope during keystrokes is forwarded to

a server where features are extracted and compared to the user profile. This again

confirms the relevance of authentication using wearable devices, albeit in a different

scenario (e.g., when the user is in front of a workstation).180

3. Method

The proposed method for gait-based authentication is described in Figure 1. The

user wears a device embedding a tri-axial accelerometer at his/her wrist. Acceleration

samples are used as inputs to walking detection, which detects gait segments made of

four consecutive gait cycles (i.e., eight steps). The core of the method is represented by185

the gait-based user authentication module, which provides authentication exploiting a
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gait segment. Each gait segment is processed by an autocorrelation-based filter (AC

filter), aimed at discarding segments that are not suitable for reliable authentication.

If a segment is not discarded, it is processed by feature extraction to obtain a feature

vector. Hereafter, we refer to the feature vector resulting from feature extraction as190

gait instance. Finally, anomaly detection is used to understand if a gait instance has

been produced by a legitimate user or by an unauthorized one.

3.1. Acceleration sampling and walking detection

The raw components of acceleration (x, y, z) are sampled at the wrist with a fre-

quency of 51.2 Hz and converted to g units. The walking detection module takes as195

input the acceleration magnitude (Euclidean norm) m =
√
x2 + y2 + z2. This reduces

the computational load as a single signal has to be processed instead of three. In

particular, the walking detection module is based on the peak-detection algorithm de-

scribed in [31]: groups of peaks occurring in the acceleration signal at each foot contact

(step) are detected, and when eight consecutive steps are found, a simple regularity200

test based on standard deviation is performed. If the test is passed, a new gait segment

is detected. This walking detection technique is not computationally demanding and

can be executed in real time on constrained devices. As reported in [31], this method

is very accurate in detecting gait segments.

Such a technique was originally conceived to use the acceleration collected by a205

pocket-worn device (or other positions in proximity of the waist). Thus, we had to

tune the technique to make it work properly when acceleration is collected at the wrist.

The reason is that, at the wrist, the amplitude of the signal is generally smaller than

the one obtained when the collection is carried out in a pocket or, more generally, on

the lower trunk. This is due to the fact that the body acts as a transmission medium210

and wrists are at a greater distance from the sources of vibrations (the feet impacting

the ground). Attenuation is particularly large when the foot impacting the ground is

the one of the contralateral leg.

An example is shown in Figure 2, which depicts the acceleration signal of the same
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(a) Pocket trace (front trouser pocket)
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(b) Wrist trace

Figure 2: Comparison of the acceleration signal produced by gait in a pocket and at the wrist.

gait segment sampled in a pocket (front trouser pocket) and at the wrist. The groups of215

peaks occurring at each step are highlighted with shaded areas and numbered. Green

areas identify the steps made with the foot closer to the device. In the example, the

sensors were worn at opposite sides (e.g., one in the left pocket, the other one on the

right wrist), hence the steps marked in green for pocket and wrist are represented by

odd and even steps, respectively. As mentioned above, these steps produce a sensibly220

higher acceleration amplitude, as the sensor is closer to the impact of the foot with the

ground. For the same reason, the peaks in the pocket trace are sensibly higher than
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those in the wrist trace.

To cope with this problem, we lowered the threshold used for detecting peaks in

the acceleration (m) signal. The new threshold was determined experimentally to en-225

sure that both the peaks produced by the foot on the same side of the wrist-worn

accelerometer and the ones produced by the contralateral leg are detected. Unfortu-

nately, this simple approach may lead to a reduction in specificity, as spurious hand

movements are more likely to be erroneously detected as steps. This new problem is

tackled by the AC filter described in the following subsection.230

3.2. AC filter

The AC filter was designed to discard gait segments that are not suitable to describe

the legitimate user’s gait pattern and may hinder authentication accuracy. There are

two main examples: firstly, fake gait segments detected while the user was not walking,

for instance because of spurious hand movements; secondly, gait segments detected235

while the user was actually walking, but marked by a highly irregular pattern. The

latter ones may be caused by hand movements, by a sudden change in pace, or because

of temporarily losing balance.

The filter consists of two regularity tests based on the autocorrelation coefficients

of acceleration magnitude: only if both tests pass the gait segment is retained for240

authentication.

First of all, magnitude samples are processed by using a 2nd-order Butterworth low-

pass filter with a cut-off frequency equal to 20 Hz. Then, autocorrelation coefficients

are found as indicated in [32]:

ACk =
1

N − k

N−k∑
i=1

ri ∗ ri+k, (1)

where ACk is the autocorrelation coefficient at time lag k; N is the number of magni-

tude samples in the gait segment; ri is the ith magnitude sample minus the mean of

the magnitude samples in the gait segment. The mean is removed from acceleration

magnitude to remove any offset from the signal. Before being analyzed, the coefficients245

are normalized to 1.0 at zero lag.
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A cyclic signal will produce autocorrelation coefficients with peak values for lags

equivalent to the cyclical components of the signal (often referred to as dominant

periods). In gait segments, there are two cyclical components: steps and strides (i.e.,

gait cycles). By plotting the autocorrelation coefficients of a gait segment against250

the time-lag, it is possible to easily identify two peaks: the first peak occurs at a

time lag that represents an estimate of the average duration of single steps (first

dominant period, AC DP1), while the second peak occurs at a time lag approximately

equal to the average duration of strides (second dominant period, AC DP2). Hence,

AC DP1 and AC DP2 can be used to estimate the average duration of steps and255

strides. Moreover, the normalized value of these two peaks, AC C1 and AC C2, can

be used to determine the regularity of steps and strides, respectively. For instance, if

AC C2 is close to 1, the subject’s gait cycles are extremely regular. On the other hand,

a relatively low peak value indicates a less regular gait pattern. In the case of AC C1,

however, it should be observed that a low value may occur if the sensor is positioned260

on a side (e.g., on a wrist, or in a trouser pocket), as this positioning causes inevitable

differences in the measured acceleration signal for consecutive steps.

An example is shown in Figure 3, where normalized autocorrelation of gait acceler-

ation measured at the wrist is plotted against the time lag. The two dominant periods

are clearly visible at lag 0.59 s and 1.19 s. The normalized values of the peaks at265

the first and second dominant periods are 0.72 and 0.96, respectively. This denotes

a relatively high gait cycle regularity, whereas the lower AC C1 value is expected as

the sensor is positioned on a side (wrist), producing different patterns for left and

right steps. In our method, the two peaks, and thus the two dominant periods, are

identified by using a simple peak detection techinque. Peak detection searches for a270

local maximum in two time lag intervals determined considering the typical min/max

values for steps and strides [33].

The first test aims to verify if the duration of a gait segment is consistent with the

second dominant period of its autocorrelation (AC DP2). Considering that a segment
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Figure 3: Autocorrelation example.

is made of four gait cycles, its duration should be:

duration = (4×AC DP2) + ε, (2)

where ε is the approximation error. The gait segment is retained only if the absolute

error |ε| is below a predefined threshold εth. A relatively high absolute error may be

due to gait cycle detection errors. For example, the peaks belonging to two consecutive275

steps are merged into a single step, or a single step is split into two steps. These kinds

of errors typically occur because of spurious hand movements.

The second test is based on gait cycle regularity. If the normalized coefficient

AC C2 is below a threshold AC C2th, the gait segment is discarded. A low regularity

indicates that the user was not walking according to a consistent pattern.280

Both thresholds (εth and AC C2th) were determined experimentally as a trade-off

between gait detection sensitivity and authentication accuracy.

3.3. Feature extraction

A gait segment is a vector of acceleration samples collected on the three axes. The

three components (x, y, z) are measured according to the local coordinate system285

of the wrist-worn accelerometer. When the acceleration is collected using a wearable
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accelerometer, two factors must be considered: i) the device where the accelerometer

is contained can be worn on different parts of the body and can be oriented in different

ways with respect to the considered body part; ii) the part of the body where the device

is worn on is subject to additional movements/rotations. As far as the first factor is290

concerned, let us consider a smartphone: it can be placed in a trouser pocket or in a

jacket pocket, and even when it is always carried in the same place, say the trouser

pocket, it can be oriented in different ways, as the user may extract the smartphone

from the pocket, check the email, and then put the smartphone again in the pocket

but now upside-down. This does not happen with a smartwatch, as it is always worn295

on the wrist and it is always oriented in the same way with respect to the wrist itself

(we suppose that the watch is always worn on the same arm). As the second factor

is concerned, let us consider a device placed on the user’s trunk and another device

attached to an arm. Let us also suppose that they both do not change their orientation

with respect to the part the body they are attached to. The second one is going to300

be subject to additional movements and rotations (it is attached to one of the limbs)

compared to the first one (closer to the center of mass). For the considered problem,

i.e. authenticating the user, the first factor can be more troublesome than the second

one: if acceleration is collected wearing the device on different parts of the body the

user’s gait patterns can be more difficult to be recognized. In addition, the possibly305

different orientations of the device have to be detected and managed. On the contrary,

the additional movements and rotations at the wrist are part of the gait style of the

user and thus are less a confounding factor (arm swinging can be considered part of

the gait style of the specific user). Spurious movements that are not related with gait

can be filtered out thanks to the regularity test.310

The acceleration magnitude vector m, derived from (x, y, z), is insensitive to the

orientation and rotations of the device. This positive aspect comes at the cost of dis-

carding some information, as the acceleration direction is lost. We also considered the

possibility of extracting features from a global reference system based on the direction

of gravity. Such a reference system is relevant because it does not assume a specific315
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orientation of the device with respect to the user’s body. Thus, two additional vectors

were derived: the vertical acceleration v, defined as the acceleration along the direc-

tion of gravity, and the horizontal acceleration magnitude h, defined as the magnitude

of the acceleration projected on a plane orthogonal to gravity (the horizontal plane).

The technique used to find h and v is described in [34].320

As a result, features can be extracted from six vectors: x, y, z, m, h, and v.

In the remaining, a suffix is used to make clear which is the vector involved in

computing a feature. For instance, meanx indicates that the mean is computed on the

x vector.

The list of considered features was built using 12 widely-used functions from the

statistical and signal processing domains: max, min, mean, median, kurtosis, skewness,

standard deviation (SD), interquartile range (IQR), mean crossing rate (MCR), median

absolute deviation (MAD), root mean square (RMS), and peak-to-peak amplitude

(P2P). Average absolute variation (AAV) has been used in other works for the analysis

of gait and fall detection [35]. AAV is found as:

AAV =

N−1∑
i=1

|si+1 − si|
N − 1

, (3)

where N is the number of samples in the segment, and si is the ith sample in the325

segment. The four autocorrelation features (AC C1, AC C2, AC DP1, AC DP2) were

found only on acceleration magnitude, as described in Section 3.2. The duration of a

gait segment is also considered a feature. Overall, for each gait segment, 83 features are

produced: the 12 functions and AAV computed on the 6 vectors, the 4 autocorrelation

features computed on m, and the duration of the gait segment. We then considered330

three subsets as the starting points for feature selection as described in Section 4.2.

The result of feature extraction is a gait instance, which consists in a vector of

features.

3.4. Detection of anomalies

The authentication technique relies on semi-supervised anomaly detection [36]. It is335

a binary classification task, where the set used to train the classification model (training
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set) includes only instances belonging to the “normal class” (one-class classification).

In the context of gait-based authentication, the normal class is represented by the gait

instances belonging to the legitimate user.

Differently from supervised classification, this approach does not require to learn340

and model the gait patterns of unauthorized users, and only the legitimate user has to

provide an initial set with his/her gait instances (training phase). This can be easily

accomplished in the first few days of use, by temporarily adopting alternative means

for authentication to ensure that the collected instances are genuine.

More specifically, the proposed approach uses the Euclidean distance to the nearest345

neighbor (NN) in the training set to assign an anomaly score (AS) to a new gait

instance. The instance is then classified as normal (legitimate user) or abnormal

(unauthorized user) by comparing AS against a threshold. NN analysis has long been

used to perform anomaly detection [36, 37, 38].

More formally, let T = {t1, ..., tM} be the set of instances belonging to the le-

gitimate user and collected during the training phase (training set). The Euclidean

distance between two gait instances a and b is indicated as dist(a, b). To find AS for

a gait instance g, the first step is to calculate the distance to its NN in T :

distNN(g) = dist(g, ng), (4)

where ng is the NN of g in T . Then two normalization parameters are derived from

the M training set instances, namely the average NN distance

µT =
1

M

M∑
i=1

distNN(ti), (5)

and the standard deviation

σT =

√√√√ 1

M

M∑
i=1

(distNN(ti)− µT )2. (6)

Finally, AS is found for the gait instance g as follows:

ASg =
distNN(g)− µT

σT
. (7)
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Table 1: Main characteristics of the group of volunteers involved in data collection (avg.±std.dev.)

Number Age Height Weight

15 males, 5 females 26.3±3.6 years 174.7±8.5 cm 68.6±12.9 kg

For instance, if µT in the training set is 1.0 and σT is 0.2, then an instance with350

NN distance to the training set of 1.4 is characterized by an AS = 2. A high AS

value means that the gait instance is more distant from the legitimate user’s training

data. As a consequence, it was more likely produced by an unauthorized user. Normal

and abnormal instances are distinguished by a threshold (ASth). The value of the

threshold is set as a trade-off between the capability of detecting anomalies and the355

problem of generating false positives (i.e., legitimate user’s instances that are classified

as anomalies).

4. Experiments and evaluation procedure

We performed experiments with accelerometers in a pocket and at the wrist. Col-

lected data were used to evaluate the accuracy of the proposed method and make a360

direct comparison between the two sensor positions.

4.1. Collection of experimental data

Data collection exploited two Shimmer3 devices, which embed a tri-axial accelerom-

eter [39]. One device was worn like a watch (wrist trace), whereas the other was carried

in a front trouser pocket (pocket trace). Twenty volunteers were involved: their main365

characteristics are shown in Table 1. The experiment consisted in walking a corridor

six times: two times at preferred pace, two times at fast pace, and two times keeping

the hand inside the trouser pocket. Hence, three different gait styles were collected for

each user. At the end of the walking session, each volunteer was also asked to perform

random, but periodic, movements with his/her hand (such as drawing an “8” in the370

air repeatedly). The aim was to produce fake gait detections in the wrist trace.

Acceleration was sampled at 51.2 Hz and saved on the persistent memory of the

device. Then, traces were transferred onto a PC where they were used as input for
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the proposed method. This allowed us to test the behavior of the method when using

different values for parameters and thresholds. The walking detection algorithm was375

used to automatically extract gait segments from these traces.

4.2. Feature selection

Feature selection was performed as indicated in [40], where a preliminary descrip-

tion of the technique was presented1. In particular, feature selection relies on the

following two steps:380

1. inputs are reduced by selecting a subset of the six vectors—this reduction is based

on whether features derived from local or global coordinates are used in addi-

tion to magnitude m (magnitude was included in all subsets as autocorrelation

features are computed only on that vector);

2. remaining features are further reduced by using Correlation-based Feature Subset385

Selection with greedy hill climbing search [41].

As shown in Table 2, three different feature sets were selected to evaluate three

different approaches, each using only a subset of the acceleration vectors.

POCKET was used to evaluate the authentication method on the pocket accel-

eration trace. When a device is carried into a pocket, like a smartphone, it would390

be unreliable to assume a predefined orientation of the device. In fact, orientation is

likely to change several times throughout the day depending on the way it is put in the

pocket. Hence, the vectors of acceleration samples measured on the local coordinate

system were excluded. The POCKET approach represents a baseline against which

the wrist-based solution is compared.395

Two variations of the wrist-based approach were considered.

1The authentication technique is here described in more detail, the results are computed on a larger

number of subjects, different anomaly detection methods are considered, the effects produced by the

size of the training set are evaluated, the energy consumption of the method is estimated.
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Table 2: Evaluated approaches and respective feature sets

Approach Input Selected features

POCKET m, h, v AC C1, AC DP2, kurtosism, kurtosish, kurtosisv, MADm,

maxh, MCRm, MCRv, meanh, medianh, medianv, minm,

minv, SDh, skewnessm, skewnessh, skewnessv

WRIST G m, h, v AAVm, AC C1, AC DP1, AC DP2, duration, IQRm,

kurtosism, MCRh, MCRm, medianm, medianv, RMSm,

SDh, skewnessm, skewnessh

WRIST L x, y, z, m AAVy, AC C1, AC DP2, kurtosisx, maxx, maxz, MCRm,

MCRy, MCRz, meanx, meany, meanz, medianx, medianz,

medianm, minx, RMSz, skewnessy, skewnessm

WRIST G used global coordinates on a wrist-worn sensor to enable a direct com-

parison with POCKET. However, it should be considered that the technique used to

estimate the horizontal and vertical vectors relies on the direction of gravity [34]. The

orientation of the device with respect to gravity is likely to vary significantly during400

a gait cycle, due to the swing of the user’s arm. As a result, the estimation may be

inaccurate and fail to provide useful information.

WRIST L relies on the three axes of the local coordinate system plus magnitude.

This approach takes advantage of the fact that a wrist sensor is typically carried with

the same orientation on the user’s arm. For example, a smartwatch is always worn the405

same way to be able to read the display properly. Differently from the pocket trace,

this consistent orientation throughout use enables the adoption of features calculated

with respect to the local coordinate system.

4.3. Evaluation procedure of the anomaly detection technique

The authentication performance of the method was evaluated using two metrics410

commonly adopted in biometric studies: the false rejection rate (FRR) and the false

match rate (FMR), which describe two different kind of errors that may occur. FRR

is the proportion of legitimate user’s instances that are discarded (not authorized),
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whereas FMR is the proportion of instances from unauthorized users that are autho-

rized by the system. For a volunteer v, his/her FRR and FMR can be estimated by415

using leave-one-instance-out cross-validation. In each cross-validation fold, all v’s in-

stances but one are included in the training set – FRR is estimated on the left-out v’s

instance, whereas FMR is estimated on the other users’ instances. Finally, v’s FRR

and FMR are averaged over the cross-validation iterations.

To estimate FRR and FMR values for each user with the procedure described420

above, it is required to set a specific threshold ASth. As an alternative, authentication

accuracy can be evaluated as ASth is varied by using ROC curve analysis. In fact, a

ROC curve depicts the trade-off between the true positive rate and the false positive

rate of a binary classifier as the discriminating threshold is varied [42]. In our context,

the discriminating threshold is ASth, and we define a positive as the detection of an425

unauthorized instance (anomaly), whereas a negative occurs when a gait instance is

authorized. Following this definition, the true positive rate corresponds to the inverse

of FMR (1-FMR), whereas the false positive rate corresponds to the FRR. Hence, the

ROC curve plots (1-FMR) against FRR as ASth is varied. The overall performance is

then measured by means of two widely-used metrics: the equal error rate EER (the430

point of the curve where FRR = FMR) and the area under the curve (AUC).

5. Results and Discussion

In this Section, we first evaluate the results obtained by the combined use of the

walking detection and AC filter modules, in terms of detected gait segments at the two

considered positions, i.e. wrist and pocket. After, we show and discuss the performance435

of the proposed user authentication method for each of the approaches in Table 2. We

also evaluate the impact of gait segment length and training set size on authentication

accuracy. Finally, we compared the proposed anomaly detection technique with two

other solutions from the state of the art.
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5.1. Results on the detection of gait segments440

The performance of the whole gait segment detection process, made of walking

detection plus AC filter, is shown by the histogram in Figure 4, in terms of the average

time required for recognizing a gait segment when the user is actually walking. On

average, a gait segment was detected every 5.1 s in the pocket trace and every 5.5 s in

the wrist trace. The worst case in the pocket experiment occurred for user 19 (6.0 s445

to detect a gait segment), whereas with the wrist-worn device it occurred for user 12

(7.7 s). The total number of detected segments was 689 in the pocket trace, and 643

in the wrist trace. The duration of a gait segment (four cycles) was 4.2 s on average.

5.2. Filtering of irregular gait segments and rejection of non-gait segments

The AC filter discards true gait segments that are characterized by a level of450

regularity that is unsuitable for authenticating the user. The amount of gait segments

discarded by the AC filter is shown in Figure 5, for the two considered positions (wrist

and pocket) and for the different users. As expected, the average rate of discarded

segments at the wrist was significantly higher than in the pocket experiment (10.5%

vs 5.3%). This was mainly due to the arm swing movement during gait, which in455

some occasions may affect the regularity of the acceleration signal. This aspect was

particularly relevant for users 6 and 13, as about 30% of true gait segments were

not considered suitable for authentication. It is interesting to notice that users are

characterized by a relatively wide range, in terms of gait regularity, with a percentage

of discarded gait segments that goes from 0% to 30%.460

The AC filter also discards non-gait segments that are regular enough to pass

the first simple filter, i.e. the one based on standard deviation [31]. As previously

mentioned, volunteers were asked to perform some movements with their hands that

could be confused with real gait segments. The AC filter was able to discard 35 out of

36 non-gait segments. The beneficial effect of the AC filter on authentication accuracy465

is demonstrated in Section 5.4.

It should be noted that this study was not focused on accurate gait detection, and
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Figure 4: Time to detect a gait segment.
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Figure 5: True gait segments discarded by the AC filter.

that the detection rate shown in Figure 4 fully meets the requirements of an application

to authenticate users as soon as they walk a few steps. From this point of view, the

technique for gait segment detection performed fairly well even at the wrist: when470

the user is walking, an authentication opportunity is provided every ∼8 s in the worst

case.
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Figure 6: ROC plot for the three approaches.

Table 3: Results of the three approaches

Metric POCKET WRIST G WRIST L

AUC (%) 99.7 96.9 99.5

EER (%) 2.3 8.1 2.5

5.3. Results on authentication

We trained and cross-validated 20 gait-based authentication models, each time

considering a different user from our dataset as the legitimate user. More precisely,475

we used leave-one-instance-out cross-validation: at each fold the classifier is trained on

all the legitimate user’s gait instances but one, which is left out for testing together

with other users’ instances. Given a number n of legitimate user’s instances, the

procedure is repeated n times, each time leaving out a different genuine instance for

testing. As a result, an anomaly score is obtained for each genuine instance, whereas for480

unauthorized instances the procedure finds an anomaly score per each fold. At the end

of cross-validation the anomaly score of an unauthorized instance is set as the average

score for the instance over the n validation folds. From these scores it is possible to

obtain a ROC curve describing the performance of gait-based authentication when a
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specific user from our dataset is selected as the legitimate user. Finally, in order to find485

metrics describing the overall performance of the gait-based authentication technique,

we computed the average ROC curve over the 20 ROC curves (one per user in the

dataset), by using the “threshold averaging” technique described in [42].

The plot in Figure 6 shows such average ROC curve for each of the three ap-

proaches considered, namely POCKET, WRIST G, and WRIST L. From the curves,490

it is clearly visible that the use of estimated global coordinates on a wrist-worn de-

vice (WRIST G) leads to a substantially worse authentication accuracy. The reason is

that the lightweight technique adopted to estimate vertical and horizontal directions

cannot be applied correctly when the device’s orientation with respect to gravity is

not approximately constant. Indeed, when a person is moving around, the wrist-worn495

sensor is constantly rotated due to the typical arm swing and this hinders the esti-

mation of global coordinates. As a result, the features calculated on h and v do not

provide a sound description of the user’s gait pattern and cannot be used for reliable

authentication. A possible solution would be the use of more advanced techniques to

estimate the orientation of the device in real time, for example including additional500

sensors like a gyroscope and a magnetometer. However, we decided not to investigate

these techniques in this work, as the focus here is on designing a lightweight method

that can be executed in real time in miniaturized devices and that ensures long battery

life.

In order to achieve better accuracy, it is paramount to exploit the fact that a505

wrist-worn device is always worn the same way. Differently from a smartphone, the

orientation of a smartwatch with respect to the user’s arm is not changed throughout

use. This enables the adoption of features derived from the acceleration samples mea-

sured on the device’s local coordinate system. From Figure 6, it is evident that the

performance of this approach (WRIST L, green line) is very close to the one achieved510

by the pocket-worn device.

The metrics shown in Table 3 further support these considerations. The perfor-

mance of POCKET and WRIST L was very close in terms of AUC and EER. In
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Figure 7: Effect of autocorrelation-based filtering on the ROC curve.

Table 4: Effect of autocorrelation-based filtering on EER and AUC (percentage point variation)

Metric POCKET WRIST L

AUC variation +1.0 +4.4

EER variation −1.6 −7.3

particular, WRIST L achieved 2.5% EER and 99.5% AUC. This result is in line with

the best performing gait-based authentication systems in the literature, which typi-515

cally exploited a more favorable body position, such as a device attached to the user’s

waist with a belt. Conversely, the EER of WRIST G was more than three times higher

with respect to the other approaches, with an AUC below 97%.

5.4. AC filter and authentication accuracy

The ROC curves in Figure 7a and 7b highlight the effect of the AC filter on520

POCKET and WRIST L: the authentication accuracy of both approaches is substan-

tially improved when irregular patterns are removed, but the effect is much more visible

for WRIST L. Numerical details are given in Table 4. As previously mentioned, at the

wrist it is more challenging to provide reliable detection of gait cycles for two main

reasons: i) hand movements during gait may lead to merge consecutive steps or split525

25



a single step; ii) spurious hand movements during other activities may lead to false

detections. Both issues are addressed effectively by the proposed AC filter. The im-

pact on EER is a reduction by 7.3 percentage points, whereas AUC is increased by 4.4

percentage points.

The importance of autocorrelation-based analysis is further confirmed by a test530

we performed to evaluate the contribution of individual features to authentication

accuracy. For POCKET and WRIST L, we tried to remove one feature at a time from

the respective features sets, and evaluated the loss in accuracy. For POCKET, the

most valuable feature is AC C1, whose removal leads to an increase of 0.8 percentage

points in the EER. For WRIST, the most valuable feature is AC T2 (+0.4 percentage535

points in the EER), immediately followed by AC C1 (+0.3 percentage points).

5.5. Gait segment length and authentication accuracy

The choice of the number of gait cycles to be included in a gait segment was made

considering the trade-off between authentication accuracy and the ability to perform

continuous authentication even in relatively small environments, where long walks are540

uncommon. A minimum of two gait cycles per segment are required to enable the

analysis of regularity between cycles through autocorrelation. The use of a greater

number of cycles per segment can make gait detection more specific, as spurious hand

movements are less likely to be included in detected segments. Also, by using more

gait cycles, it is possible to filter out the cycles produced when the user starts/stops545

walking, which tend to be less regular and not representative of the user’s gait pattern.

On the other hand, if the required gait segment is too long, the user may not provide

frequent “samples” for authentication, especially if he/she spends most of the time in

a relatively small environment.

Table 5 reports the authentication accuracy results achieved using different gait550

segment lengths. According to these experiments, the use of segments made of four

gait cycles is a reasonable solution to the trade-off, as it achieves high authentication

accuracy while requiring a relatively short walk (about 6 meters considering an average
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Table 5: Authentication results based on the number of cycles per gait segment

Cycles per segment POCKET WRIST L

AUC (%) EER (%) AUC (%) EER (%)

2 99.0 4.3 97.1 7.9

3 99.0 4.3 98.4 6.1

4 99.7 2.3 99.5 2.5

5 99.5 2.8 99.3 2.9

6 99.3 3.4 99.5 3.2
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Figure 8: Effect of training set size on the EER of POCKET and WRIST L, using two different

approaches for reducing the training set.

step length of 0.75 meters). Indeed, using more than four cycles does not seem to

improve authentication accuracy, while a reduced number of gait cycles leads to a555

substantially worse performance, especially for the wrist-based approach.

5.6. Training set size and authentication accuracy

In our experiments the average number of gait instances per user was 32.2 for the

wrist-worn device and 34.1 for the pocket-worn device. In real use, the legitimate user

is expected to wear the device for a few days, so that enough instances describing560

his/her typical gait patterns are captured and included in the training set. In the
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context of a miniaturized device with a relatively small RAM size, the adoption of a

training set reduction technique will be necessary to ensure that the set fits into main

memory.

Two different configurations can be identified: i) the device is equipped with per-565

sistent storage (e.g., the Shimmer has 2 GB of microSD storage); ii) the device can

only save gait instances into RAM, even during the training phase. In the first configu-

ration, thanks to the presence of persistent storage, all the gait instances found during

the training phase can be stored. Hence, the reduction technique can be applied at

the end of the training phase on all the found instances, in order to ensure that the570

final training set fits into RAM. In contrast, in the second configuration the device

can only save a limited number of training instances during the training phase: once

the maximum number of instances has been reached, the reduction technique will be

used to decide whether each new instance should replace one of the instances already

included in the training set.575

In both configurations (reduction applied at the end of training or for each new

instance), we propose a reduction technique that attempts to eliminate a gait in-

stance belonging to a dense area of the feature space. More precisely, it is eliminated

the instance with the smaller distance from its two nearest neighbors in the training

set, considering the sum of the distances from the nearest neighbor and the second-580

nearest neighbour (2-NN sum algorithm). Such instance is likely to carry redundant

information, and it is reasonable to expect that its removal has a minor impact on

authentication accuracy.

We tested these two configurations on our dataset, considering training set sizes

ranging from 5 to 45 (the maximum number of gait instances per user in our ex-585

periments was 44 for POCKET and 45 for WRIST). In the first configuration, the

reduction technique is applied repeatedly on the entire training set, until the desired

training set size is achieved. In the second configuration, given a desired training set

size S, the first S instances are added to the training set, then the reduction technique

is used for each additional instance to decide whether it should replace another in-590
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Table 6: Results of other anomaly detection techniques

Classifier POCKET WRIST L

AUC (%) EER (%) AUC (%) EER (%)

OCSVM 99.5 2.5 99.2 3.5

IF 95.4 11.0 95.0 11.7

stance in the training set. Results of this experiment are presented in Figure 8a (first

configuration), and Figure 8b (second configuration). These plots show the achieved

EER in relation to a specific training set size limit.

Some interesting conclusions can be drawn from this experiment. First, the two

configurations achieve similar results, and thus it is not strictly necessary to save595

the entire training set on persistent storage before applying the reduction technique.

This potentially enables the use of devices with extremely constrained specifications.

Second, the reduction of the training size has a similar impact on the two device

positions, POCKET and WRIST L, in terms of authentication accuracy. Finally, in

the considered experimental setting, when using a training set size of at least 10 gait600

instances the EER is always below 4%, and the loss with respect to using the full

training set is ≤ 1 percentage point in terms of EER.

5.7. Comparison with other anomaly detection techniques

As mentioned in Section 3.4, the problem of gait-based authentication belongs to

the field of semi-supervised anomaly detection, which requires to perform one-class605

classification. The classifier is trained only on the normal class (i.e., the legitimate

user’s instances). Then, it should be able to identify new instances as genuine or

anomalies by assigning an anomaly score (AS). In the following we compare the pro-

posed classifier, which is based on NN analysis, with two popular techniques in the

field of one-class classification: One-Class Support Vector Machine (OCSVM) [43], and610

Isolation Forest (IF) [44].

Table 6 shows the results obtained by OCSVM and IF on our dataset, using the

same evaluation procedure. For both classifiers we used the implementation of the
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Scikit-learn Python library with the default parameter values, the only exception being

the ν parameter of OCSVM, which was fine-tuned to improve classification results (the615

selected value was ν = 0.2). It can be observed that, on our experiment, the NN-based

approach and OCVSM achieved excellent results, with NN being slightly superior on

both POCKET and WRIST L experiments. On the other hand, in this specific context

IF was clearly outperformed, showing an EER above 10%.

These results support our selection of a classifier based on NN analysis. Moreover,620

it should be highlighted that NN-based classification offers a key advantage over other

solutions for on-node implementation, which is among the main aims of this study.

Indeed, the NN-based classifier does not require to explicitly build a model at the

end of the training phase, as the model is represented by the training instances. This

means that even the training phase can be performed on a device with extremely625

constrained resources. In contrast, training an OCSVM can be costly in terms of

both processing power and memory requirements [45], while IF has relatively greater

memory requirements for the trained model, as it is composed of an ensemble of binary

decision trees (100 decision trees when using the default configuration).

5.8. Limitations630

Our work is based on an experimental setting that is very common in this field: su-

pervised walking performed by volunteers in a controlled environment. The presented

results show that our method achieves EER results in line with (or better than) most

of the studies from the state of the art that used a similar experimental setting (for

example [25] relying on 500 s of walk for each user, or [29] where data collection oc-635

curred under the supervision of a researcher). The key contribution is that we proved

that a lightweight approach for continuous authentication is possible, at least in this

experimental context. Also, we showed that a wrist-based solution does not lead to

worsened results compared to a device placed in a pocket, opening up the way to a

broader use of smartwatches for gait-based authentication or even smart-wristbands,640

which are generally characterized by limited computing power.
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The evaluation of temporal robustness would require repeating the experiments on

a different day under different conditions, or performing long-term experiments. Such

long-term experiments are beyond the scope of this work. Indeed, as far as we know a

very limited number of recent works attempted to apply gait-based authentication to645

real world data (for example [46], where 6 users wore a smartwatch 2 hours per day

for 3 days obtaining 95.2% of true positive rate, or [47] where the data collected on

two different days was used to understand the impact of such a factor). Long-term

traces would also be useful for estimating the duration of the training period, in order

to fully learn the user’s gait pattern. Concerning this problem, the analysis presented650

in Section 5.6 allows a better understanding of the impact of a limited training size on

the performance of the method (as a long-term collection could lead to an excessive

growth of the user’s model). It can thus be considered as an intermediate step in the

direction of long-term experiments.

6. Real-time execution and power consumption655

On-node processing is key for wearable-based applications aimed at the continuous

monitoring of users’ activities. The reason is twofold: i) the device can always offer

the required service, even when not in the range of an external device; ii) on-node pro-

cessing reduces the amount of radio transmissions required and ensures a significantly

longer battery duration. This, in turn, improves usability and fosters user acceptance.660

In this section, we first provide details on how the proposed method can be imple-

mented and executed on devices with limited resources. This proves that the method

is sufficiently lightweight, in terms of both computational and memory requirements,

to be executed in real time in miniaturized devices. After, we also demonstrate the

energy saving deriving from the on-node processing strategy.665

6.1. Implementation as an event-driven TinyOS application

A prototype of the proposed method was implemented for Shimmer2r devices,

which are equipped with a microcontroller unit (MCU) running at 8 MHz and with
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Figure 9: Event-driven implementation.

10 KB of RAM. Battery capacity is 450 mAh. The prototype was developed using

TinyOS version 2.1.2 and the nesC programming language [48]. TinyOS applications670

are event-driven and characterized by three computational abstractions: commands,

events and tasks. Commands are used to require a specific service. Events are signaled

on completion of a service, triggering the execution of the corresponding handler. The

event handler must be responsive – extensive computations, if required, are deferred by

scheduling the later execution of a task. Tasks are executed in background according675

to a FIFO policy, when there are no other handlers currently running.

The architecture presented in Figure 1 can be easily adapted to the event-driven

paradigm. The boot procedure enables the accelerometer and the ADC, and requests

acceleration sampling with 51.2 Hz frequency. After, the behavior of the application is

described by an asynchronous event, an event handler and a task, as shown in Figure 9.680

The event signals that a new sample is ready to be processed.

The event handler implements the acceleration sampling and walking detection

modules of our method. Raw acceleration components (x, y, z) are converted into g

units, then the acceleration magnitude (m) is computed. The three acceleration com-

ponents and magnitude are added to a ring buffer by overwriting the oldest acceleration685

sample. The ring buffer can store up to 512 values for each component, representing

the last 10 s of acceleration data. Acceleration values are represented as 16-bit integers

– with respect to floats, this cuts RAM occupation by 50% and also leads to a dramatic
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reduction in terms of computational cost (the MCU does not embed a floating point

unit). Walking detection is implemented as a finite state machine. Each new sample is690

used as input to the machine, so as to update its inner state. If a new gait segment is

not found, the event handler terminates and the device becomes idle until the sampling

timer fires again. Conversely, when a gait segment is detected, the handler schedules

the execution of the authentication task, which includes AC filter, feature extraction,

and anomaly detection.695

The application requires ∼7 KB of RAM without considering the training set. The

remaining RAM can be used to load a training set with up to 75 gait instances, each

being a gait pattern of the legitimate user.

6.2. Real-time processing

The application must process a gait segment before the respective part of the buffer700

gets overwritten. To this end, two requirements must be met. Given a gait segment

g, let dg be its duration and let pg be the time required to process g for gait-based

authentication. The first requirement is that pg < dg. This requirement guarantees

that the application is able to keep up with the flow of acceleration samples without

backlog, even in presence of back-to-back gait segments. The second requirement is705

that pg < bufCapacity− dmax, where bufCapacity is the interval of acceleration data

that can be held in the ring buffer, and dmax is the longest gait segment accepted by

the walking detection algorithm.

In our implementation the buffer can store up to 10 s of samples (bufCapacity).

The duration of gait segments in the dataset ranged from 3.4 to 5.6 s, with a mean710

of 4.2 s. With a conservative approach, the walking detection algorithm was tuned to

detect segments lasting up to 7 s (dmax). Therefore, according to the second require-

ment, the time to process a segment (pg) must be shorter than 3 s. The atomic code of

the event handler requires < 1 ms to read and process an acceleration sample. Hence,

the reminder of the sampling period (∼ 19 ms) is used to execute the authentication715

task, when active. Under these conditions, the MCU can process a 7 s segment in less
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Figure 10: On-node processing strategy – estimated power consumption based on user’s activity.

Table 7: Subtasks and average power consumption

Subtask Average power consumption

Acceleration sampling 3.0 mW

Radio streaming 2.9 mW

Walking detection 0.4 mW

AC filter 0.8 mW

Feature extraction 1.1 mW

Anomaly detection 0.1 mW

than 1 s and meets both the requirements mentioned above. This result proves that

the proposed method can be executed in real time by a Shimmer device.

6.3. Power consumption and battery duration estimation

We estimated power consumption considering two opposite strategies: on-node720

processing, where all the required operations are executed in the wearable device, and

external processing, where raw acceleration samples are sent to an external companion

device (such as a smartphone). The analysis started by estimating the average con-

sumption associated with each of the different subtasks that compose our method, as

well as the power required to stream samples continuously to the companion device.725

The results are summarized in Table 7.

Acceleration sampling includes sampling the ADC at 51.2 Hz, converting accel-
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eration components and saving them into the ring buffer. This requires an average

consumption of ∼ 3.0 mW – this power requirement is a baseline that cannot be

avoided, whatever the strategy adopted. Radio streaming was estimated as follows.730

First, we implemented a simple protocol to transmit reliably a five-second window of

samples every 5 s. Then, we measured the time required to transmit each window, so

as to find the duty cycle of the radio module. Finally, we combined the duty cycle

information with the transmission power consumption indicated in the datasheet of

the Shimmer’s radio module (CC2420). As a result, we estimated an average power735

consumption of 2.9 mW to send samples to a base station. The strategy that relies on

an external device always shows the same power consumption, regardless of the user’s

activity, given by the sum of acceleration sampling and radio streaming (∼ 5.9 mW).

Walking detection requires ∼ 0.5 ms of processing for each new acceleration sam-

ple, corresponding to an average consumption of ∼ 0.4 mW. In the on-node strategy,740

walking detection is performed continuously.

The power consumption of the remaining subtasks of the on-node strategy depends

on the current activity performed by the user. This is better explained in Figure 10,

which shows the estimated consumption associated with each subtask in three different

scenarios: i) the user is idle (i.e., not walking); ii) the user may be walking and a745

gait segment is found, but the segment is discarded by the AC filter; iii) the user

is walking and the gait segment is used for authentication. When the user is idle

(gray bars), none of the gait authentication subtasks is executed, as the application

only performs acceleration sampling and walking detection. Whenever the user is

walking and a gait segment is found, the AC filter subtask is executed, with the power750

consumption indicated in Table 7. This value represents the average power required

for the duration of the gait segment. If the gait segment is discarded by the filter

(light blue bars in Figure 10), then feature extraction and anomaly detection are not

necessary. Conversely, if the gait segment is used for authentication (blue bars), then

all the subtasks are executed. During authentication the power consumption of the755

on-node strategy is ∼5.3 mW.
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Finally, Figure 11 shows the estimated battery duration for the two strategies, as

a function of the user’s daily walking activity. The strategy that relies on an external

device has an expected battery duration of ∼ 9.5 days regardless of the user’s activ-

ity level. Even considering a scenario where the user has been extremely active (e.g.,760

walking 200 minutes a day), on-node processing shows a clearly superior performance.

In fact, the estimated battery duration is more than 60% longer when authentication

is executed in the wearable device. This result confirms the importance of develop-

ing a lightweight technique that can be implemented and executed in real time in

miniaturized devices.765

7. Conclusions

Smartwatches and other wrist-worn devices are used by an ever-increasing number

of people. In this paper, an authentication method based on gait analysis at the

wrist has been presented and evaluated. The method relies on the acceleration signal

and uses anomaly detection to understand if the current user is the legitimate one or770

someone else. The experimental evaluation shows that the method is reliable and that

authentication can be executed with an EER of 2.5%.

Previous research on gait-based authentication mostly focused on techniques tai-

lored for being executed on smartphones. A direct transposition of such techniques to
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wrist-worn devices is destined to be sub-optimal, as demonstrated in Section 5. In fact,775

smartphones are generally carried in a user’s pocket and are thus positioned near the

center of mass. This makes smartphones less susceptible to spurious movements. On

the contrary, wrist-worn devices are subject to frequent accelerations produced by the

use of hands for everyday tasks and gesticulation. These accelerations are not related

to gait and must be filtered out by the authentication method, making the process780

more challenging.

Another aspect that differentiates smartphones from wrist-worn devices is their

orientation. Smartphones can be oriented in different ways with respect to the user’s

body, for example depending on the way they have been inserted in a pocket. Con-

versely, wrist-worn devices have a fixed orientation with respect to the user’s arm, and785

this is an advantage as it does not require to compute features on a global reference

system.

The presented method relies on a single accelerometer to reduce implementation

complexity and cost. In future work, we will evaluate the adoption of additional sen-

sors, such as gyroscope or magnetometer, from which additional information can only790

be beneficial in terms of authentication accuracy. However, it should be considered

that the reduced complexity of the solution proposed in this work enables its imple-

mentation and real-time execution in microcontroller-based devices, characterized by

limited computational capacity and storage. Furthermore, the evaluation of the energy

usage by the method shows that executing authentication on the wrist-worn device is795

paramount to ensure that continuous use in days is possible on battery operated de-

vices. More specifically, the on-node processing strategy improves battery usage by

more than 60% with respect to streaming information to a more powerful device (e.g.,

a smartphone).

To enable direct comparison with the proposed method and foster further ad-800

vancements in the field, the acceleration traces will be made publicly available at the

following address upon publication:

http://vecchio.iet.unipi.it/gaitanalysis.

37



Acknowledgments

This research was supported by the PRA 2018 81 project “Wearable sensor sys-805

tems: personalized analysis and data security in healthcare”, funded by the University

of Pisa, and by the Italian Ministry of Education and Research (MIUR) in the frame-

work of the CrossLab project (Departments of Excellence).

References

[1] S. Zhang, P. McCullagh, H. Zheng, C. Nugent, Situation awareness inferred from810

posture transition and location: Derived from smartphone and smart home sen-

sors, IEEE Trans. on Human-Machine Systems 47 (6) (2017) 814–821.

[2] M. Ehatisham-ul Haq, M. Awais Azam, U. Naeem, Y. Amin, J. Loo, Contin-

uous authentication of smartphone users based on activity pattern recognition

using passive mobile sensing, Journal of Network and Computer Applications815

109 (February) (2018) 24–35.

[3] K. Halunen, J. Häikiö, V. Vallivaara, Evaluation of user authentication methods

in the gadget-free world, Pervasive and Mobile Computing 40 (2017) 220–241.

[4] L. Bianchi, D. Angelini, F. Lacquaniti, Individual characteristics of human walk-
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