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Abstract—Cyber-Physical Systems (CPSs) are a large class of
systems characterized by networked co-operating sub-systems,
that perceive surrounding environment via sensors and actuators.
Cybersecurity is relevant in CPSs because, on the one hand,
these systems expose a wide cyber-attack surface while, on the
other hand, a security infringement may translate into a safety
infringement. This work presents a methodology for developing
an intrusion detection system for CPSs based on neural networks.
The methodology exploits a digital twin of the CPS to generate
traces of executions. An instrumented approach is used to extend
the digital twin model by introducing functions that simulate the
effects of various class of attacks on the system. The instrumented
digital twin is used to gather data of the system’s behaviour
with and without attacks. Collected data are used for training
the neural network. To illustrate the methodology we consider
a case-study featuring an Adaptive Cruise Control System in
autonomously driving vehicles. A Multi-Layer Perceptron neural
network is trained to detect attacks to sensors. Results show an
accuracy of 94% in detecting attacks.

Index Terms—Cyber-Physical Systems, Cybersecurity, Neural
Networks, Autonomous Driving

I. INTRODUCTION

Cyber-physical Systems (CPSs) are increasingly widespread
and they are growing in complexity. Examples of CPSs
are Smart Grids, Transportation Systems, 4.0 Industries and
Energy Systems. They are an integration of sub-systems
possibly designed by different vendors and provide a smooth
interaction between hardware and software components since
they have cooperating computational, networking and physical
processes.

A digital twin is a virtual replica of physical systems,
created and maintained to gather insights about its physical
counterpart [1]. A digital twin can be used for simulation with
possibly many different scenarios in order to gain an insight
into how the real system behaves, as well as for monitoring,
diagnostics, anomaly detection and predictive maintenance [2],
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Cybersecurity is a really important topic for CPSs [5],
because, on the one hand, these systems expose a wide cyber-
attack surface while, on the other hand, a security breach may
translate into a safety issue. Attacks on CPSs could be on
sensors, actuators or controllers, or the network.

Common approaches for detecting attacks on a system point
towards the usage of Intrusion Detection Systems (IDSs) that
monitor the CPS for anomalies in network traffic or system
behaviours [6] [7], [8]. Many IDSs use machine learning
algorithms, since they learn from data and can recognize
patterns that are hard to identify by humans. For example,
in [9], different machine learning algorithms are applied for
the creation of IDSs for network security. With respect to other
solutions, machine learning based IDSs are shown to provide
better ability to detect new types of attacks and to reduce the
amount of false positives.

Machine learning is a very large field that aims at creating
systems that are able to learn and increase performances based
on the data that are given to it. Within machine learning resides
Neural Networks (NN), which are a particular type of machine
learning systems that aims at replicating the human neuron’s
work.

In this work we present a general methodology for training
a neural network to detect attacks in a CPS based on a digital
twin. The methodology starts by analysing the effect of differ-
ent attack scenarios in the system, followed by the collection
of the system’s traces of execution in absence/presence of
attacks and the training of the neural network. The digital
twin is instrumented by extending the model of the CPS
by introducing functions that simulate the effects of various
classes of attacks on the system. Data collected are labeled
to distinguish scenarios with and without attacks. In order to
give more flexibility during the modelling and simulation of
CPSs, co-simulation technique is applied [10]. We use the
traces collected in presence and absence of attacks to train
a NN based IDS.

The developed methodology is applied to a case study
featuring an Adaptive Cruise Control System in autonomously
driving vehicles [11]. In autonomous driving, cars are con-
tinuously connected [12]. While safety has always been a
strict requirement, recently cybersecurity is getting more
and more interest, as attested by the recent release of the
ISO/SAE 21434 standard [13].

The use case consists of two autonomous driving vehicles
always trying to keep a safe distance between them. The study
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focuses on attacks made on sensors, which, by modifying the
sensed values sent to the controller, cause problems in the
decision-making process of the vehicle and may lead to a
collision.

The paper is organised as follows: Section II reports basic
concepts on co-simulation and neural networks; Section III
describes the methodology; Section IV provides an insight on
a case study used to apply the methodology; Section V shows,
and analyzes, the results obtained; finally, Section VI contains
conclusions and further work.

II. BACKGROUND

This section briefly recalls basic concepts on co-simulation
and design space exploration, and on neural networks.

A. Co-simulation

In the field of CPSs, simulation often takes the form
of co-simulation [10]. Co-simulation allows different system
elements to be modelled by different languages and simulated
each by a dedicated simulator, with a co-simulation master
orchestrating their execution. The term multi-model is used to
indicate the model of the whole system.

The Functional Mockup Interface (FMI) [14] is a public-
domain standard that defines a container and an interface
to exchange each simulation model as a component, called
Functional Mockup Unit (FMU). Fig. 1 shows an example
of FMI-compliant co-simulation architecture, where the COE
module is the Co-simulation Orchestrator Engine. In particular,
each FMU is a zip file that contains the methods responsible
for the model evolution, together with the model’s parameters
(input and output variables), a simulator and the implementa-
tion of the API of the FMI standard, used by the orchestrator
to interface itself with each simulator. In our work, the co-
simulation toolbox used is the INtegrated TOol chain for
model-based design of CPSs (INTO-CPS) application [15].

The Design Space Exploration tool (DSE) [16] is a tool
provided by INTO-CPS that allow us to automatically run
simulations over a set of scenarios in order to find the
best combination of parameters according to an optimization
function defined by the user.

When defining a DSE configuration, the following elements
must be specified: the FMUs to use and how they should be
connected; a set of values for each parameter of every FMU
used; the search algorithm, which is usually the exhaustive
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Fig. 2. Multi-Layer Perceptron example

search, that simply computes the list of scenarios by doing a
Cartesian product between all the set of values per parameter.
Other information can be provided such as a custom optimiza-
tion function and constraints on the parameter combinations.

All the aforementioned parameters are saved into a JSON
file, automatically created by the INTO-CPS application.
When a space exploration is executed, a simulation per each
parameter combination is run and, for each simulation, a csv
file containing the time series related to the system’s state
evolution is stored.

B. Neural Network: Multi-Layer Perceptron

Multi-Layer Perceptrons (MLPs) [17] are a specific type of
neural networks which base their decision making process on a
matrix of values, i.e. weights, that gets updated during the so-
called training phase, depending on the data provided, in order
to fit a specific task. An MLP is composed of many neurons,
called perceptrons, organized in layers, where each neuron in
one layer is connected to any neuron in the adjacent layers,
as it is shown in Fig. 2, where X; is the i-th input feature,
Y is the j-th output, VV/fk is the weight of the A-th layer that
connects neuron / with neuron k, n is the number of input
features and m is the number of neurons in the hidden layer.
Those types of networks take as input a vector containing
the features to analyze and, through the use of the weight
matrix and the activation functions of the neurons, compute
the output vector. The training phase requires a dataset with a
set of vectors of features, where each vector is called entry, and
for each entry, a label is required, which is the desired output
vector that the network has to learn. The training process can
be summarised as follows:

o The network takes one or more input entries from the

training dataset and tries to predict the correct output.

o The predicted value is compared against the desired one,

computing the error.

e The error is then back-propagated into the network,

changing the weights, to reduce the error.

III. METHODOLOGY

This section describes the proposed methodology, which
consists of four different steps. The description will not be
case-specific, thus making it a general approach that can be
applied to any CPS. The steps are the following:



o Extension of the baseline digital twin by introducing

attack scenarios, i.e. attack injection;

o Data gathering through simulations in presence and ab-

sence of attacks;

o Training dataset creation, filtering wrong data samples

and labeling;

o Neural network training.

The methodology was developed to work in a suggested
environment, composed of INTO-CPS [15] for co-simulation
and MATLAB [18] for neural networks. The former was
chosen mainly because it provides the design space exploration
tool. MATLAB instead was suggested because of the toolboxes
for the creation of neural networks (deep learning toolbox),
and because it allows to export models according to the
FMI standard. However, the methodology is not limited to
the suggested environment, e.g. it is possible to use Python
instead of MATLAB for the neural network, thanks to the
UniFMU toolbox [19] which allows exporting models in
various languages into an FMU. The following subsections
provide details on each step.

A. Attack Injection

To develop a neural network for attack detection, the first
step should be to add the possibility to model the effects of
attacks on the system model [20].

To model attacks there are two main approaches:

o Extend a preexisting FMU introducing a function that
alters the behaviour of the sub-system when some con-
ditions are met, for example, an attack can start after a
given number of simulation steps and it can last a given
number of steps;

o Create a new Attack FMU, that will be inserted as a man
in the middle between two other FMUs, which contains
one or more functions to implement the attacks.

The methodology supports both approaches, but it is impor-
tant to note that the first solution can’t be used if the target
FMU is a black box and doesn’t allow access or modify the
code. The second solution on the other hand is always possible
but it will slightly modify the co-simulation architecture of the
system.

The implementation of many different attacks results in
several additional parameters for the CPS. In particular, pe-
riodic or non-periodic attacks should be modelled. Moreover,
the shape of the attack function must vary, e.g. in case of
data alteration, step, ramp or sinusoidal functions should be
considered. Finally, the attack function should have some
parameters to precisely describe it, i.e. in the case of a step
function, it is required the size of the step.

B. Data Gathering

The data gathering process consists of the automatic sim-
ulations of different combinations of the parameters of the
CPS. This can be achieved with the DSE tool provided
by INTO-CPS. It is possible to exploit its functionalities
to automatically execute simulations and collect time series
related to the system’s state evolution with and without attacks.

The DSE JSON configuration file, available for the selected
multi-model, can be accessed and modified, thus allowing us
to create a script to inject new data inside the set of values for
each parameter of the multi-model. Moreover, it is possible to
add random values, thus helping with the exploration of the
design space. It is important to note that the final goal of this
step is to obtain data that will be used for training a neural
network. For this reason, having a large dataset is preferred.

Moreover, introducing randomicity in the attacks and in the
overall system will help the network to generalize, rather than
letting it memorize only a smaller portion of the whole sample
space.

C. Training Dataset creation

A well designed training dataset is crucial for the creation
of a neural network. A dataset is composed of a set of entries,
which are an array of information that depends on the type of
networks that we want to train. In order to define the task to
be learned by the classifier, each entry must be labeled, since
we work with a supervised training algorithm. It’s important
to make sure that each different label has approximately the
same number of entries, in order to have a balanced dataset. In
conclusion, each entry should provide meaningful information.
To ensure this, correlated entries should be avoided. Moreover,
during the data gathering process it is possible that during the
simulation of an attack scenario, the system eventually ends
up in an inconsistent state, e.g., if two vehicles crash, the
behaviour of the system after the crash is not useful to detect
the crash and therefore should not be included in the dataset.

D. Neural Network training

After the generation of the dataset, depending on the type
of neural network selected, some pre-processing might be
required. Furthermore, the training phase consists of finding
the optimal values for the hyperparameters of the network
(e.g., variables that determine the network structure) to obtain
the best performances, e.g. the number of neurons or hidden
layers for a Multi-Layer Perceptron. Algorithms that help with
this task are the Grid Search and Genetic Algorithm [21].

Of course, at the end of the training phase, the output
will be the best neural network among the ones that have
been tested, but it doesn’t necessarily mean that it will have
acceptable performances, e.g. the accuracy might be below an
acceptability threshold. If that is the case, the algorithm should
be run again, changing the pool of hyperparameters to test or
changing the training dataset by adding new data.

IV. CASE STUDY

In order to test the efficiency and validity of the methodol-
ogy described in the previous section, it was applied to a case
study. The CPS under analysis was obtained from a MATLAB
project called Adaptive Cruise Control System Using Model
Predictive Control [11]. Sensor reading attacks are taken into
account.

The system consists of two vehicles, one called Ego Car
and the other Lead Car. The Ego Car aims at following the
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Lead Car. The Ego Car has two different operational modes
depending on the actual distance between the two vehicles, as
it can be seen in Fig. 3.

Before analyzing the algorithm we should present the safe
distance (dsqfe):

dsafe = tgap X Vego + dpase

where 44, is parameter that refers to the reaction time, vego
is the actual velocity of the Ego Car and dpqs. is a base value
of the safe distance.

The two operational modes are called spacing control and
speed control. The vehicle goes on spacing control when the
actual distance is smaller than the computed safe distance,
making it slow down in order to increase the distance between
the two. Instead, it goes on speed control when the distance
is greater than the safe distance, thus making the following
car’s speed increase up to a higher bound, which is a system’s
parameter called vge.

Finally, the leader moves regardless of what is happening
at the Ego Car, and in the case under study its acceleration
is modelled with a sine function. We chose to use the sine
function since it makes sufficiently complex the task of fol-
lowing the leader. The Lead Car has four parameters dedicated
to the sine function that models the acceleration, which are
the frequency, phase, offset and amplitude, and they can be
modified to study different behavioural scenarios. Another
reason why the sine function was selected is the fact that, by
changing the parameters and the simulation time, it is possible
to approximate many other different behavioral acceleration
functions for the leader. The formula for the acceleration is
the following:

acc = amplitude x sin(frequency X t + phase) + offset

where ¢ is the simulation time.

The models of both the Lead car and the Ego car are in
Simulink and we exported them as FMUs.

Morever, the controller of the Ego Car is a black box, thus
it was not possible to modify it. Furthermore, its FMU had
both Plant and Controller inside (see FMU1 in Fig. 1).

A. Attack Injection

The selected attacks are sensor reading attacks. The position
and velocitiy of the Lead Car measured by sensors on the the
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Fig. 4. Schema for the injection of an attack

Ego Car are altered. These data are input to the controller of
the car.

Since the Ego Car’s FMU is composed of both Plant and
Controller, we chose to modify its model by introducing a
MATLAB function between sensor’s output and controller’s
input, as it is shown in Fig. 4).

In order to easily configure the attack scenarios it is required
to add a few parameters to the baseline model, i.e. give the
possibility to define the type of the data alteration and the
starting time of the attack.

Three different attacks were implemented and each one of
those could have been constant or periodic, i.e. the attack starts
and never stops or it periodically changes between active and
inactive state.

As an example, the first type of attack will be presented
here, which is a step function alteration. When the attack
starts, the attack function will provide data to the controller
which are obtained from a sensor incremented by a value that
is defined at configuration time. For example, the vehicle might
see the leader 5 meters further away than it actually is, thus
possibly causing the follower to stay in speed control rather
than going in spacing control. This can be dangerous as it
reduces the safe distance between the two cars. When the
attack starts, the attack function simply modifies the sensed
data using an offset defined at configuration time. In Fig. 5 it
is shown the evolution of the distance perceived by the Ego
Car during a simulation. The attack starts after 20 simulated
seconds and it increases the value obtained by the sensors by
5 meters. In red it is shown the distance perceived by the Ego
Car. In green is the actual distance between Ego Car and Lead
Car. Before time 20, both are equal but after time 20, when
the attack starts, the value differ for 5 meters

B. Data Gathering and Neural Network Creation

Since we decided to use a Multi-Layer Perceptron for the
classification task, we have to keep in mind that such a network
requires as input a set of features. Those can be collected
by applying functions, such as the max and min function, to
a subset of the time-series of csv file. Each subset is then
called window and the size of the window defines both the
amount of information stored and the responsiveness of the
neural network, since the latter will only send an output once
per window. In our case study, the window size was chosen
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to be equal to 20 entries of the time-series, e.g. 2 seconds of
simulation time.

In order to properly explore the design space, different
batches of simulations were run. Each one of those was
referring to only one attack type, being in total four, one
batch for each type of attack and one batch without attacks.
Then, adjusting the parameters accordingly, it is possible to
balance the number of time windows with attack and the
number of time windows without attacks. More precisely it
is sufficient to set the starting time of the attacks to exactly
one-third of the simulation time of the co-simulation run.
This way, given the fact that a co-simulation run lasted
for 100 seconds of simulated time and each window was
2 seconds long, each simulation would provide a total of
50 windows. Considering that each batch is composed of
3000 runs, the total number of ’under attack” windows is
50 - % x 3000 x 3 = 300000, which will be the same for the
”no attack” windows (50- % x 3000 x 3450 x 3000 = 300000).

This is, of course, an approximation, since some time-series
were removed because they were referring to inconsistent
states. The whole data gathering process took around 5 days
to fully complete.

Moreover, in order to correctly save the data that we need
for the training phase it was necessary to introduce in the
architecture a new FMU, named Dummy FMU, since the DSE
only saves into the csv file, data related to output variables that
are connected to input variables of another FMU. The Dummy
FMU will have many input ports, that will be connected to
variables that need to be monitored. In order to monitor the
evolution of an internal variable of an FMU, such variable
must be connected to an output one, which will be sent as
input to the Dummy FMU. The co-simulation schema related
to the data gathering process is provided in Fig. 6, and it can
be generalized to other CPS.

After the dataset was finally obtained, the Multi-Layer
Perceptron (MLP) training phase started.

This type of network requires, as input, a set of features. The
latter should be computed on the time series within a specific
time window. Usually, when dealing with the feature selection
problem, a method provided by MATLAB called sequentialfs

EGO CAR LEAD CAR DUMMY FMU

v_ego V_ego
X lead x_lead €9
v lead rel_speed \ lead rel_speed
- distance - distance

-
COE ]
\

Fig. 6. Co-Simulation schema for data gathering

[22] should be used.

The following features are used: minimum, maximum, mean,
standard deviation, skewness and harmonic mean, applied to
the velocity of the Ego Car, the distance perceived and the
relative velocity perceived.

After a series of tests with different hyperparameters, we
found the best structure to be a one hidden layer with 25
neurons.

V. RESULTS

To evaluate the network’s performance for our classification
problem, the confusion matrix is used. The labels, and so the
predictions of our network, are only two, which are ”Under
Attack” and “No Attack™.

The confusion matrix will be a 2 by 2 matrix where the
rows refer to the prediction of the network, i.e. the first row
contains the "No Attack” outputs, the second one instead has
the ”Under Attack” ones. The columns refer to the desired
output, which the network aims at replicating. Each cell of
the matrix (i, j) contains a number, which is the number of
entries of the dataset of label j that were labeled as i by the
network.

Given this definition, it’s easy to say that the cells on the
diagonal contain the correct predictions of the network. Each
cell has a meaning:

o top-left: counts the correct "no attack™ predictions, i.g.

true negatives,

o top-right: counts the number of entries labelled as “no
attack” but were actually “under attack”, called false
negatives;

o bottom-left: counts the number of entries labelled as
“under attack” but actually weren’t, called false positives;

¢ bottom-right: counts the correct “under attack” predic-
tions, i.g. true positives.

In Fig. 7 it is shown the confusion matrix obtained after the
training phase of the optimal network, having 25 neurons in
the only hidden layer.

Moreover, after obtaining the results shown, in order to
verify its validity, we started a new data gathering phase, with
a total of 3000 simulations of new scenarios never seen by the
network, balancing the entries between “no attack” and “under
attack”. The accuracy obtained during this test phase was of
the same order of magnitude of the one shown in Fig. 7, thus
validating the previous results.

As it can be seen in the matrix, the percentage of false
negatives that we obtained was significantly higher than the



Overall Confusion Matrix

317218 35'323 Predicted
Output:
50.9% 5.7% No Attack
2344 268'015 Predicted
Output:
0 0,
L e Under Attack
Label: Label: Overall Accuracy:
No Attack Under Attack 93.9%

Fig. 7. Testing Accuracy

false positives one. For this reason, a deeper analysis was done
to identify its cause. Launching a series of simulations of the
system under attack, it is possible to notice that, since the Ego
Car’s controller is a Model Predictive Controller (MPC), if the
attack has a low intensity, i.e. a very low offset value for the
step function attack, and is kept constant for the rest of the
simulation, eventually the MPC will adapt to the change and
the attack will have virtually no effect.

For this reason, after some simulation time the classifier
will not be able to detect the presence of the attack, but it
will almost always detect it as soon as it starts, which is a
good result, since it can be used to implement a mitigation
mechanism to avoid hazardous events on the system.

VI. CONCLUSIONS

This paper proposes a methodology to train and test neural
networks for the detection of attacks in CPSs, based on a data
set obtained by simulating the model of the system. The paper
also provides an application example of such methodology on
a case study inspired by the MATLAB project on autonomous
vehicles. The methodology provides a precise but yet very
flexible workflow that could be applied to different scenarios
with little effort. Moreover, the results obtained show the
potential of such an approach.

When dealing with neural networks and machine learning in
general, having a large dataset may be the difference between a
well trained network and another. Simulation based approaches
allow to easily control the size and content of the training data,
making it a very powerful solution.

Further work includes the following activities:

« Introducing strategies and algorithms to optimize the data
gathering process, which is one of the most time and
memory consuming step in the methodology;

o Adding a general solution to export the classifier into an
FMU, to allow co-simulating the whole system together
with the intrusion detection system;
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To further assess the methodology’s validity, apply it to
a more complex and realistic case study.
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