
Anticipating Disasters through a Security Twin

Fabrizio Baiardi 1*, Salvatore Ruggieri 1† and
Vincenzo Sammartino 1†

1*Dip. di Informatica , Universita di Pisa,
Largo B.Pontecorvo, Pisa, Italy.

*Corresponding author(s). E-mail(s): f.baiardi@unipi.it;
Contributing authors: s.ruggieri@unipi.it;

vincenzo.sammartino@phd.unipi.it;
†These authors contributed equally to this work.

Abstract

A security twin is a specialization of a digital twin focused on the security and
robustness properties of an ICT/OT infrastructure. By running adversary emu-
lations that use a security twin, we can discover how a hybrid threat can exploit
vulnerabilities to build intrusions to penetrate and control critical infrastruc-
tures. According to the target infrastructure, the control by a threat may result
in a disastrous impact on the whole society. Information on possible intrusions
is fundamental to anticipate potential disasters and to increase the resilience of
a (digital) society. Due to the highly dynamic evolutions of both infrastructures
and hybrid threats, we advocate that only adversary emulation using a security
twin can convey the information to forecast intrusions and prevent social and eco-
nomic disasters. We also discuss how to execute adversary emulations and how a
security twin is built and updated.

Keywords: security twin, adversary emulation, data shift, elementary attack, fault

1 Introduction

The advent of ICT/OT networks has transformed how we access information, control
supply and production chains, and make decisions, with almost instantaneous data
dissemination across networks, whether it is news distributed online or confidential
information distributed in an intranet. While this interconnection has led to signif-
icant economic growth and improved social connectivity, it also brings the risk of
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malicious misuse, causing harm to vulnerable or unsuspecting users [1–4]. As critical
information infrastructures, or simply infrastructures, become more interconnected
and efficient, they also become more susceptible to exploitation, resulting in greater
harm to larger populations and user groups than before. At the heart of this issue
lie hybrid threats that attempt to disrupt or distort the infrastructure components
to damage the public or specific stakeholders within government, corporate, or other
organizational contexts. Interdependency among infrastructures may further increase
the overall damage [5]. Both state and non-state actors can instigate hybrid threats to
create social, economic, or organizational discord within targeted groups. The threats
can exploit several distinct vulnerabilities ranging from those in software and hard-
ware components to those in users and administrators of an information infrastructure.
The effectiveness of their cyber attacks increases if the threats also implement physi-
cal or phishing attacks against the infrastructure. The difficulty of designing solutions
to these problems increases because of the complexity of infrastructure and the lack
of models and methodologies to discover how the current vulnerabilities enable hybrid
threats to reach their goals.

Both an accurate assessment of the risk hybrid threats pose and the prediction of
their intrusions are fundamental for disaster preparedness and management. Unluck-
ily, in most cases, preparedness and management are not up to the challenges these
threats pose because of the complexity of discovering intrusions and estimating the
probabilities to manage the resulting risk. Furthermore, the risk scenario is highly
dynamic and frequent data shifts occur that reduce the usefulness of historical data
to estimate these probabilities. Due to the lack of proper formal models to quantify
these probabilities, we propose substituting historical data with synthetic data gener-
ated through adversary emulations of the incursions by hybrid threat actors. Drawing
inspiration from digital twin technology in model-based engineering [6], these emula-
tions utilize executable models, or digital twins, of both the target infrastructure and
the actors. Unlike physical object twins, the twin of the target infrastructure is more
abstract, focusing specifically on security and safety concerns rather than providing a
detailed virtual replica of the infrastructure. Hence, we denote it as a security twin.

Sect. 2 of this paper briefly describes the information of interest on intrusions by
hybrid threat. Then Sect. 3 discusses how to describe intrusions and Sect.4 reviews
the issues to predict these intrusions. The following sections describe the solution we
propose. Sect. 5 describes how to discover intrusions using twins, Sect. 6 focuses on
the building of twins and Sect. 7 on how to use the output of the adversary emulations
to discover possible intrusions.

2 Resilience to Hybrid Threats

We briefly describe how hybrid threats operate and then how we can increase the
resilience to these threats [7, 8].
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2.1 Tactics, Techniques and Procedure of Hybrid Threats

The intrusions of hybrid threats typically involve a combination of cyber operations
and non-traditional methods, such as physical attacks or social engineering tech-
niques. Hybrid threats frequently implement intrusions and cyber espionage to control
infrastructures, steal sensitive information, or sabotage systems. Their techniques can
include Distributed Denial of Service (DDoS) attacks, malware deployment, phishing
campaigns, and data breaches. Hybrid threats engage in psychological operations to
influence the perceptions, behaviour, and decision-making processes of target popula-
tions. This may involve psychological manipulation, intimidation tactics, or fostering
fear and uncertainty among adversaries. Intrusions and psychological operations are
strongly related because intrusions may return information that is then manipulated
and spread through psychological operations. Simultaneously, psychological operations
aim to influence the users and the administrators of an information infrastructure and
increase the success probability of phishing and spear phishing attacks.

Hybrid actors exploit ambiguity and maintain plausible deniability by conducting
operations through non-attributable means, using proxies, or employing tactics that
blur the line between conventional and unconventional warfare. This makes it chal-
lenging for targeted entities to accurately attribute attacks and respond effectively. In
cyber intrusions, the proxy is an attack infrastructure, i.e. an overlay network with
nodes previously attacked in a stealth way. This network can be used as a command
and control infrastructure to coordinate malware deployed in a target infrastructure
or to execute bots that spread malicious information in social networks [9].

Overall, the TTPs of hybrid threats are adaptive and multifaced. They include
a range of conventional and unconventional methods by exploiting vulnerabilities in
target infrastructures to achieve strategic goals in society.

2.2 Improving Resilience

Proper countermeasures should be deployed to prevent the potential disruptions of
hybrid threats to the infrastructures of national and local governments and companies.
A precondition to select countermeasures includes the following objectives: 1) identify-
ing and understanding the sources of disruptions and possible intrusions; 2) discerning
the vulnerabilities within these infrastructures the intrusions exploit and their suc-
cess probabilities; and 3) assessing how successful intrusion produce cascade failures
to other infrastructures, production plans, and social harmony and cohesion [10].

This paper addresses the last two objectives. To effectively tackle them, alternative
strategies may be adopted, but they all share the same starting point: discovering how
a threat actor builds intrusions to subvert an infrastructure, their success probabilities,
and the vulnerabilities that enable these intrusions. This allows us to understand how
the actor can propagate across the interconnected infrastructures and produce impacts
potentially affecting the whole population.

3 Executing and Describing Intrusions

First of all, we introduce some terms used in the following.
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We focus on intelligent actors that aim to reach a predefined goal. A goal is a set
of privileges, i.e. access rights on resources of an infrastructure. We assume each actor
only has one goal and that actors do not cooperate in an intrusion.

An intrusion is the sequence of actions a threat actor, or simply actor, executes
to reach its goal and control some physical or logical resources [11–13]. Some actions
exploit the weaknesses of the target infrastructure. Other ones, typical of hybrid
threats, are based on social engineering and target users modelled as further infrastruc-
ture components. An intrusion is successful if, after its last action, the actor reaches
its goal – for instance, it can lock, encrypt, delete, or steal the resources it controls.
We need to know all the intrusions actors can implement to assess the overall risk.

Alternative actions of an actor may be classified in terms of the Tactics, Techniques,
and Procedures (TTPs) [14].

We can describe each action through a tuple with five elements:
<IPs, IPd, attacktec, rights, information>

where:

1. IPs is the IP address of the node where the action is executed,
2. IPd is the address of the target of the action,
3. attacktec is a technique or a subtechnique in the Att&ck matrix [14]. It also includes

information about the enabling vulnerabilities if any,
4. rights is the set of access rights the actor acquires because of the action,
5. information is the information the actor acquires because of the action

As an example, IPs may be the address of the node scanning the node IPd and
attacktec is the active scanning technique. The information field includes the vulner-
abilities of IPd while the rights one is empty. If the action is a successful attack, this
field includes the access rights the attack returns.

Some actions, such as an attack or a vulnerability scanning, can fail and do not
return the expected output. If an attack fails, both the information and the rights
fields in the corresponding tuple are empty.

In an intrusion, the actor strategy chooses the action to execute at a given step.
Alternative strategies exist but all satisfy the same constraint because any actor can
execute an action only if it owns the proper access privileges and information. This
results in a consistency condition on intrusions. According to this condition, a sequence
of actions, or a sequence of tuples, S is an intrusion of an actor Ag if :

1. the first action act in S belongs to the attack surface of Ag, i.e. the attacks enabled
by the legal access rights of Ag,

2. the union of the legal access rights of Ag and all the rights returned by the action
in S before an action A includes the precondition of A,

3. any action in S always fails if its target is not affected by the enabling vulnerabili-
ties. The two last elements of the corresponding tuple are empty.

Tuples of S that model distinct failures of the same action share the first three
elements and their last ones are empty. An intrusion repeats failed actions only.

An intrusion S is successful if at the end of S, Ag owns the access rights in its goal.
Otherwise, S fails. An action A is useless if the actor does not need the privileges or
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the information A grants to reach its goal. This happens if the access rights A grants
do not belong to the precondition of any useful action in S. Ag executes a useless
action because it has not collected enough information on the target.

We map an intrusion S into a plan by removing from S any tuple describing a
useless action or a failed attack. Hence, plans define intrusion that cannot be reduced.
Plans are important because we can stop an intrusion only by preventing the execution
of actions or attacks in the corresponding plan. Distinct plans can reach the same goal
and the number of these plans shows the degree of freedom of the actor in building
intrusions. As a consequence, this number influences the overall risk. The time to
execute all the actions in the shortest plan is the shortest time to reach the goal.

4 Forecasting Intrusion and Data Shifts

This section argues that we cannot discover all the intrusions against an informa-
tion infrastructure or compute their success probabilities using data collected on past
intrusions against the same or similar infrastructures because of data shifts, that is
because the underlying probability distributions change too quickly.

To prove our claim, assume we can discover intrusions and evaluate accurately the
success probability of intrusions by Ag to reach a goal. All this information becomes
obsolete as soon as any of the following occurs:

• Ag changes its behaviour and executes new techniques in an intrusion,
• a new vulnerability is disclosed in an infrastructure component,
• some nodes of the target run a new application,
• a new logical or physical connection is created between some infrastructure nodes,
• some nodes are added to or removed from the infrastructure.

The reason for obsolescence is that these events may result in new intrusions and/or
change the intrusion success probability. In other words, these events may produce
a data shift in the distribution of the data to compute the probabilities of interest
[15, 16]. In more detail, new behaviours of Ag change either its TTPs or the sequence
of actions in its intrusion. As an example, Ag may increase the time it devotes to
collecting information before selecting the vulnerability to exploit. This implies Ag
collects more information to solve its choices and avoid useless attacks. This reduces
the number of attacks in its intrusions and/or the number of failures. We can update
Ag success probability after several intrusions, but we cannot ask Ag to repeat a
successful intrusion just to compute more accurate probability values.

Further data shift is due to the discovery of a new vulnerability, the deployment of
a new application, or a new connection. All these events may enable new attacks that,
in turn, result in new intrusions. The corresponding impacts cannot be predicted using
data on previous intrusions because multiple vulnerabilities increase in a nonlinear
way the number of intrusions.

We conclude that any framework to evaluate accurately the number of intrusions or
their success probability should handle frequent data shifts that affect the risk scenario.
These shifts are very frequent and prevent the collection of a proper amount of actual
data on intrusions. This lack of information may result in a black swan or a perfect
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storm disaster [17, 18] that is in intrusions that are unknown in advance or known but
unexpected because their probability cannot be estimated with the required accuracy.
In most cases, even the overall social impacts of these intrusions are unknown.

5 Using a Security Twin To Discover Intrusions

As discussed, data shifts prevent an accurate forecasting of future intrusions. The lack
of actual data could be recovered by using a formal model of the target infrastructure
that could return the information of interest about intrusions. However, any real-world
infrastructure is too complex for such a formal approach.

We investigate the behaviour of hybrid threats using synthetic data produced by
merging adversary emulation and twin. Adversary emulation reproduces the behaviour
of threat actors but against the security twin rather than against the real system
[12, 19]. This is inspired by the digital twin technology, a branch of model-based
engineering used in other fields [20–23]. Multiple twin-based adversary emulations
produce a large amount of data on alternative intrusions. Information can be distilled
from this data to avoid or mitigate the impact of hybrid threats.

5.1 The Security Twin

According to [24] a digital twin is

“a virtual model for a physical entity in the digital form to simulate entity behaviours,
monitor the ongoing status, recognize internal and external complexities, detect abnormal
patterns, reflect system performance, and predict future trends”.

This definition stresses that a twin is a model rather than a replica, that abstracts
the entity it models and represents some of its attributes only.

A security twin is an enriched inventory of hardware and software infrastruc-
ture modules to model accurately the behaviours of, respectively, an actor and the
infrastructure in an intrusion. For this purpose, the security twin describes:

a) the infrastructure nodes and their connections,
b) the infrastructure modules and the operations each defines;
c) the mapping of modules onto nodes and the corresponding configurations,
d) the accounts on each node,
e) any vulnerability of each module or node, the attacks it enables, and the properties

of these attacks,
f) routing and filtering rules
g) the logical connections among modules the previous rules determine,
h) intrusion sensors, the subnet or the endpoint each sensor monitors, and the

probability it detects an intrusion,
i) hierarchical relations, i.e. the one between a hypervisor and the virtual machines

it runs
j) information flows among the modules, i.e. one from a web server to a database.
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Information on the configuration of the various modules is critical because each
configuration may result in distinct vulnerabilities. The operations of a module deter-
mine the access rights the actor can acquire in an escalation, a distinct right exists
for each operation. Attack properties include the success probability, the execution
time, the noise it generates, and pre and post-conditions. The pre-condition and the
post-condition include respectively, the rights an actor needs to execute the attack
and those a successful attack grants. Pre and post-conditions jointly determine the
sequences of actions the actor can execute and they are deduced from information in
several vulnerability databases [25, 26].

Information in the twin supports the mapping of the current privileges of an actor
into the actions it can execute. These actions are also constrained by the informa-
tion on the system the actor has acquired. Hierarchical relations and information
flows determine dependencies among modules. As an example, some access rights on
a hypervisor result in the control of the virtual machines it manages. In an informa-
tion flow, access rights on the source of a flow enable the manipulation of the values
transmitted to the receiving module(s).

A security twin also describes user classes and pairs users in each class with
attributes such as their access rights or the probability one of these users is the victim
of an impersonation attack. The attack may be implemented by stealing authentication
information or by social engineering techniques such as phishing or spear phishing.

Distinct security twins of the same infrastructure differ in the number of details on
the modules, the granularity of operations and hence of access rights. Further details
concern the behaviour of some components. For example, a twin that neglects intrusion
sensors returns worst-case results because it cannot model intrusion detection. A more
accurate twin can model the detection and the corresponding failure of an intrusion.

However, any security twin should minimize the overhead of adversary emula-
tions. Hence, these twins never describe in full detail the system, its inputs, and its
computations.

5.2 The Actor Twin

This twin describes the actions of an actor, its strategy, the initial access rights and
information, and the goal. The attack surface includes any attack enabled by the
initial access rights the actor owns before starting an intrusion. The alternative actions
of an actor describe how it collects information and the attacks it can execute [14].
Any action is paired with the privileges and the information on the infrastructure it
requires and those it returns, if any.

Even this twin is an abstract description of an actor because we are focused on
computing the intrusions it can implement and their success probability. Hence, we
focus on the output and the success probability of action rather than on execution
details. From our perspective, the access rights to execute an attack and its success
probability are more interesting than the actions to execute the attack.

The strategy of an actor [11] maps the current status of the actor, its goal, and the
target system into the action to execute. If this action is an attack, the strategy also
returns a target module and the vulnerability to exploit. The status includes the access
rights and the information the actor has collected. As an example, a strategy prefers
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information collection to exploitation and it selects an attack only when it cannot
collect further information. Instead, other strategies execute an attack as soon as the
actor owns the privileges in the precondition of the attack. This may speed up the
escalation at the expense of useless attacks. Some strategies include social engineering
attacks while others only exploit the vulnerabilities in the infrastructure modules.

The actor status includes not only privileges and information but also a memory
that records the last actions of the actor and their success or failure. A small memory
implies that the actor forgets after a short time its failures and may repeat an action,
or a sequence of actions, even after a large number of failures.

The mapping from states to actions may be expressed as a program, a set of rules
or even by a neural network

5.3 Adversary Simulations

In the following, we use simulation rather than emulation because attacks and some
actions can be successful or fail according to the features of the enabling vulnerability.

The simulation results from the co-evolution of the security twin and of the actor
one starting from the actor attack surface. A co-evolution is a sequence of steps where
each one applies the actor strategy, executes the selected action, and determines its
success or failure using the information in the security twin. Each step updates the
actor status according to the success or the failure of the corresponding action. Lastly,
a step considers the reaction of the infrastructure to the actions of the actor. As an
example, an intrusion sensor may discover an attack and this results in the failure of
the action and maybe of the intrusion. Each step also increases the elapsed time of
the one to execute the chosen action.

The simulation of an intrusion may also update the status of the security twin
because some attacks could change the infrastructure. The corresponding step updates
some twin attributes to model the change. As an example, an actor can update routing
or filtering rules and this changes the logical topology in the security twin. Instead, a
physical attack to a connection changes both the logical topology and the physical one.

A simulation ends when the actor cannot select an action or it reaches its goal.
An intrusion may fail when a predefined number of steps has been executed without
reaching the goal, a predefined threshold on the simulated time has been reached or
the infrastructure detects an attack of the intrusion.

A simulation is consistent if the corresponding sequence of actions satisfies the
consistency condition as defined in Sect. 3.

6 Building and Updating Twins

We describe how twins are built and updated. The frequency of updates in the
cyber world implies that both our twins are frequently updated to mirror changes
in the infrastructure or the actor and avoid data shifts. Any update should fire the
simulations to discover new attack and their success probabilities.
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6.1 The Security Twin

The building of the security twin is a reverse engineering operation that extracts the
information of interest from actual components. In practice, we build the twin by
enriching a system inventory with information on vulnerabilities and attacks. Inventory
tools and vulnerability scanners can discover and return all the information of interest.
The information to compute the logical and physical topology is imported from routing
and firewall rules while those on the vulnerabilities and the attacks each enables are
produced by a vulnerability scanning that maps an inventory of the infrastructure
components into a database with information about vulnerabilities and weaknesses.
This information can be refined by using multiple databases.

The accuracy of the security twin is critical because it determines the one of infor-
mation on intrusions and it can be assured by verifying that each twin attribute
correctly describes an element of the target system and the other way around. The
most general assurance strategy exploits the output of monitoring to check that the
information on the infrastructure entities, their connections and their interaction is
coherent with the one in the twin.

The security twin is updated according to the evolution of the target infrastructure.
For this purpose, we run with a predefined frequency the tools to collect information
on the infrastructure to discover any change and fire the building of a new twin.

Further updates to the security twin occur anytime new vulnerabilities are discov-
ered in the infrastructure modules. The information on these vulnerabilities and the
corresponding attacks is retrieved from databases that are accessed with a frequency
chosen by the owner of the target infrastructure according to his/her risk appetite and
the impact of successful intrusions.

New simulations are run to discover any further plans the new vulnerabilities or
the infrastructure changes enable.

6.2 The Actor Twin

The information to build the actor twin includes the set of its actions, i.e. the TTPs it
applies, the strategy to select the action to execute, and how it handles failures. The
goal of an actor is related to some features of the target system. As an example, in
an industrial control system, ICS, the programmable logical components, PLCs, that
monitor and control a production process have a critical role. Hence, the actor goal
always includes some privileges on these components. In a Windows OS environment,
actors are interested in privileges on Administration Servers. Further information to
build this twin concerns the vulnerabilities the actor prefers or its tactics, techniques,
and procedures. Usually, this information is an output of threat intelligence.

Anytime the actor changes its TTPs or its strategy, the twin is updated to run new
simulations. A standard format of threat intelligence reports simplifies the automatic
update of this twin and the firing of the adversary simulations.
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6.3 Faults and Physical Attacks

A hybrid threat may also exploit faults of some components or physical attacks to build
its intrusion. Another strategy is a supply chain attack against those that produce
some infrastructure modules.

A twin-based approach can model the occurrence of faults and physical attacks by
updating the security twin. This update can also occur during a simulation if the actor
twin can execute the corresponding actions and the actor strategy can select them.
The impact of suspected supply chain attacks may be modelled by adding further
vulnerabilities to the security twin. We model in the same way suspected vulnerabilities
that are not public yet.

This also shows how our twins can support a what-if approach to discover the
potential impact of suspected actions by a hybrid threat.

7 Predicting Intrusions

This section describes how to compute probabilities of interest on the intrusions that
the adversary simulation returns. First of all, we introduce some terms used in the
following. A simulation returns a false positive when it returns an intrusion that does
not exist in the target infrastructure. The definition of a false negative is related to a
set of independent simulations. Two simulations are independent if the probabilities
that determine the sequence of actions in these intrusions are independent, ie if the
probability of an action in an intrusion does not change conditional to (i.e. after know-
ing) the sequence of actions in the other intrusions. A set of independent simulations
returns all the distinct intrusions the actor follows in the set. A set of simulations
returns a false negative if does not include a plan that exists in the infrastructure.

7.1 Probabilities of Interest

Besides discovering intrusions, it is also important to determine their success probabil-
ities. To this purpose, we apply the Monte Carlo method and run multiple independent
simulations, each corresponding to a distinct intrusion. In each simulation, we collect
information on the sequence of actions, and using this information, we approximate
the probability of an event as the ratio between the number of simulations in which the
event occurs and the overall number of simulations. This approach is correct under the
assumption that the security twin is accurate (i.e., that all the vulnerabilities present
in the twin exist in the target infrastructure) and that the simulation process only
returns intrusions satisfying the consistency condition; under these assumptions, one
can formally prove that no simulation produces a false positive.

This methodology enables us to approximate the probabilities of events such as:

1. the actor reaching a goal,
2. a module being attacked,
3. the actor executing a sequence of actions,
4. the actor following a plan,
5. an intrusion taking less than a specified time limit.
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We can improve the accuracy of the approximation by increasing the number of
simulations. It is important to clarify that this improvement pertains solely to the
reduction of stochastic uncertainty in the simulation process, namely, the variance of
the estimator, rather than to any enhancement in the security twin’s ability to capture
all (or most) of the target infrastructure’s vulnerabilities (including unknown ones,
such as zero-day exploits). This distinction is critical because, even with a large number
of simulations, the overall accuracy of the probability estimation remains dependent
on the completeness and fidelity of the security twin. The absence of any noise affecting
the behavior of the target infrastructure allows us to run simulations on a scale that
is several orders of magnitude larger than what a red or purple team could feasibly
execute. Even if we assume a team can run any number of intrusions, each intrusion
produces noise that most OT systems cannot tolerate, and repeated intrusions by the
same team are not independent due to the accumulated target information.

The noise issue becomes particularly significant when intrusions are implemented
using an attack platform or a breach and simulation tool [27, 28]. Additionally, a larger
set of independent simulations increases our confidence in avoiding false negatives.
Even if the security twin is accurate, stochastic factors and the combination of suc-
cesses and failures in individual actions might prevent an intrusion from ever occurring
in the simulation. Thus, by running a sufficient number of simulations, the probability
of a set of independent simulations returning a false negative decreases. As an exam-
ple, experiments on infrastructures controlling production lines that require high cyber
robustness have involved running between 105 and 106 simulations to achieve a prob-
ability of 0.999999 for detecting any intrusion. The necessary number of simulations
is ultimately determined by the complexity of the infrastructure.

7.2 Proactive Management of Intrusions

The synthetic data the simulations produce can be collected to compute probabilities
of interest. These probabilities and the knowledge of possible intrusions are the starting
point to support decisions about increasing the infrastructure robustness, discovering
ongoing intrusions and selecting proper mitigation or resilience strategies. By properly
tuning the number of simulations we can also discover intrusions with a low success
probability but with huge impact not only on the infrastructure but also on the social
organization of a community or a nation.

The collected data can also be analyzed using big data techniques to discover fur-
ther information on the intrusions. Among others, the data supports the evaluation
of robustness, i.e. how long the infrastructure can resist an intrusion [12] or the prob-
ability an actor is successful as a function of the time it has available to reach its
goal.

8 Conclusion

Critical information infrastructures that include both ICT and OT components are
attractive targets for hybrid threats as any reduction in the availability of the services
the infrastructures offer heavily affects a social community and results in social and
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economic impacts and potential social turmoils. Hence, a proactive discovery of intru-
sions is fundamental to anticipating and managing their impacts, minimising their
overall risk and avoiding social and technological disasters.

The adoption of a technology merging digital twins and adversary emulation can
overcome the lack of accuracy in proactive intrusion discovery posed by strategies that
forecast future intrusions based on historical data. These strategies neglect the data
shift in a dynamic risk scenario due to the rapid evolution of target infrastructures,
the new strategies of hybrid threats, and the continuous discovery of vulnerabilities in
infrastructure components.
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