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Abstract. Viewing a cyber weapon as a component of a weapon sys-
tem mitigates some of the potential weaknesses of these weapons, such
as their fragility or manipulations to circumvent their functions. This
is confirmed by experience with malware strains and their evolutions,
where the attack infrastructure of the actor using the weapon mitigates
vulnerabilities in these strains. This is possible because this infrastruc-
ture enables the attacker to coordinate and update the various modules
of the weapon. This is possible even after deploying the weapon on target
systems or when it spreads in the internet to reach its targets. Adopting
this infrastructure is aligned with other physical weapons that are also
supported by an infrastructure. We also discuss the advantages enabled
by the one-to-many nature of a cyber weapon and the modules that
define this weapon.

Keywords: Cyber weapon · Payload · Attack infrastructure · Spread ·
Deployment · One-to-many weapon.

1 Introduction

Several researchers have investigated the topic of cyber weapons and discussed
their effectiveness. This effectiveness is crucial because these weapons exploit
specific vulnerabilities to spread in computer networks and persist in target sys-
tems. Still a weapon becomes ineffectual once the owners of the target systems
address the vulnerabilities it exploits. This is the reason why some researchers
describe a cyber weapon as single-use because its usage reveals the vulnerabilities
it exploits, which leads to their remediation. Similar reasoning explains someone
defines cyber weapons as fragile because a new release of the target systems
may make them ineffective [1,10,17,21,24,23,31,34,38]. These conclusions focus
too much on a single component of a cyber weapon, namely its payload. Dis-
tinct conclusions are reached if we see the payload as just one module of a
weapon system with other components, such as a diffusion vector and the attack
infrastructure. This infrastructure enables interactions with a weapon [12,30]
to update the payload and other modules to preserve effectiveness despite the
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remediation of the vulnerabilities the current versions of the weapon modules
exploit. Furthermore, the time to produce and apply a patch, the most common
remediation, is measured in days, if not weeks, while new versions of a weapon
may be generated quickly and employed against various targets within a brief
timeframe, rendering comprehensive mitigation for all the targets impractical.
Lastly, even a single use cyber weapon may hit a large, or even a huge, number
of targets by implementing a one-to-many attack [2].

Fig. 1. Glossary of Abbreviations
Abbreviation Description

cw a cyber weapon
Ij(cw) one instance, i.e. a copy of cw
A(cw) the actor, i.e. a state, that has produced cw
At(A(cw)) the attack infrastructure to interact with the instances of cw
AutCt(cw) the module that discovers a node is a target
C2(cw) the module to interact with the infrastructure and download new versions
Di(cw) the module to spread cw in a network to reach its targets
Pay(cw) the payload module of cw that is executed to produce the impact
Pe(cw) the module that escalates the privileges to install modules on a target
Sp(cw) the module to spread instances of cw in a network to reach its targets
T(cw) the targets of cw, where to install and execute the payload
tde(cw) the starting time of the design of cw
tdp(cw) the time when cw is available, i.e. it has been designed and implemented
tf(cw) the time when the execution of Pay(cw) can be fired

From our perspective, a cyber weapon is a complex, modular system. The
main element of this system is an attack infrastructure. This is a botnet that
connects network nodes the attacker controls and uses to stealthily interact with
the cyber weapons it has deployed. Sophisticated attack infrastructures inte-
grate secure communication channels, fail-safe protocols, and evasion methods
to maintain continuous access to certain nodes while avoiding detection by se-
curity monitoring systems [12,14,16,19,29]. The attack infrastructure supports
the dissemination of the weapon’s instances, each including a payload. Instances
spread across network nodes until some instances successfully infect and persist
on some nodes, the targets of the weapon. The attacker then uses the infras-
tructure to interact with these instances to choose if and when to activate the
payload and produce effects, such as collecting and exfiltrating data, destroy-
ing systems, and overwriting or corrupting data. The overall impact depends
on whether the targets are cyber or cyber-physical systems [36]. The view of a
cyber weapon as part of a weapon system aligns with the knowledge we have
gained from the different strains of malware, their development, and updates.
This confirms the critical role of the attack infrastructure in the production and
deployment of variants of malware.

This paper proceeds as follows. Sect. 2 discusses the adoption of an attack in-
frastructure, while Sect. 3 outlines the modular structure of a cyber weapon and
the role of each modules. Then, Sect.4 describes the design space of a weapon,
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while Sect. 5 considers some attributes of a cyber weapon. Sect. 6 investigates
alternative compromises among contrasting requirements. Figure 1 resumes the
abbreviations we use.

1.1 Our contribution

The primary contribution of this paper lies in the examination of matters per-
tinent to the creation and dissemination of a cyber weapon, by treating it as a
modular component within a weapons system. We show that the effectiveness
and fragility of cyber weapons can be addressed if the weapon payload is just one
module of a system built around an attack infrastructure. This infrastructure
can replace and improve this module, as well as other ones, after its deployment
on targets and before its execution.

2 The Attack Infrastructure of a Cyber Weapon

This section discusses the role of the attack infrastructure in a general scenario,
where a lethal autonomous weapon system (laws) [22,30] that is introduced into
a network, usually the Internet, and navigates through it to reach its targets.
We consider strategic cyber weapons with an impact far from the battlefield
against the critical infrastructures of a nation. In the following, we assume that
attack strategies of cybercrime gangs can also be applied to a cyber weapon.
This assumption is based on the tight relations between these gangs and state-
sponsored operators [9,26]. Several pieces of evidence support this assumption.
As an example, several countries have most frequently drawn on resources from
criminal forums.

Fig. 2. Spreading of a cyber weapon in a network.
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2.1 A weapon and its attack infrastructure

A cyber weapon cw is a system that an adversary A(cw) builds to manipulate
some ICT/OT systems, T(cw), the targets of cw. The number and the kinds of
systems in T(cw) determine the impact of cw. Anyway, the existence of several
targets stresses the one-to-many nature of cyber weapons that usually hit a set of
targets in a coordinated manner. The impact of cw may be limited to the cyber
world, i.e. a wiper that erases documents and databases, or it may also affect
the physical world, i.e. a malware to manipulate an industrial control system to
destroy it [36]. The size of T(cw) may be initially unknown and be determined
according to attributes of the network nodes that cw crosses when spreading,
i.e. according to the applications they run.

In general, at any moment after starting the spreading of cw by deploying
it on a network node, several instances, i.e. copies, of cw spread in the network
to reach their targets. An instance of cw running on a node N1 moves to node
N2 by executing a remote attack from N1 to N2. If the attack is successful, the
instance on N1 creates a copy of itself on N2. An instance attacks several nodes
each time there is a fork in the paths it can follow, and it creates a new instance
on each node it has successfully attacked. This implies that at any moment, n
instances I1(cw), . . . , In(cw) of cw may run in parallel on distinct nodes. A(cw)
can set or not an upper bound for n a priori. Usually, no bound is set when
A(cw) cannot access accurate information on T(cw) or on the paths to reach
these targets. Anyway, to minimise both effort and noise, A(cw) can insert some
controls in cw to avoid repeating attacks against a node it has already reached.
If the controls are effective, each node executes at most one instance of cw. In
the example in Figure 2, an instance in N1 creates two instances after attacking
N2 and N3, while the instance in N4 creates instances on N5 and N6.

We assume that A(cw) has built and uses an attack infrastructure At(A(cw)),
see Figure 3, to interact with the instances I1(cw), . . . , In(cw). The adoption of
At(A(cw)) transforms cw into an element of a weapon system. At(A(cw)) usually
consists of a botnet of nodes with distinct owners. A(cw) controls these nodes it

Fig. 3. An attack infrastructure (Bot nodes) that Interfaces A(cw) (Botmaster) with
the nodes where cw has been installed or with those it crosses in its spreading (Victim)
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has previously attacked to install tools that support stealth interactions between
A(w) and I1(cw), . . . , In(cw) to exchange information, update their modules and
coordinate their operations. At(A(cw)) hides A(cw) behind nodes controlled by
other organisations to obfuscate, e.g. increase the complexity of, attribution of
cw. However, At(A(cw)) may exist even when obfuscation is useless, as it speeds
up the interactions between A(cw) and I1(cw), . . . , In(cw) [6]. Distinct weapons
built by A(cw) usually share, at least partially, the same attack infrastructure.
The diamond model of cyber intrusions [4] confirms the role of At(A(cw)) as one
of the four core features of any cyber intrusion: adversary, infrastructure, capa-
bility, and victim. Most of the infrastructures that threat actors use to interact
with malware or ransomware they deploy include legitimate Internet services
such as Telegram, GitHub, or OneDrive [13,16,19,20,25,29,35]. This blends the
traffic of At(A(cw)) with the normal one as a first countermeasure against the
discovery and seizure of domains and servers in At(A(cw)). Command and con-
trol communication in these legitimate services is seldom advanced and rarely
sophisticated, but it strategy adds a layer of complexity for defenders as it in-
creases the risk of misidentifying malicious activity as legitimate.

3 Modules of a cyber weapon

We discuss a modular decomposition of a weapon and point out how the existence
of an attack infrastructure can support and simplify these modules. Simpler
weapons will be discussed as well.

We extend [11] by functionally decomposing cw into four modules:

1. Command and control C2(cw).
2. Spreading Sp(w).
3. Persistence Pe(cw).
4. Payload Pay(cw).

Each module can be further decomposed into simpler ones to increase flexibility
and software reuse. Our decomposition also supports the definition of the four
important features of a cyber weapon, which are:

a) The role of At(A(cw)).
b) How cw spreads.
c) How cw persists in its target.
d) The payload of cw.

In the following, we show how At(A(cw)) can tune and update the last features.

Command & control module C2(cw) interacts with A(cw) through At(A(cw))
to exchange information and to download and install updated versions for any
module of cw. C2(cw) communicates to A(cw) information on any node where
an instance is running as soon as the instance is created. In general, the com-
munications are encrypted to preserve integrity and confidentiality.
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Spreading module Sp(cw) has to spread cw across the Internet. It can be
further decomposed into two modules:

1. Diffusion module Di(cw),
2. Autonomous control module AutCt(cw).

Di(cw) attacks another node to generate another instance of cw on the tar-
get. It typically exploits one or several vulnerabilities that grant remote code
execution on the target. They are classified as wormable, referring to malware
that replicates itself on other nodes. Any new instance of cw includes all its
modules. To avoid an uncontrolled spreading, Di(cw) may even destroy, ie kill,
an instance that has not yet reached a target at the end of a time interval . This
event may also be fired by commands from A(cw) through At(A(cw)).

When Di(cw) creates a new instance of cw on a node, it activates AutCt(cw).
AutCt(cw) decides if the underlying node belongs to T(cw) and, if so, it acti-
vates Pe(cw). Then, it activates Di(cw) to spread cw to other nodes. The simplest
version of AutCt(cw) collects data on the underlying node and transmits it to
At(A(cw)), where the decision is taken. Other versions may use more sophisti-
cated or even AI strategies [28,31,32], but simpler strategies to discover targets
have been successfully used for a long time.

In the spreading in Figure 2, an instance of cw is forked on N1 through
an Internet connection. This instance attacks both N2 and N3 and creates one
instance on each of these nodes. Both instances spread autonomously. As an
example, if all the remote attacks are successful, the instance running on N2
creates two instances on N4 and N6 while the one on N4 creates two instances
on, respectively, N5 and N5. If one instance in Figure 2 runs on a node with an
Internet connection, it can use it to spread to other networks.

Di(cw) and AutCt(cw) cooperate because Di(cw) tries to spread instances of
cw on any network node, while AutCt(cw) prunes instances on nodes that do
not belong to T(cw). cw uses these nodes just as stepping stones to its targets.
Further mechanisms to prevent an out-of-control spread of cw are:

1. Each instance is paired with a counter and spreads only if it is positive. Any
time it creates another instance, it decreases the counter and pairs with the
new instance.

2. Di(cw) never attacks nodes with an IP address in a predefined set.
3. AutC(cw) never activates the persistence module on nodes with some fea-

tures, i.e. on nodes with a keyboard with a given alphabet.

Persistence module Pe(cw) installs C2(cw), AutC(cw), and Di(cw) on each
node that cw crosses as it spreads. Instead, it installs Pay(cw) only if AutC(cw)
recognizes the node as a target. If this requires some further privileges, Pe(cw)
implements the corresponding escalation. Some weapons do not include Pe(cw)
because AutC(cw) immediately fires the execution of Pay(cw). New versions of
Pe(cw) that A(cw) downloads through At(A(cw)) may exploit new vulnerabili-
ties. In this way, cw take advantage of the time between the discovery and the
patching of a vulnerability.
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Payload module Either Pe(cw) immediately runs Pay(cw) after implementing
the proper attack chain, or it stealthily installs both Pay(cw) and C2(cw). Af-
ter being installed, Pay(cw) can interact through At(A(cw)) with A(cw). This
enables the update of Pay(cw) to enrich the vulnerabilities it can exploit as well
as the synchronisation of the execution of payloads on distinct targets. This is
related to the one-to-many feature of cw, and it may be fundamental to achiev-
ing the overall impact of interest. Maximum flexibility is achieved when Pay(cw)
acts as a beacon that transmits information on the target node to A(cw) that
then selects the best payload to install.

Dependencies The modules of cw are largely independent, as new versions
of each one can be developed and implemented separately. Furthermore, the
vulnerabilities that Sp(cw) exploits to spread cw are independent of those in
Pay(cw) to produce an impact. This implies that some modules may have already
been developed or that a module can be developed in parallel with the payload.
This is a fundamental advantage of the usage of At(A(cw)).

3.1 Features of a cyber weapon

Our decomposition is coherent with the defining characteristics of cyber weapons
[38] as well as with the cyber kill chain [15] that defines, see Figure 4, seven
stages: Reconnaissance, Weaponisation, Delivery, Exploitation, Installation, Com-
mand and Control (C2), and Actions on Objectives. According to [36], the four
features of a cyber weapon are:

1. They may combine multiple payloads for espionage, data theft, or sabotage.
2. A stealth capability to persist within the targets over an extended period.
3. An detailed knowledge of the workings of the targets.
4. Proper code to bypass security controls.

Distinct payloads result from merging various functions in Pay(cw) and then co-
ordinating them via At(A(cw)). The stealth capability of spreading and achieving
persistence is delegated to Di(cw) and Pe(cw). The development of each module
requires data on how the targets operate.

4 The Design Space of Cyber Weapons

If At(A(cw)) is already available, three are the key times in the life cycle of cw.

a) tde(cw), when the design of cw starts.
b) tdp(cw), when cw may be deployed, i.e. it has been designed and imple-

mented, and its spreading can start.
c) tf(cw), when the execution of Pay(cw) can be fired because cw is installed

on all its targets.

In the following, we discuss how At(A(cw)) impacts these times. We assume cw
is spread as soon as it is available. However, there are good reasons to delay
the spreading, because this strongly reduces the probability that the adversary
detects the installation of cw.
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Fig. 4. Cyber Kill Chain [32]

4.1 The simplest weapons

The most basic cyber weapons are simple payloads which are physically deliv-
ered to a target system — commonly via portable devices like USB keys—and
executed immediately. A more complex scenario arises when an attack chain
is needed to acquire the privileges to execute Pay(cw). These weapons encom-
pass both Pe(cw) and Pay(cw). They may also include C2(cw) to coordinate the
payload executions. More advanced cyber weapons utilize social engineering tac-
tics, such as phishing or spear-phishing, to deliverPay (cw). They exploit human
vulnerabilities to facilitate initial access, making them a prevalent approach in
targeted attacks.

4.2 Spreading through intrusions

The next level in complexity is a weapon that spreads not in an automated
way but through intrusions by human attackers. This is how the LockerGaga
malware has been deployed in the intrusion against Norsk Hydro in March 2019
[33,36]. Each successful intrusion installs Pay(cw) or both Pay(cw) and C2(cw)
in one target in T(cw). The time to deploy these weapons is one to implement
all the intrusions. This strategy can accelerate malware dissemination, especially
when T(cw) comprises a limited number of nodes, as it allows for the installation
of Pay(cw) and C2(cw) to synchronize their activities. Actors targeting critical
infrastructure often adopt this method to establish persistent access and pre-
position capabilities for future geopolitical contingencies.

4.3 Supply chain spreading

Other weapons that only include Pay(cw) and C2(cw) are those deployed through
a supply chain attack [8]. This attack injects the two modules within one module
of the target system during the system development and before its deployment.
This approach involves injecting Pay(cw) into the system’s supply chain, often
affecting a large number of nodes — far exceeding the size of T(cw). The role
of C2(cw) in this context is to interact with At(A(cw)) to determine whether
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Pay(cw) has been installed on a target and when to activate it. As an exam-
ple, a backdoor planted through a supply chain attack in Magento plugins has
been dormant for six years before being exploited to attack 11.000 online stores
[5]. Other weapons install both Pay(cw) and AutCt(cw). The latter determines
autonomously if it has been installed on a node in T(cw).

4.4 Remediating an air gap

The targets of some weapons are not connected to the Internet. Usually, in these
weapons, Sp(w) creates an instance of cw and stores it in any mobile memory
unit when it is connected to a node that runs the instance. A typical memory
unit is a device of an outsourcer working for several companies and that, at
distinct times, it is connected to several networks. This device can support the
spreading of cw to any customer network it is connected to, even if the network
is not connected to the Internet. This strategy is used anytime there is an air gap
between a target node and the Internet. These weapons do not include C2(cw).
In some weapons, C2(cw) exists, and it copies both data and an instance of cw
to mobile memories. This includes memories such as a USB key or even the one
on any smartphone or a pc that is connected to the node. Anytime the same
memory is connected to another node, the new instance will be transferred to
this node. If and when the memory is connected to a node that has an Internet
connection, the instance is installed in the node and then uses the connection to
transmit the data in the memory to At(A(cw)). This can create a bidirectional
channel even to/from nodes in T(cw) protected by an air gap.

4.5 Late payload download

This approach spreads a cyber weapon without Pay(cw), which is downloaded
and installed later through C2(cw). This method allows for overlapping devel-
opment and dissemination phases, enabling Pay(cw) to be tailored to specific
targets. It also introduces the concept of weapon-as-a-service, where cyber mer-
cenaries provide customizable attack capabilities on demand.

4.6 Mass weapons

Some weapons implement a mass attack, i.e. they attack a node where they
spread. As an example, some wipers aim to erase information from any node
where they are installed. Now cw misses AutCt(cw) and it installs Pay(cw) on
each node where it spreads.

5 Attributes of Cyber Weapons

The effectiveness, cost, and overall impact of cyber weapons are primarily deter-
mined by their attributes, which are influenced by the capabilities of At(A(cw)).
These attributes include power, impact, fragility, latency, development time,
control, autonomy, robustness, and the role of attack infrastructure.
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5.1 Power and impact

The power, or intensity [37], of cw is evaluated by the number of its targets where
it has installed Pay(cw). The ratio between this number and the size of T(cw) is a
simple assessment of the power at a given time and it depends upon the number
of vulnerabilities that Di(cw) and Pe(cw) can exploit, respectively, to spread cw
and install Pay(cw) on a target node. A(cw) can measure the current power of cw
if C2(cw) is installed not only on the nodes in T(cw) but also on any node where
cw spreads and informs A(cw) about the deployment. If A(cw) believes that the
current power is too low, it can download new versions of Di(cw) and/or Pe(cw).
This flexibility is paid for by interactions through Att(A(cw)) that increase the
probability of detecting the spreading. We distinguish the power of cw from its
impact because this depends mainly upon the kind of systems in T(cw). As
an example, if Pay(cw) manipulates some databases that drive the behaviour
of an industrial control system, we can expect a larger impact than when the
databases are those of an e-commerce site. This is true even when the same
payload is used so that the same code can be considered a weapon or a simple
nuisance depending on the target.

5.2 Fragility

Any assessment of fragility of cw should consider that the adoption of both
At(A(cw)) and C2(w) enable updates of Sp(cw), Pe(cw) and Pay(cw). In turn,
this implies that A(cw) may produce and spread new versions of these modules
that use new exploits to take advantage of distinct vulnerabilities. At(A(cw))
enables A(cw) to update any module of cw to remove bugs or increase the
number of vulnerabilities it exploits. Furthermore, A(cw) can choose new targets
for some or all the instances. The ability to produce and spread new versions
of cw is due not only to At(A(cw)) but also to the flexibility of the modules
of cw that, in the end, are code fragments. This enables A(cw) to update both
T(cw) and the modules of cw. Hence, while each version of cw is fragile, the
overall weapon may be highly robust due to updates through At(A(cw)). This
stresses the importance of At(A(cw)) and the view of cw as just one module of
a weapon system. It also shows that the fragility of cyber weapons is strongly
influenced not only by the capability of the defenders but also by how weapons
are deployed.

The critical role of the infrastructure is confirmed by available data on the
most effective malware. As an example, Emotet first appeared in 2014 as a bank-
ing trojan, and it has evolved into one of the largest malware-as-a-service infras-
tructures [3,37]. The threat actors behind Emotet implemented a series of attack
waves that delivered a variety of different payloads, including IcedID, TrickBot,
UmbreCrypt and QakBot. There were periods of inactivity interspersed within
the attacks to be both stealthy and persistent. Emotet was active until early
2021. In January 2021, law enforcement targeted its attack infrastructure in a
coordinated takedown effort, Operation Ladybird. The malware had a resurrec-
tion in 2022 before its definitive end. Three main variants of Emotet and several
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minor ones have been deployed that used more than twenty attack techniques
[27]. The long life and prolonged persistence of successive malware versions con-
firm the potential robustness of a cyber weapon because Emotet may be seen
as a weapon that has been spread eight years before its activation, properly
maintained and updated. This exemplifies how an infrastructure can assure the
effectiveness of a weapon.

5.3 Latency

This is the time to reach all the elements in T(cw) and it is the difference
between tf(cw) and tde(cw). Latency affects the effectiveness of cw if the size
and the elements in T(cw) are decided in advance, and it strongly depends
upon the number of vulnerabilities that Sp(cw) can exploit. To minimise latency,
these vulnerabilities should be highly heterogeneous and affect distinct operating
systems and applications [28] as this enables cw to spread through interconnected
networks and to exploit any available path to reach a target. Latency is most
critical when the execution of Pay(cw) is synchronised in all the targets because
it is given by the longest time to reach a target. Anyway, the time to patch all
the systems to prevent the spreading of cw is usually several orders of magnitude
larger than the latency provided that all the targets can be reached through the
network and the vulnerabilities that Sp(cw) can exploit enable cw to reach its
targets.

5.4 Time to develop

This time is given by tdp(cw)-tde(cw). In principle, Pay(Cw) and AutCt(w)
are the only modules to be developed to build a new weapon. Even Pe(cw) is
developed if cw is the first weapon of A(cw) that exploits the corresponding
attack chain. We believe that this is a minor case due to the large homogeneity
in ICT networks and nodes. Any other cw module from a previous weapon
can be reused. The time to develop Pay(Cw) is related to the power of cw
and to the number of vulnerabilities to exploit. If A(cw) has a bag of exploits
available, the development time is determined by the number of exploits that
A(cw) can use. The time strongly increases if no exploit is available or if new
vulnerabilities are needed to spread or install the payload. The time to develop
AutCt(cw) mostly depends on the one to define a “signature” of T(cw) namely
a compact representation of the features of all and only the nodes in T(cw). This
definition may involve new intrusions to collect data or the exfiltration of data
from previous intrusions. The attack infrastructure strongly reduces the time
to collect this data. Furthermore, latency can be reduced by spreading cw from
distinct nodes of At(A(cw)) in parallel. We have already discussed how to reduce
the time to develop by spreading a preliminary version of cw where Pay(cw) is
missing or it is a simple loader that will download and install the proper version
of Pay(cw).
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5.5 Control and autonomy

The first attribute assesses the control of A(cw) on the spreading of cw and the
triggering of Pay(cw). It may be approximated as the probability that only the
nodes in T(cw) are influenced by the execution of Pay(cw) when and if it is
fired. The autonomy of cw depends both upon its ability to spread to nodes in
T(cw) and to identify nodes in T(cw) without any interaction with A(cw). Full
autonomy requires the gathering of a large amount of data to develop and debug
the two modules in Sp(cw) because cw cannot interact through At(cw). Instead,
if both AutCt(cw) and C2(cw) are installed, AutCt(cw) can, at run time, gather
data on the node where it is running and send it to At(cw), which checks if
the node is a target. This overlaps the spreading of cw with the collection of
information to discover nodes in T(cw) and their signature. Further controls in
AutC(cw) can prevent spreading to some IP addresses and some geographical
regions.

5.6 Robustness

This attribute assesses the complexity for the owner of the nodes in T(cw) of
subverting the behaviour of cw to utilise it against A(cw). Since cw is highly
complex, there will be some vulnerabilities in some of its modules. This may lead
to the discovery of the spreading of cw, the capture of some instances and their
reverse engineering to convert cw into a weapon to be launched against those
who created it. Strategies to slow down the reverse engineering of cw include
obfuscation and polymorphism of the code of cw [6]. At(A(cw)) affects this
attribute too because the time to subvert the behaviour of cw mainly depends
upon the spreading time, and the attack infrastructure can reduce this time.

6 Design Choices and Attack Infrastructure

Currently, the primary decision in the design of a cyber weapon concerns whether
to use autonomous spreading or intrusions from nodes of At(A(cw)). Autonomous
spreading will become a viable option in the future, but currently, a set of in-
trusions is the preferred approach, at least to speed up the spreading, and each
intrusion may be automated through an attack platform. Autonomous spreading
may require some compromises. As an example, tf(cw), the time to install cw on
its targets is the sum of tdp(cw), when the spreading starts, and the latency. In
turn, tdp(cw) is determined by the largest time between the one to develop and
the one to define the signature of T(cw) and it can be reduced by approximating
the signature to collect less data. This compromise is one of the reasons for the
trilemma [21], but multiple factors determine the intensity of cw, including its
fragility, rather than the latency and the time for its development only. In any
case, the attack infrastructure simplifies and speed up the spreading and the de-
ployment. An accurate assessment of cyber weapons cannot neglect that A(cw)
does not dynamically produce a weapon when it needs it in the same way it does
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not produce a bomb or a bombardier after selecting the target of the bombing.
Instead, A(cw) produces cw in advance together with At(A(cw)). This implies
that:

a) Distinct weapons can reuse modules to reduce cost and speed up develop-
ment.

b) Distinct weapons share the same attack infrastructure.
c) The attributes of a weapon mostly depend on the ability to design and deploy

it well in advance of its activation and to update its modules.

Hence, the just pull the trigger assumption, i.e. you just need to decide when to
use cw, is false because At(cw) has to design, build, and test cw before using it.

We believe the main reason of overlooking the role of the attack infrastruc-
ture is Stuxnet [7,18]. This was one of the first cyber weapons that became public
and has been extensively examined, as the first known example of malicious code
designed to leap from some computers to the physical world to cause physical
impact on the industrial equipment those computers controlled — centrifuges
— to have a kinetic impact on them. Stuxnet stands out as an unusual weapon
because its intended target was offline. Hence, several conclusions drawn from
Stuxnet do not accurately represent the scenario defined by malware evolution.
Malware strains, i.e. variants, are a more realistic example when analysing the
strengths and weaknesses of cyber weapons and the role of an attack infras-
tructure to increase the effectiveness of cw by providing additional computing
power and more precise information about targets as well as alternative versions
of modules to download. The critical role of infrastructures is also confirmed
by the continuous evolution of techniques to build them and to minimise the
probability that they are detected. As an example, the attack infrastructures
of several APT groups are operational relay boxes, orb, networks [19,25]. These
are botnets that consist of virtual private servers together with compromised
Internet of Things devices, smart devices, and routers. Most of these nodes are
end-of-life or unsupported by their manufacturers. In this way, the attackers
can grow the size of the infrastructure with little effort to create a constantly
evolving network.

7 Conclusion

Our main conclusion is that an attack infrastructure can remediate most weak-
nesses of a cyber weapon, as it supports the deployment of new versions of a
weapon. An analysis of attack tactics, techniques, and procedures by criminal
gangs and malware developers confirms the importance of this infrastructure. A
prerequisite for creating such an infrastructure is the ability to persist stealthily
within adversary networks. This is confirmed by the wide adoption of living-
off-the-land techniques in intrusions because subverting the behaviour of tools
already installed on the target system, rather than downloading new ones, min-
imises the likelihood of detection. A second conclusion is the importance of
dismantling the attack infrastructures of potential adversaries as a preliminary
step to defend against cyber weapons.
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