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Abstract

Quality, environmertal ard safety management systems are typicaly combinedinto an Integrated Management
Systems (MIS), for easer maregement ard improved performance. If, as usual, the MIS is dewloped in
accadarce to 1SO stardards, then Process Cortrol becomesthe key element regulating the functioning of the
system. Indedd, to meet requirements in terms of quality, environment and safey, all processesmustbe known,
standardizedand, lasty, controlled. In this regrd, risk management plays a ciitical role becauseunlessrisks and
criticality areknown, it is na possible to meke a processstable, repeaable and controllable.

The presem pape focuses on the above mentioned topics and proposesa multi-dimensional risk assessnent
framework purposely develged for MIS. Due to the uncettain nature of the data neede for the ardlysis, the
framework is based on fuzzy-logic ratherthan on probahilistic models. Spedfically, for eachprocess,a set of
criteria (relatedto quality, environmert and sakty) are defined and their risk level is quantified using fuzzy
linguistic varialles Criteria are then aggregatedad different levels of detail, up to a single indicabr of global
risk. Also, in order to take into account causeard effect relationsips (among risk criteria) that camot be easily
measured, but thatcan only be judgedby the experts,the aggregation is performed using a comprehensve se of
If-Then rulescombinedusing a Mamdan Fuzzy InferenceSystem.

Lasty, a prototype apgdication was coded in Matlab and many tests were performed, preliminary outcomesare
encairagingasthey indicae framework’s robustnes and sahilit y.

Keywords:IntegratedManagement Systems, Fuzzy Logic, Rik Management.

1 Introduction

A ManagenentSystan (MS) can be defined as «an integrated set of policies, processs and
procedures implementedto ensure,both the internal and the external cusbmers,that all the
objectives of a companycan be achieved». Typical examples are qudity, environnental and
sakty management systems that enablke companes to increa® thar standrds and operating
performance (in terms of productand process qudity, environmenél impact and workers’
sakty), through a continous mprovemat process.

If, asusud, the maregement systems are developedin accadance to SO standads, then
Proces Control and the well-known Plan-Do-Check-Act approach becone the key elements
regulating the functioning of the system. Indeed, to meet requirementsin terms of qudity,
environnent and sdety, all processesmust be known, standadized and, lastly, controlled.
Also, dueto ther commonintent andsimilarity, quite often, quality, environmental andsdety
managementsystems are combined into an Integrated ManagementSystems (M1S), for easier
management ad improved perbrmance.

An imporint thing is that MSs cannot be consdered as fixed entities, as they constanty
evolveove time. Most d the timesmodifications proeed a a lowrate, jug to keep pace with
the inevitable busiress changes, but periodically MSs undergo also revolutionay charges,
dueto upgading of the undetying internationd standads. One of sud revolutiontook place
in 2015whenanew version of UNI EN ISO 9001wasreleasal. Specifically, the new version
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of the ISO standard introduces many innovationgrajywhich the most important one is, by
sure, the massive introduction of the concept @k rmanagement, defined ashe
identification, analysis, assessment, control, dance, minimization, or elimination of
unacceptable adverse eventdlore precisely, the risk of an adverse evertefned as the
product of its damage and occurrence probabiligin{l.1992); thus a significant part of risk
management, concerns the capability to estimasettveo parameters, in a reliable and robust
way. Obviously, apart from that, another fundamleatea of risk management concerns both
the design and the development of all the meashe¢sare needed to transfer, to mitigate or,
in the worst case, to face the occurrence of adwerents.

Certainly, the concepts of risk evaluation and gektrol are widespread and well known in
the engineering world, and this is not the verstfirme that the word “risk” appears in an ISO
9001 standard. However, in the past, apart fromesgpecific regulations for the automotive
and for the aerospace industry (i.e., ISO/TS 168#BISO/EN 9100) where risk management
was mandatory, the requirements of the ISO 900% waated, exclusively to the conformity
of processes, products and services. The use oifisgechnique for risk management (such
as Fault Tree Analysis and Failure Mode and Effadlysis) were only indicated as possible
support tools, but companies were free to decidethdr to adopt them or not. Conversely,
with the release of the new version, the implemenaof a risk management system has
become mandatory to obtain an ISO 9001 certificatio any business.

The growing trend to integrate in a MIS quality,veonmental and safety management
systems is another element that makes the impletemtof a risk management system a
more and more compelling issue. Indeed, for a MIProperly work, risky events must be
analyzed from different perspectives, so as to idenghe domino effects they may have in
different areas of the business in terms of quaditywironment and safety.

The present paper focuses on the above mentiopéck tand proposes a multi-dimensional
risk assessment framework, purposely developedistrmanagement in MIS. Due to the
complexity of the problem, which may even be inseshby possible correlations among
guality, environment and safety issues, collectmgnerical data concerning the risk of
adverse events is often impossible (Casal, 2008kt Mf the times, one has to make do with
vague and imprecise data, or with subjective ev@nsa given by the experts operating in the
various fields of a company (Matsatsinis et al.020 For these reasons, the use of
guantitative probabilistic models would be uselés®t even misleading. Instead, we propose
using a multi-criteria framework based on a Fuzmference System (FIS), as the one
proposed in the recent works by Lahsasna (2009).aetlal. (2011), who used fuzzy rules in
the context of classification analysis for businiskires models. More precisely, rather than
using precise values to quantify both the likelihcend the effect of a risk, different risk
criteria are expressed as linguistic terms and ao@dbusing a comprehensive set of If-Then
rules, operating according to a Mamdani-Type FIBei@ et al., 2006). This leads to robust
conclusions as it encourages human reasoning (iimgpkthe cause-and-effect relationships
between key factors as well as the exposure fdr gatividual risk) in a consistent and well-
documented way (Reveiz and Leon, 2009; Yu et 8092

The rest of the paper is organized as follows.i8e& introduces the conceptual model of the
risk assessment framework. Specific details, conogrdata gathering, experts’ opinions and
the architecture of the developed Mamdani-Type Fi&lel, are given in Section 3 and
Section 4. Lastly, conclusions and future resednattions are discussed in Section 5.

2. A conceptual model for fuzzy Risk Assessment

In a standard risk management system, risk estimativolves the identification of the
hazardous events and, most of all, the precisessis®mt of the magnitude of both their
consequences and frequency. Unfortunately, spaliificy case of Quality, Environment and
Safety (QES), this process is not as straightfaivearone could imagine. For a thorough QES
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risk assessnent, a great amountof data is required, but in many casesneither datdbasesnor
distributionsare aval able. Thus,QESdaa tendto be vague andimprecise and,consejuently,
significant uncertainty is as®dated to any study related to them. In these circumstances, a
fuzzy logic approach may be a precious alternative to the classicd method where every
propostion must either be true or false. Instead, fuzzy logic asserts that things can be
simulaneously true and not true, with a cettain membershp degree Thus, a risk assessment
model basedon fuzzy logic can provide consistecy when analyzing risks with limited data
and knowledge and may lead to an undersandable appoach for the decision makers
(CherubiniandLunga, 2001).In orderto develop a properfuzzy risk assesment system, we
propo® aframeavork based on the dllowing main stes:

1. Data Gatheing
v' Expert teamformation

In orderto develop a corsigentmodel,experts of quaity, environmentand sakty
mug found and inolved in theanalysis.

v Proceses identificaton

Processestha are potentially critical in temms of qualty, environment
sustanability and safty areidentfied.

v' Proces Analis

Standad mappng andanaysistoolsareused to andyzethe processandto collect
all dalrequred for the subsequent steps

v Définition of QES Rik Criteria

An adequa¢ number of Risk Criteria for Quality, Environmentand Risk is
defined.

v' Quantification of CES Rsk Criteria
People involved in the selected proces®s and, mainly processs’ managers, are
interviewed; opinions and evalwtions are collected for each one of the QES risk
assasnent criteria. If more people areinterviewed, opinionscan be aggregated by
means of cons@susdecision making approahes,suchas the well-known Delphi
or fuzzy Delphi method.

2. Fuzzy Miltivariate analyss

v" Fuzzy hfererce mockl geneation
In order to quantify the risk, a multi criteria FIS modd is built. This implies: (i)
the definition of appropriate linguistic varigbles for each one of the QES risk
criteria, (ii) the definition of a setof If - Thenrulesto aggegate the linguistic
variables in a singe fuzzy score and (iii) the sekction of a defuzzification
procelure.

v" Procesing of QES RiskCriteria
QESrrisk criteria (preliminary defined at Step 1) are usedasthe man input of the
FIS model. In this way, for each process arisk sarefor quality, environmentand
sakty is obtaine.

v' QES Crieria aggegation
Lastly, single Q, Eand S scass an be ggregatedin an oveall risk level.

3. Adions Defnition

v Risks prioritzation
Processesre ranked depending on ther single (or the aggregate) risk levels.
Corretive and mitigation actionsshould be corcaved and implemented for the
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mog risky ones (i.e., unacceptale risks); conversely, for thoserisks classfied as
“conditionally acaceptade” risk mitigation adions are generally suficient.
Corredive and mitigation actions arevoluntary for all the aceptablerisks.

v Definition of means of prevation and protetion

If possiblerisks shoutl be avoided or at least decreased through prevention. To
this aim Busness ProcessReengineering actions sdety progranns, training, and
other similar activities should be planned and implemented. Also, protections,
standad procedue, alarms, etc, should be implemented so asto limit accidents,
inddents, injuty, or accypaiond diseases.

v Déefinition of plans for cisis managerent

The occurence probablity can never be zero, so an imporiant pat of risk
management concerns the ddfinition of emergency procedue to minimize losss
and or impact oén adveseevent

Detailed information concerning Steps1 and 2 will be given in the following Sections;
convesely, Sep 3is standard and so it will nbbe addessed in futher details.

3. Data Gathering, selecting proper QES features

Processeghat must be andyzed are case spedfic and so, we will not proposea list of
processeson which one should focus attention, as this would be pretentiousif not even
misleading. However, in this Section we will give some opemting advices concerning the
definition and hequantification (throgh inteviews) of theQES risk citeria.

Speificaly, we propo® usinga list of QES evaluation criteria andthree quantifi cation tables
(for quality, environmen and safdy, respectivey) that can be useal as a guideline (i.e., a
checklig) during the pocess analsis deps.

In this study the QESevaludion criteria were defined combining the ideas of both acadenic
andindustrialexpeits with aliterature review andwith the analsis of 1SO 9001,1SO 14001,
OHSAS 18001manayenentstandads. We aso notethatboth QEScriteria and quantificdion
tableswere definedin a generic and flexible way, sotha they canbe appied in any industry
(both manufeturing and sevices) with littl e changes.

3.1 Quality

In order to assess thasks of procesfailures interms ofqudity requirenents, we poposedad
schemare it usingthe Deming's PDCA cycle. In other words,the andyst is guidedthrough
thefollowing steps

v" Plan- The pocess has ben poperly planned.
A process has been propety planned if its inputs, outputs, corstraints and
mechanisms/instument/peopk have been defined and are known. So, in order to
check it, sixquestions nust beanswered:
=  Who? - Has been a process owner defined? Have beenpeople involved in the
process identified? Are the regonsiblities defined? Has beean the work-flow

defined?
= What? - Are input and output known? Have been process adivities
stendadized?

= When? - Are cycle times knowr? (peculiar of manufaturing industral
processe$. Have been correlaions amorg processes defined? If so, havebeen
theway used to gnchronize theprocesses digned?

=  Where? - Have bean work placeandmachine/equipmentto be useddefined and
identified? Are they adequae?Have been altermative routings identifi ed?

= Why? - Have been thereansto usea certain proces clarified?Is this the sole
option? Is it themost dficient on& Is it also he mog effective one?



= How?Have been operating and managerial proceduresedi¥fiAre they fit for
use? Are the necessary KPIs defined (together tlagy wthey will be
gathered/evaluated/calculated)? Production cyckes updated? (peculiar of
manufacturing industrial processes)

v' Do - The process is both efficient and effective.

A process is said to be efficient if it is “wasfese”, and it is said to be effective if it
Is capable to achieve its goals. Both these issoelsl be subjectively evaluated by the
experts; however the use of Key Performance Indisdif available) is preferable. In
this respect, especially for an industrial procasd accordingly to lean thinking, a
proper KPI describing the efficiency of a processlld be the ratio between the
planned cycle time (i.e., operating time) and thadl time or total throughput time
(i.e., operating and waiting time). Concerning etifeeness, quality related metrics
(such as the quality rate) could be fine for inéérprocesses, whereas customers’
related metrics (such are number of complaintyjrmed items, etc.) seem more
appropriate for outbound processes.

v' Check- The process is under control;
A process is said to be under control if outpuesaceptable and stable (i.e., there are
no drifting phenomenon). Thus to check this iss@epnopose considering the trend
(over time) of the KPI used at the previous step.

v' Act- Countermeasures have been defined and succgseiplemented.
To check this issue, the analyst has to see wittintermeasures (due to quality
problems) have been defined and if they have préwée robust.

Lastly, depending on the answers, a score rangarg 0 (very low risk) to 1 (very high risk)
can be assigned to each quality criteria (i.enfla-Chek-Act), as shown in Table 1.

The overall effect in terms of quality depends be possible combinations of the scores
given to each P-D-C-A factor. This will be evaluihtey means of a FIS module, as described
in Section 4.

QUALITY
SCORE PLAN DO CHECK ACT
5W 1H KPIs KPIs Trend Positive Results
More than 75%-
80% of the KPIs are All KPIs are
. : : ; Countermeasures
Low risk answer are Yes. outstanding. improving. assure excellent
0-0.25 Excellent or Effective and Process is under
. results.
very good efficient process.  control.
planning.
Acceptable Risk Most answers  KPlIs are All KPI are stable. Cour_1termeasures
0.25-0.5 are Yes. acceptable. are fine.
High Risk Most answers ~ Some KPIs are Some KPI are getting Co_untermeasures
exist, but they are
0.5-0.75 are No. Low. worse.
flawed.
More than 75%-
: 80% of the All KPIs are low. All KPI are getting
Unacceptable risk answer are No. Inefficient and worse. The process is There are no
0.75-1 . : countermeasures.
Too poor or ineffective process. out of control.

absent planning.
Table 1. Quality assessment.
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3.2

Environment

In orde to assessthe environmental risks of a process,there is the need to quantily: (i) its
inputs (especialy in terms of row materials) and outputs, (ii) its energyrequiremens and
soures (i.e., electriaty, fossl fuel, etc.) and (iii) all wastesand/or polluting substance
released into different environmenth compatmens (i.e., water, soil/landfill and air).
Pollutans idenification canbe performed chedking pre-defined legd limits (suchasair and
water standards) and/or consulting environmentd database that list all subsanaes that may
havenegative effeds on the environment (Wathen, 1988).In doingsoit is also advisable to
perform the anaysis conddering al the process’s lifecycle, i.e., one shoud idenify all
pollutants that could be released as a consemence of implementation, utilization ard
dismanling of the proess.

ENVIRONMENT

LARGE HUMAN
SCORE SCALE HEALTH ECOSYSTEM RESOURCES
Ther are 0 Ther are 0 Ther are 0 Renavable
. potertially potertially potertially
Low risk resources. Stong or
dargeraus dargeraus dargeraus ; ; .
0-0.25 mild saving actions
substancesor substancesor substancesor .
o o o areimplemented
emissions. emissions. emissions.
Non-+enewable
AcceptableRisk  Effects are All legal limits are  Effects are reurces. Stong
0.25-05 negligible. fully respected negligible. saving adions ae
implemented
T ey Non-+enewable
High Risk Ther are guations Ther are sme resources. Mild
largescak . ; i
0.5-0.75 closeto legal limits. local saale dfects.  savingadions ae
effects ;
implemented
Effects are Effects are
unaccepable Effects are Non-+enewable
. . unaccepable (eg. .
Unacceptablerisk (e.g one @ unaccefpeble: one resources. No savung
o one @ more legal :
0.75-1 more legal or morelegal limits limits e acions are
limits ae aretrespad. implemented
trespassed.
trespasseg.

Table 2. Envionment assessent

Once pollutants havebeen identified, their impact can be assessedsing the following four
macro classes.

v' Envronmenal Large Scale Efects

Theseeffectsrefer to a changein anenvironmental paramete, over a specified period
and within a defined area reaulting from a particular adivity compaed with the
situaton which would have occurrdl if the activity hadnot beeninitiated. Large scale
factors suchas eutrophicdion, climate charge, ozone layer depletion, acid rains, efc.
shoull be consideed in this class.In order to quantify the effect it may be useful to
conside, also, the extent and the duration of the environmentl damag, its
reversibility and sociabnd political acceptance

v Effects on Human Hedh
Known effects on human health (bothin the short and long term) shoul be carefully
evaluded. The assesmem can rely on existing qualty standads (i.e., concentraion of
pollutantsin the air or noise level) or on caseby-case evaluations.More specifcdly,
acording to Edwards-Jones etal. (2000), thdollowing issus shouldoe consideed:
= Theexstence ofpre-defined kegal limits;
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= Thefrequency and the duation of theexposure;
= Thepossillity of mitigation;

= Thegravity of theillness

= Therecovembility of theillness.

Effect on ecosgtem

Theseeffects refer to regonal effects that have a dired impact on the local flora and
fauna. Effects such as disgppeaance/redudion/introducton of plant and animal
species should beonsidered in this class.

Effects on nonrenewableresources

The last environnental class refers to the use of non-renewable resaurces, non-
recyclable maerals and water. Also the introducton of saving or control adionsto
minimize the resaurce consumpbn should be consideed. Typical example of saving
actionis the use of top classequipment This lag classshoutl encouragebusnessto
understandhefull spectum of thar environmentalcoss and integrate these costsinto
decision proess.

Depending on the answers, a scae ranging from 0 to 1 can be assgnedto each one of the
environmentécriteria, & shown n Table2.

3.3

Safety

Corcerning safey, for each proces, there is the needto identify all physical injuries thatmay
occur(to avoid doublecouning, iliness dueto pollutants includedin the Human Hedlth class
shoull be avoided). Next, once possible injuries have beenidenified, we proposeto quantify
therisk in terms of four classes reachpied from a previous andysis proposedby the Italian
Nationd Inditute for Insurance against Accidents at Work (INAIL) (Luzzi et. al 2009)
These are

v
v

v
v

TheFrequeny ofthe injury - expressed as nabe of injuries peryea

TheTimeof the Exposure- expressd as hour per day. Note that this element mustbe
evaluded only in caseof reaurrent dargerousworking condition (suchas vibrations,
low illumination, noise llution, magetic ields, etc);

TheSeveriy of the injury- expressed as\gerage rumberof day offs from work;

The adequacyof the existng systems of protection - To be subgctively evduated by
experts n thefield.

Depending on the answers, a scae ranging from 0 to 1 can be assgnedto eachone of the
sakty crteria, & shownm Table3.

SAFETY
SCORE FREQUENCY EX_FFIOMSERE SEVERITY PROTECTIONS
. The irjury has Ther are 0
Looyvoréi never hapgen recurent dangerous No day off ngttgézg art
' before conditions P

AcceptableRisk  The irjury has Exposue time ae

Lesthan2weels  Good protedions

0.25-0.5 occuredrarely  farbelow the limit
High Risk The ifjury can Exposue time ae :
0.5-0.75 happen closeto legal li mits. HRTEIENZ RS OIE preielns
Unacceptablerisk  The irjury is Same ledl limits Permanent Inacequate
0.75-1 recurent. aretrespad. handicap. protections

Table 3. Saty asgssnent.
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4. The Fuzzy Inference System

In order to combinethe abovementioned risk critena into a composite output indicator, three
Mamdani Fuzzy Inference Systems (one for Quality Q-FIS, one for Environment E-FIS and
one forSdety S-FIS) were devebped usng the Matlab Fuzzy Logic Toolbox.

For the s&ke of clarity, a basic introductionto FIS is given in Subsetion 4.1, specificiti es of
thedeveloped QESISs are posponed to 8bsection4.2.

4.1  Mandam Fuzzy Inferepe System
Asshownin Figure2, aMamdaniFIS is compsel of three mainblocks thatare respectively:
(i) the Fuzifi cation Block, (ii) the Inference Engineand (ii1) the Defuzifi cation stage.

‘ Small Average  Large FUZZVfUIC base

HA{C]
I
]
HB{c} o If...Then : .
Crisp ¢
input Fuzzy Fuzzy Crisp
;% —> input output output
: Fuzzyfication » Inference Engine »| Defuzzyfication —*
xn — y

Figure 2. A Mamdani F3.

The core is the inference engine that containsm fuzzy rules usedto aggregate n crisp inputs:
all themrules ae evaluated in paallel and a single crisp output is obéined.
In ther basic forms, thelF-THEN rules ae writtenas:

(IFalSA) THENC

whereais acrisp input,A andC are fuzzy sets.

It is importantto note that both A and C are characterizd by a memtership function pa and
Uc that weight, appopriately, the linguistic characteristics (such as Low Medium, Averagg)
tha are attributedto theinputand to the output,respectivey. For instarceif A is the fuzzy set
repreenting the concep of High (with respect to the input a) and C is the fuzzy set
repreenting the conept of Unacceptable (with respect to the output variable), the abowe
mentioned wle can ke read as «IF a is High THEN the ouput IS Uhaaceptable».

The if-part of therule is called the antecedent or premise, while the thenpart of the rule is
calledthe conequentor conclusion In the abowe example(If a IS A) is the antecalent and
(ThenC) isthe conclusions Clearly, complex rules may have anteeedentswvith morethan one
partt combined with classcal logicd opeaatorsas,for example: IF ((a1SA) AND (b ISB)) OR
(d1SD).

Anyhow, when the fuzzy rule is evaluaéd, the antecedentis consideredfirst, and the
implication is considesd nex.

Evduating the antcedent corresponddo the fuzzyfication step of Figure 2, a stepthatis
typically peformed usimg the bllowing commonopeators:

v IS-(aisA) is quanifi ed by the membership degee ofato thefuzzy set Ai.e., ua(a);

v AND - the most common operdors for the conjuncion operabr are minimum and
produd i.e., IF (a IS A) AND (b IS B) is quantified as min{ ua(a), us(b)} or as
Hn(a) fs(b);

v" OR - the most comnon opegrtors for the disjunction are maximum, and the

probabilistt OR method probor. The probabilistic OR method (also known as the
algebraicsun) is calaulated as: probor(a, b) =a+ b - ab.
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The value of the anecedent - a singe number - determinesthe firi ng strengthof the rule,

which measues the degree to which the rule mathes the inputs. This value is used asinput
for the implication process of the rule. As we have sdd, the consequat C is a fuzzy set
repreental by a membership fundion tc, which weights appopriately the linguistic

chamaderistics that are attributed to it. When the rule is executa, the conseuent C is

reshgped to propely take into aacount the firing strength with which the rule has been

activatal. To this aimgwo mehods ae generally supportel: (i) minimum which truncates the
output fuzzy setC and (ii) productwhich res@e the outputfuzzy se C. In both cases, the
inputfor theimplication processis a single nunmber given by the antecedent,and the output is

a fuzzy set.

Sincedecsionsare based on al the m rules of the inference engine, al the activated rules

(i.e., that having a firing strength greder than zer), the rules must be combined in some
manne in order to makea decisbn. Aggregationis the processoy which the truncated fuzzy

setstha represat the outpus of each rule are combined into a sinde fuzzy sd. Three
common methodsto aggreyate the truncded fuzzy sets canbe used. Thes are maximum, the
probor operaor orsum(simply thefuzzy sum ofeach ule’s autput set).

Sincethe output of the aggreyation step is still a fuzzy numbe, a defuzzyfication step is

neededo convertthe output into a crisp number.Mary defuzyfication methodsexists and,
amag these the mostcommononesare: centrod, bisector,middle of maximum (the average
of themaxmum valueof the output s¢), larged of maximum, and smaéstof maximum.

4.2  QES FIS speficities

As shown by Figure 3, the Q-FIS (the othe ones opeaate in a similar way) is basd on three
main pats: (i) InputLinguistic Variables(in yellow), (i) Quality Risk Evaluaton Model (in

gray) and(iii) OutputLinguistic Variables (inlight blue).

x x x R Quality model

PLAN (4)

WY =
(Mamdani)

DO (4)

W | — Quality (4)

CHECK (4)

j i / 32 rules

ACT (4)
Figure 3. Q-FIS baxd on 4 inpu and 32 rules

Its bagc functioning is &s follows:

v' TheQ-FIS receivesas inputsthe [0, 1] crisp scores of the four risk criteria previausly
disaussed e, Aan - Do -Check - Act;

v' Thecrispinputsarefuzzyfied by evaluaing their membershipdegreeto the fuzzy se
repreenting the risk classto which they belong to. To this aim, fuzzy triangular
nunbers havebeen usedto propety repreentthe following linguistic variables { Low
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risk, Accepiable Risk, High Risk and Unaaceptable Risk}. Note tha, as shownin
Figure 4, the sypat of each fuzzy numberis wider than the intervals of the
comespondng risk classof Table 1. For instarce the interval [0.2,0.5] is the support
of the fuzzy numler representing the linguistic term “Low Risk”, whereasin Table 1
the same risk goes from [0.25 to 0.5]. This gererates a slight interedion betveen
adjacentfuzzy ses, a techniguethat assure an excellentmodeldevelopment for non-
linear piocess in whch therules wae gererated underfuzzy envronment.

X A Plot points: 181
Membership function plots

Complete Incomplete Wrong Missing

0,5

0 0,1 0,2 0,3 0,4 0,5 0,6 0,7 0,8 0,9 1
Input variable “PLAN"

Figure 4. linguistc Variables.

Figure 5. The Qualty Risk surface.

Inpus are combinedusing a set of If-Then Rules that have been defined after a
detaled aralysis of the literature and with the support of acasgmicsand industrial
speciaists. Also, knowing the nondinear behavor of QESrisk parameters a totd of 32
eay rules were defined for each FIS modd, so asto ensire reliable and satisbctory
results. An extract of therules is Isted below:
" IF Plan IS Totdly Developed AND KPIs are outstandng AND they are
improving THEN RiskIS Low
" IF Plan is Totdly Devdopal AND KPIs ARE outstandng AND KPIs are
getting worse THEN Ri%k IS Accepiable

= IF Planning IS Absent AND (KPIs ARE Low OR KPIs are getting worse)
AND CountermeasuesARE Absents THEN Risk IS Unacceptable

The rules are evaluaed in paallel and aggregaed and, lastly, the obtained fuzzy
output is defuzzyfied. In this way a composite output indicatorin therange [0, 1] is
finally obtainel.
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The obtaina respone suface, mapped B the 32 ules is show in Fgure 5.

By operding in this way, for each risky process, three distinct levels of risk (in terms of
gualty, environmentarnd safay) canbe obtaned; thus proceses can be ranked in terms of
criticality and pedfi c corrective actions an teinitiated, on the basis ofbust nformaion.
Additionally, althowgh if not strictly requred, the threerisk levels of can be easily joined in a
syntheic metric usng a smple weighted average:

QESRIisk=(a[Quality Risk +BEnvironmaent Risk+ yiSdety Risk)

4.3  Limitsand remarks
Therulesandthe operading parameers of eadch FIS were optimized by meansof an extensive
simulation activity: several conmbindions of the input variables were generate and obtaned
results wee evaluated by ateam of eperts.
By opemtingin this way we obseave tha the following paraméersled to the more stableand
robug solutions:
v' Linguistic variables aredefined using Triangular fuzzy numkers;
v' The min and max opetors are usel to evaluate conjunctionsand disjurctionsin the
antecedentpatt of thelF-Then rules;
v' Theimplication of the IF-Then rules is evaluated with the min operdor i.e., the output
fuzzy setis truncded,;
v" Rules ae aggregated usihg thesumoperatar;
v' Defuzzyfication is peformed usingthecentoid method.

Obtained resuls have been judgedreliable and robust, but, to be enpirically validated, the
modelstill needgo be practically implementel in sonme industial setings. By suchvalidaion
a better comprehengn concening the difficulties of implementaton of the systam will be
achieved. In fact, the proposel systemis quite conplex, due to the number of dataand
decisionsespeially presentin its first and second step. Also the choice of the weights
necessy for the QESRisk evaludion is critical and needsof testand feedback from thefield.

5. Conclusions and future research

The present paper proposd a multi-dimensond risk asgssnent framework purpoly
developéd for MIS. Specifi caly, a set of relevant criteria (related to quality, environmentand
sakty) are afined and heir risk levd is quantified usng fuzzy linguistic variables.

The potential impact of the developed fuzzy dedsion supportframework for assessient of
qualty, environment and safkty risks is remakable. While the main focus of classcal
appro&h is to start from the analsis of individual risk exposure the fuzzy decision support
framewak stats from the aralysis of the proagess and the opinion provided by the expets.
This appoach makesthe fuzzy modd extremely flexible, andit allows deasion makersto use
a broadrange of linguistic variables and madifiers for a finer discimination anong QES
pefformance categries. It is aso an ided system when the decision maker is faced with a
seliesof sub-acisonswhere availabledat is basd on vgueress, incertainty, and opinion.
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