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Abstract: The integration of Artificial Intelligence (AI) models in Industrial Internet of Things
(IIoT) systems has emerged as a pivotal area of research, offering unprecedented opportunities
for optimizing industrial processes and enhancing operational efficiency. This article presents a
comprehensive review of state-of-the-art Al models applied in IIoT contexts, with a focus on their
utilization for fault prediction, process optimization, predictive maintenance, product quality control,
cybersecurity, and machine control. Additionally, we examine the software and hardware tools
available for integrating Al models into embedded platforms, encompassing solutions such as Vitis Al
v3.5, TensorFlow Lite Micro v2.14, STM32Cube.Al v9.0, and others, along with their supported high-
level frameworks and hardware devices. By delving into both AI model applications and the tools
facilitating their deployment on low-power devices, this review provides a holistic understanding of
Al-enabled IIoT systems and their practical implications in industrial settings.

Keywords: artificial intelligence; machine learning; deep learning; computer vision; industrial
internet of things; embedded systems; embedded devices; SW/HW tools for Al; embedded ML;
TinyML; embedded low-power

1. Introductions
1.1. Motivations and Contributions

In recent years, the Industrial Internet of Things (IIoT) has revolutionized the industrial
sector, enabling the creation of intelligent interconnected systems capable of improving
operational efficiency, predictive maintenance, and product quality. However, the true
value of the IIoT can only be fully realized by integrating Artificial Intelligence (AI) models
into embedded platforms, including microprocessors and microcontrollers, which underpin
the embedded devices and systems commonly used in the industrial environment. The
following reasons highlight the importance and urgency of this integration:

* Reduced latency and communication overhead: Integrating Al models directly into
embedded devices allows data to be processed and analyzed on-site, reducing the need
to transmit large amounts of data to remote servers for processing. This significantly
reduces latency and communication overhead, enabling faster and more responsive
decisions [1-3].

*  Energy savings and resource optimization: Processing data directly on embedded
platforms reduces overall system power consumption, as it eliminates the need to
transmit data over long distances and run complex artificial intelligence algorithms
on remote servers. Furthermore, optimizing the computing and memory resources of
embedded devices allows for efficient implementation of artificial intelligence models
even in the presence of resource constraints [4-7].

* Improved data security and privacy: Integrating AI models on embedded platforms
helps to keep sensitive and critical data within the enterprise perimeter, reducing
the risk of security breaches and improving data privacy. Furthermore, local data
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processing allows encryption and cybersecurity techniques to be applied directly on
embedded devices, ensuring greater protection of sensitive information [8-11].

* Increased system resilience and availability: The integration of artificial intelligence
models on embedded platforms makes IIoT systems more resilient and autonomous,
capable of continuing to operate even in the absence of a network connection or in
adverse environmental conditions. This is especially crucial in industrial environments
where business continuity is essential for the safety and efficiency of operations [12-14].

In summary, the integration of artificial intelligence models on embedded platforms
represents a fundamental step towards unlocking the full potential of the Industrial Internet
of Things, enabling the implementation of intelligent, efficient, and secure systems directly
into the fabric of industrial infrastructure. This rationale section provides an overview of the
main reasons that such integration is essential to the success of the IloT and the industrial
sector as a whole. In the panorama of the current literature on Artificial Intelligence (AI)
applied to embedded systems in the Industrial Internet of Things (IloT), many works mainly
focus on the presentation and analysis of different AI models and their specific applications.
However, this article stands out for offering a comprehensive and in-depth review that
goes beyond merely describing AI models. Rather, it aims to critically examine the various
tools, frameworks and methodologies used for the effective integration of such models on
embedded platforms. While existing studies can offer a broad overview of available Al
models, this review goes further by exploring the challenges, solutions, and best practices
related to integrating such models into the specific domain of IloT. Through an in-depth
synthesis of academic sources, industry publications, and practical experiences, this article
aims to provide readers with a comprehensive and informative guide to understanding
and addressing the complexities of integrating Al on embedded systems in the IIoT.

1.2. Background on the IIoT

The Industrial Internet of Things (IloT) refers to the connection between physical
devices and the digital world via the internet, enabling these devices to collect and exchange
data. Such devices can be virtually anything, from simple sensors to complex industrial
machines, wearables, household appliances, and much more. The main goal of the IIoT is
to create an interconnected ecosystem capable of enhancing efficiency, productivity, and
user experience (see Figure 1). Peripheral Devices or edge devices form the physical basis
of the Internet of Things (IoT), collecting data directly from the real world. These can
include a wide range of devices, such as sensors, actuators, cameras, smartwatches, smart
meters, and more. They are the first point of contact for data acquisition, and represent
the point of origin of information in the IloT ecosystem. Their large-scale deployment
allows for the collection of data from multiple sources, enabling contextual analysis and
action [15,16]. In many cases, edge devices do not have the ability to connect directly
to the internet or back-end network; therefore, Gateways are used to collect data from
multiple devices, aggregate it, and send it to a centralized infrastructure via appropriate
communication protocols such as MQTT, CoAP, or HTTP. Gateways act as a bridge between
edge devices and the communications infrastructure, facilitating efficient data transfer and
enabling the connection of heterogeneous devices [17,18]. The data collected by the devices
is transferred to a Cloud or Fog Computing infrastructure for processing, analysis and
storage. The cloud offers virtually unlimited computing resources and scalability, enabling
complex analytics and long-term data storage. On the other hand, fog computing moves
some of the data processing closer to the devices to reduce latency and bandwidth usage.
This approach is particularly useful in scenarios where data timeliness is critical, such as in
manufacturing or video surveillance [19-21].
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Figure 1. Schematic representation of IIoT systems architecture.

The IoT Platform is the software component that manages the entire IloT infrastruc-

ture. It includes features such as device management, data analytics, security, and APIs for
IIoT application development. The platform plays a critical role in orchestrating operations
within the IIoT ecosystem, enabling centralized device management, data collection and
analysis, and delivery of services and applications [22,23]. IoT Applications and Services
are what end users directly interact with. They can include monitoring dashboards, mobile
apps, remote control systems, home and industrial automation solutions, and so on. These

tools allow

users to view, manage, and interact with IloT devices and data intuitively and

effectively (see Figure 2).
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Applications and services represent the end point of the IIoT ecosystem, providing
tangible value to end users and facilitating the adoption and use of IIoT technology [24-27].
Sensors are critical devices in the IIoT ecosystem; they detect and measure crucial en-
vironmental data such as temperature, humidity, light intensity, motion, pressure, and
more. These data is critical to understanding the surroundings and fueling decision-making
within the IIoT environment. For example, temperature sensors can monitor conditions
in a warehouse to ensure that heat-sensitive products are stored properly, while motion
sensors can activate security systems in the event of an intrusion [28-33]. Actuators are
responsible for acting on the physical world in response to commands received from an
IIoT system. These devices can perform a wide range of actions, such as turning on a light,
activating a pump, adjusting a valve, and more. Actuators play a crucial role in automating
processes and implementing corrective or preventive actions based on data collected by
sensors. For example, an actuator can be used to automatically close a valve if a liquid leak
from a tank is detected [34-36]. Wearable Devices such as smartwatches, fitness bands
and smart glasses have become increasingly popular in the IIoT space. These devices track
physical activities, health parameters, location, and more, offering users a wide range of
useful features for monitoring and improving personal wellbeing. For example, a smart-
watch can constantly monitor an individual’s heartbeat and alert them if there are any
abnormalities [37,38]. Smart Home Devices such as smart thermostats, smart light bulbs,
and security cameras enable remote control and monitoring of home environments. These
devices offer users greater comfort, safety, and energy efficiency, allowing them to adjust
the temperature, turn lights on and off, and monitor home activities remotely via dedicated
apps [39-42]. Industrial Devices are designed specifically for industrial environments, and
can include production monitoring sensors, computer numerical control (CNC) machines,
autonomous industrial vehicles, and more. These devices are essential for optimizing
production processes, improving efficiency, and ensuring safety in the workplace. For
example, monitoring sensors can collect real-time production data to identify inefficiencies
and improve overall plant performance. Wired Communication Systems use protocols
such as ethernet or modbus over physical cables to transmit data between IloT devices
and communication infrastructures. These systems offer a stable and reliable connection
that is ideal for applications requiring high-speed and low-latency data transfers [43-46].
Wireless Communication Systems such as WiFi, Bluetooth, Zigbee, LoRa, NB-IoT, and
Sigfox offer flexibility and are easier to install than wired options. These protocols allow
data transmission over long distances without the need for physical cables, making them
ideal for applications where mobility or flexible deployment of devices is important [47—-49].
Hybrid Communication Systems combine wired and wireless connections to ensure con-
nectivity in heterogeneous environments. This approach allows users to take advantage of
the advantages of wired connections in terms of stability and reliability together with the
flexibility and ease of installation of wireless connections. This solution is best suited for
scenarios where it is necessary to balance performance and flexibility requirements [50-53].

Security represents a fundamental element in the Internet of Things (IoT), aiming to
protect sensitive data and prevent malicious attacks that could compromise the integrity,
confidentiality, and availability of information (see Figure 3). Security measures in the IloT
are multidimensional and involve several key aspects, ranging from protecting the devices
themselves to managing data transmission and storage [54-62]. One of the first lines of
defense is device authentication, which ensures that only authorized devices can access net-
work resources. This can be achieved through the implementation of robust authentication
protocols and the adoption of appropriate authorization policies. Data Encryption is an-
other crucial practice for protecting sensitive information during transmission and storage.
The use of advanced encryption algorithms helps to make data unreadable to attackers,
ensuring that only authorized users can access the information [63,64]. Cryptographic key
management is equally important, as keys are used to encrypt and decrypt data. Proper key
management involves securely generating keys, securely distributing them to authorized
devices, and periodically rotating keys to mitigate the risks associated with key compro-
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mise [65-67]. Firewalls are devices or software that monitor and control network traffic by
filtering and blocking unauthorized communications. Implementing robust firewalls can
help to protect IloT devices from external intrusions and network attacks [68-70]. Firmware
and application security is another critical area; as bugs or vulnerabilities in the firmware
or software can be exploited by attackers to compromise a device, it is essential that IIoT
device manufacturers regularly release firmware and application updates in order to fix
known vulnerabilities and protect devices from attacks [71-73]. Finally, security awareness
and staff training are important aspects of ensuring that end users are aware of security
threats and best practices for protecting their devices and data. Collaboration between
vendors, standards organizations, and research institutions is critical to developing and
promoting security best practices in the IloT.
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Figure 2. A schematic representation of a typical IloT communication system.
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1.3. Background on Al for the IIoT

Artificial Intelligence (Al) represents a multidisciplinary field of computer science

that aims to develop systems and algorithms capable of simulating and replicating human
capabilities. The main goal of Al is to develop systems capable of learning from data, draw-
ing conclusions, solving problems, and making decisions autonomously while exploiting
a wide range of techniques and methodologies. In the field of artificial intelligence, the
recurring keywords which represent the most basic concepts are the following;:

Machine Learning: A sub-discipline of Al that focuses on training computers to learn
from data without being explicitly programmed. Machine learning algorithms enable
computers to identify patterns and relationships in data, allowing them to make predic-
tions or decisions based on new unseen data. This capability makes machine learning
particularly useful in tasks such as predictive modeling, classification, clustering, and
anomaly detection. By iteratively learning from data, machine learning models can
improve their performance over time and adapt to changing conditions [74-77].
Artificial Neural Networks: These are mathematical models inspired by the function-
ing of the human brain, composed of interconnected artificial neurons organized in
layers. Neural networks are capable of learning complex patterns and relationships in
data through a process called training.

During training, the network adjusts the weights of connections between neurons in
order to minimize the difference between the predicted and actual outcomes. Neural
networks have demonstrated remarkable performance in various tasks, including
image recognition, natural language processing, speech recognition, and time series
prediction. Their ability to automatically extract relevant features from raw data
makes them a powerful tool in machine learning and Al applications [78-80].
Supervised and Unsupervised Learning: In supervised machine learning, the model
is trained on a set of labeled data, where each example is associated with a target
variable or outcome. The model learns to map input features to the corresponding
target values, enabling it to make predictions on new unseen data. Supervised learning
algorithms include regression for predicting continuous outcomes and classification for
predicting categorical outcomes. On the other hand, unsupervised machine learning
involves training the model on unlabeled data, where the goal is to identify patterns
or structures in the data without explicit guidance. Unsupervised learning techniques
include clustering, size reduction, and anomaly detection. These methods are valuable
for exploring and understanding the underlying structure of data, uncovering hidden
patterns, and generating insights without the need for labeled examples [81-83].

In the Industrial Internet of Things (IloT), Al is used to analyze data generated by

connected devices and draw meaningful insights to make intelligent operational decisions.
Typical applications include:

Fault prediction is crucial in preventing unplanned and costly downtime in the IIoT
space. Using machine learning algorithms, sensor data can be analyzed to identify
patterns and warning signals that may indicate imminent failures in industrial equip-
ment. This allows for timely preventive interventions to avoid costly breakdowns,
thereby extending the useful life of systems. Traditional preventative maintenance
methods can be limited by a lack of real-time data and inability to accurately pre-
dict failures. Al overcomes these limitations by enabling more accurate and timely
predictive analytics [84-87].

Process Optimization is essential to maximizing efficiency and reducing costs in
industrial environments. Al can identify inefficiencies in manufacturing processes by
analyzing data in real time and suggesting improvements. This can include production
line optimizations, waste reduction, and optimization of processing times. Traditional
methods of process optimization can be limited by difficulty in detecting inefficiencies
and identifying areas for improvement. Al overcomes these limitations by offering
deeper and more proactive analysis of data [88-90].
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Predictive Maintenance allows for the prediction of when a plant or machine will
require maintenance, thereby avoiding unexpected and costly downtime. By analyzing
sensor data in real time, it is possible to detect signs of impending failure and plan
preventative interventions before a failure occurs. Traditional methods of scheduled
maintenance can be ineffective and expensive, as they rely on fixed maintenance
intervals rather than the actual needs of the facility. Al overcomes these limitations by
enabling more targeted and data-driven maintenance [91-94].

Product Quality Control is essential in order to ensure that manufacturing standards
are met and that products meet customer expectations. Al can monitor product quality
by identifying defects or anomalies during the manufacturing process and taking
corrective measures in real time. This can improve customer satisfaction, reduce
waste, and increase profitability. Traditional quality control methods can be limited
by subjectivity and slowness in detecting defects. Al overcomes these limitations by
offering objective and immediate analysis of production data [95-97].

Cybersecurity is crucial in the IIoT to protect industrial systems and data from cyber
threats and attacks. Al techniques such as anomaly detection and behavior analy-
sis can help to identify suspicious activities and potential security breaches in real
time, allowing for timely responses that mitigate risks. Traditional cybersecurity
measures may not be sufficient to address the evolving nature of cyber threats in IloT
environments.

Al offers adaptive and proactive cybersecurity solutions to enhance the overall security
posture of industrial systems [98-104].

Machine Control and Optimization: With the increasing connectivity of industrial
machinery via the IIoT, Al is currently playing a crucial role in enhancing machine con-
trol and optimization. By leveraging Al algorithms, real-time data from interconnected
machines can be analyzed to optimize machine performance, minimize downtime,
and maximize production efficiency. Al-powered control systems can actively adjust
machine parameters such as speed, temperature, and pressure to optimize production
processes and ensure product quality. Additionally, predictive maintenance algorithms
can anticipate machinery failures, allowing for proactive maintenance interventions to
prevent costly breakdowns. Al-driven machine control and optimization contribute to
overall operational excellence in industrial settings [105-111].

2. Methodology of This Overview

In order to provide a comprehensive and structured survey of deep learning models

in Industrial Internet of Things (IloT) applications, this section outlines the methodol-
ogy adopted for review. The methodology ensures a systematic approach to selecting,
evaluating, and presenting the relevant body of knowledge in the field.

2.1. Scope and Selection Criteria

This survey focuses on the intersection of deep learning models and IloT applications,

specifically targeting models that have shown significant impacts in industrial settings. The
key criteria for selecting the models and applications included in this review are:

Relevance: Models and applications that are directly applicable to IloT scenarios,
particularly in areas such as predictive maintenance, quality control, supply chain
management, and energy optimization.

Impact: Research and case studies that demonstrate measurable improvements in
efficiency, accuracy, or productivity due to the application of deep learning in the IloT.
Novelty: Inclusion of both well-established models (e.g., CNNs, RNNs, LSTMs) and
emerging models (e.g., GANSs, autoencoders) to provide a broad perspective on current
trends and innovations.

Publication Quality: Preference for peer-reviewed articles, high-impact conference
papers, and reputable technical reports to ensure the reliability and validity of the
information presented.
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2.2. Evaluation Methods

The evaluation of the deep learning models and their applications in the IIoT is
conducted using a combination of quantitative and qualitative methods:

¢  Quantitative Evaluation:

—  Performance Metrics: Analysis of key performance indicators (KPIs) such as
accuracy, precision, recall, F1-score, and mean squared error (MSE) to evaluate
the effectiveness of deep learning models.

-  Computational Efficiency: Assessment of the computational requirements, in-
cluding training time, inference speed, and resource consumption, to gauge the
practicality of deploying these models in industrial environments.

—  Scalability: Examination of the scalability of models, considering their ability
to handle the large-scale data and real-time processing demands typical in IIoT
applications.

¢  Qualitative Evaluation:

—  Applicability: Evaluation of the relevance and applicability of models to various
IIoT domains through case studies and real-world implementations.

— Adaptability: Consideration of the adaptability of models to different industrial
contexts and their ability to integrate with existing IloT infrastructure.

- Innovative Contributions: Identification of novel contributions and advancements
made by the models in improving industrial processes and addressing specific
challenges in IloT.

2.3. Analysis and Synthesis

The collected data were systematically analyzed to identify trends, patterns, and key
insights. The analysis involved:

*  Comparative analysis of different deep learning models in terms of their performance
and applicability in IIoT contexts.

*  Synthesis of findings to highlight best practices, challenges, and future directions in
the integration of deep learning with IloT.

By establishing this methodology, we aim to provide a structured and rigorous survey
that not only covers the breadth of the field but also offers deep insights into the practical
and theoretical aspects of applying deep learning models in IIoT.

3. Al Models in IIoT Applications

In recent years, the integration of deep learning models with the Industrial Internet of
Things has revolutionized various industrial sectors. This fusion of advanced technologies
optimizes processes, enhances efficiency, and unlocks new productivity. It equips machines
to perceive, learn, and make intelligent decisions autonomously, reshaping industrial oper-
ations. The IloT is an interconnected network of physical devices, sensors, and machinery
with embedded software, facilitating data exchange and automation in industrial settings.
It supports modern industrialization, enabling smart factories and predictive maintenance.
Deep learning, a subset of artificial intelligence, allows machines to learn from data, rec-
ognize patterns, and make human-like decisions. Embedding deep learning in the IloT
involves sophisticated neural networks in industrial systems that interpret data, detect
anomalies, and optimize processes in real time. Applications include predictive mainte-
nance, quality control, supply chain management, and energy optimization. These systems
streamline operations and enable predictive and prescriptive analytics, helping businesses
to remain competitive. This exploration delves into deep learning models in the context of
the IloT, including an examination of their mechanisms and transformative impact. We aim
to demystify these technologies and highlight their potential to revolutionize industrial
processes. We invite readers to join us in exploring the intersection of deep learning and
the IIoT, where innovation is currently shaping the future of manufacturing and beyond.
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3.1. Convolutional Neural Networks

The Convolutional Neural Network (CNN) is a specialized deep neural network
designed for visual imagery analysis. It learns spatial hierarchies of features from input
data, making it effective for tasks such as computer vision, image and video recognition,
and medical image analysis. CNNs are inspired by the visual cortex of animals, where
neurons respond to stimuli in specific visual fields. They comprise multiple layers, in-
cluding convolutional layers, pooling layers, and fully connected layers (see Figure 4).
Convolutional layers apply filters to extract features, while pooling layers downsample the
feature maps, reducing complexity and enhancing translation invariance. The networks
are trained through supervised learning, adjusting parameters to minimize a loss function
via techniques like back-propagation. CNNs excel in learning features from raw data,
achieving high accuracy in image classification, object detection, and segmentation.

___Output Layer
Input Layer o

Convolution Pooling Convolution Pooling I
Layer Layer Layer Layer Fully
Connected

Layer

Figure 4. Schematic representation of the typical internal structure of CNNS.

In essence, CNNs process an image by applying filters that create feature maps high-
lighting various aspects such as edges and textures. Pooling layers then simplify these
feature maps, preserving significant features while reducing data volume. Fully con-
nected layers aggregate these features to perform final tasks such as classification or object
identification.

CNNs are currently being used to develop effective intrusion detection systems for
IoT networks. A hybrid CNN+LSTM model achieved 93.21% accuracy for binary classifica-
tion and 92.9% for multi-class classification in detecting attacks on IloT networks [112,113].
Another approach called IIoT-IDS used an inception CNN model to detect intrusions with
high accuracy [114]. Researchers have explored using CNNs for both feature selection and
attack detection on IoT networks. The CNN+CNN model, which uses a dual CNN archi-
tecture, has been found to outperform other approaches in accuracy, precision, recall, and
F1 score for detecting IoT attacks [115]. CNNs combined with edge computing have been
applied for IoT-based smart health monitoring systems. Deep CNNs have been proposed
along with fog and edge computing to analyze health monitoring tasks, achieving high
accuracy in classifying sensor data [116]. CNNs have been used for IoT-based agricultural
applications such as pest identification. A crop pest recognition algorithm based on compar-
ing multiple CNN models achieved 99.8% accuracy in distinguishing seven health states of
apples and grapes [117]. The ability of CNNs to automatically learn features from raw data
makes them well-suited for a variety of IloT applications that involve processing sensor
data, images, and time-series information. As IloT systems generate massive amounts of
data, CNN-based approaches can extract valuable insights, helping to enable intelligent
decision making.

3.2. Recurrent Neural Networks

Recurrent Neural Networks (RNNSs) are a class of artificial neural networks that are
adept at processing sequential data. Unlike feedforward neural networks, RNNs have
connections that form directed cycles, enabling them to exhibit dynamic temporal behavior
(see Figure 5).
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Figure 5. Schematic representation of the typical internal structure of an RNN.

This architecture allows RNNs to capture dependencies and patterns in sequential
data such as time series, speech, and text. A key feature of RNNs is their ability to maintain
a memory of previous inputs, making them suitable for tasks where context is crucial.
However, traditional RNNs suffer from the vanishing gradient problem, which hampers
their ability to capture long-term dependencies. To address this, variants such as Long Short-
Term Memory (LSTM) networks and Gated Recurrent Units (GRU) have been developed,
incorporating mechanisms to better preserve and control the flow of information over
time. RNNs find applications in various fields, including natural language processing,
speech recognition, time series prediction, and machine translation. They are particularly
valuable for anomaly detection systems in IloT networks, where they have outperformed
other approaches in accuracy [118]. LSTM variants have been applied to traffic speed and
congestion prediction in large-scale transportation networks, achieving high accuracy [119].
Additionally, RNNs have been combined with other techniques such as machine learning
for context-aware intrusion detection in smart factory environments [120]. Despite their
potential, implementing RNNs in IloT faces challenges such as finding an optimal memory
size to balance performance and computational complexity.

More research is needed to address these challenges and explore the full potential
of RNNs in the IIoT. RNNS, especially LSTM variants, have demonstrated strong perfor-
mance in IIoT applications involving time series data analysis, anomaly detection, and
prediction tasks. As IIoT systems generate massive amounts of sequential data, RNN-based
approaches can help to extract valuable insights and enable intelligent decision-making.

3.3. Long Short-Term Memory

Long Short-Term Memory (LSTM) is a type of Recurrent Neural Network (RNN)
architecture designed to overcome the limitations of traditional RNNs in capturing long-
term dependencies in sequential data.

LSTM networks are equipped with memory cells and various gates, including input,
forget, and output gates, which regulate the flow of information through the network.
These gates allow LSTM networks to selectively remember or forget information over
long sequences, making them particularly effective for tasks such as speech recognition,
language modeling, and time series prediction (see Figure 6). LSTM networks process
data through a series of steps involving input, forget, and output gates, which manage the
information retained or discarded over time. This mechanism enables them to maintain and
update a memory of past data points, allowing for the analysis of long-term dependencies.
The ability of LSTM networks to retain information over extended periods has made them
a popular choice in various fields where analyzing sequential data is crucial for making
accurate predictions and decisions, including natural language processing, finance, and
healthcare [121]. LSTMs are widely used in IloT systems for predicting and forecasting time
series data. For example, an LSTM-based model was proposed for analyzing industrial
IoT equipment and forecasting operation status [122]. Another approach used LSTMs
for predicting traffic speeds and congestion in large-scale transportation networks [123].
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LSTMs are also applied in anomaly detection within IIoT systems. One study proposed
an LSTM-Gauss-NBayes method for outlier detection, building a model on normal time
series data and detects outliers by utilizing the predictive error for the Gaussian Naive
Bayes model [124]. Additionally, LSTMs are used for condition monitoring and fault
detection in industrial systems. For instance, an LSTM-based approach was proposed for
fault diagnosis in rotating machines via vibration signals [125]. In smart manufacturing
and quality inspection, LSTM models are used to predict non-LOS propagation in wireless
sensor networks, which is crucial for accurate location estimation in industrial settings [126].
LSTMs can also be integrated with edge computing for real-time analysis and decision-
making in IIoT systems; examples include real-time traffic forecasting in fog computing
environments [127].
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Figure 6. Schematic representation of the internal structure of an LSTM.

3.4. Gated Recurrent Unit

A Gated Recurrent Unit (GRU) is a type of Recurrent Neural Network (RNN) architec-
ture. It addresses the vanishing gradient problem commonly encountered in traditional
RNNSs by incorporating a gating mechanism that selectively updates and forgets informa-
tion over time. This mechanism consists of update and reset gates which regulate the flow
of information through the network and enable it to capture long-range dependencies in
sequential data more effectively. Compared to other RNN variants such as Long Short-Term
Memory (LSTM), GRUs offer a simpler architecture with fewer parameters (see Figure 7).
Despite this simplicity, they retain strong performance in tasks such as natural language
processing, speech recognition, and time series prediction. By striking a balance between
capturing relevant information over long sequences and avoiding issues with exploding
or vanishing gradients, GRUs have become a popular choice in various deep learning
applications [128,129].

In the context of Industrial Internet of Things (IloT) applications, GRUs are particularly
valuable for handling sequential data and learning long-term dependencies. They have
been employed in intrusion detection systems for IloT networks, such as the MAGRU-
IDS model, which utilizes a multi-head attention-based GRU to detect anomalies effec-
tively [130]. Furthermore, GRUs contribute to enhanced security in industrial control
systems. For example, a sequentially integrated Convolutional-GRU autoencoder has been
proposed to bolster security in industrial control systems by leveraging the strengths of
both convolutional and recurrent neural networks [131]. Additionally, GRUs are utilized for
time series prediction and forecasting in IloT applications, such as predicting traffic speeds
and congestion in large-scale transportation networks [132,133]. They also play a role in
condition monitoring and fault detection in industrial systems, including fault diagnosis
via vibration signals in rotating machines [134,135]. In the realm of edge computing, GRUs
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are integrated for real-time analysis and decision-making in IIoT systems. For instance,
an edge computing-based deep learning model utilizing GRUs has been proposed for
real-time traffic forecasting [136,137]. Overall, GRUs find wide application in IloT sce-
narios involving sequential data, anomaly detection, condition monitoring, and real-time
analysis, owing to their ability to learn long-term dependencies and handle sequential
data effectively.

4 ™\

Hidden state ™\ -
»( + .

Il: I ) ) @

O~©

(@ Reset Update
gate gate Candidate
| o I R, | | Z, | s I __ .. hidden state

U -
H,
(| ] } J -
| y
I
Input X,
FC layer with Elementwise c
e X 0 _r—' Concatenate
III aclivation function operator _L. Py

Figure 7. General description of the internal structure of GRU hidden state.
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3.5. Generative Adversarial Networks

Generative Adversarial Networks (GANSs) are a type of artificial neural network
composed of two main components called the a generator and the discriminator. These
two components compete in a learning process to create realistic data from scratch (see
Figure 8).
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Figure 8. Schematic representation of a GAN model workflow.

The generator is tasked with generating synthetic data, such as images or sounds, from
arandom set of input data, often referred to as noise vectors. Its goal is to generate data that
are indistinguishable from real data. The discriminator, on the other hand, acts as a judge
that tries to distinguish between real and generated data. Its task is to provide feedback
to the generator on how well it is doing in creating realistic data. Training a GAN occurs
iteratively. The generator and discriminator are trained alternately. During each iteration,
the generator tries to fool the discriminator by generating increasingly realistic data, while
the discriminator seeks to improve in distinguishing between real and generated data.
The ultimate goal is for the generator to become so good at creating data that the result
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is indistinguishable from real data, while the discriminator becomes increasingly skilled
at recognition. When this happens, the GAN reaches a point of equilibrium where the
generator has learned to create highly realistic data. GANs find applications in a wide range
of fields, such as image processing, speech synthesis, text generation, and much more. They
are particularly useful when a large set of real data is not available or when synthetic data
need to be generated for testing or training purposes. GANs are also used for intrusion de-
tection and penetration testing in IloT networks. For instance, a GAN-based approach was
proposed for generating synthetic attack samples to train web application layer defensive
devices, such as Web Application Firewalls (WAFs) [138], against sophisticated attacks such
as Advanced Persistent Threats (APTs) [139,140]. GANs are currently being applied for
condition monitoring and fault detection in industrial systems. For example, a GAN-based
feedback analysis system was proposed for industrial IoT networks, which can help in
detecting anomalies and predicting failures [141]. GANSs are being used for time series
prediction and forecasting in IloT applications as well. For instance, a GAN-based model
was proposed for predicting traffic speeds and congestion in large-scale transportation
networks [142]. GANs can be integrated with edge computing for real-time analysis and
decision-making in IIoT systems. For example, a GAN-based approach was proposed for
real-time traffic forecasting in fog computing environments [143]. GANs have been applied
in various industrial use cases, including semi-supervised learning, image removal, copy
detection, and response statistics. They have also been used for anomaly detection and fault
diagnosis in industrial systems. A review of GAN applications in Industry 4.0 highlighted
the potential of GANSs in various industrial use cases, including predictive maintenance,
quality control, and supply chain management [144].

3.6. Autoencoder Neural Networks

Autoencoders are a prominent type of deep learning model extensively utilized for
unsupervised learning and dimensionality reduction tasks. Structurally, they consist of two
primary components: an encoder and a decoder (see Figure 9). The encoder compresses
the input data into a lower-dimensional latent-space representation, while the decoder
endeavors to reconstruct the original input from this representation.
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Figure 9. Schematic representation of autoencoder model architecture.

Through this iterative process, autoencoders strive to grasp a compressed and efficient
representation of the input data encapsulating its crucial features. They find applica-
tion across diverse domains, including image and signal processing, anomaly detection,
and data denoising. Variants such as denoising autoencoders, sparse autoencoders, and
variational autoencoders introduce additional constraints or probabilistic formulations
to enhance learning capabilities and generate more meaningful representations. With
the surge of deep learning, autoencoders have emerged as fundamental tools for feature
learning, data generation, and representation learning tasks. They play a pivotal role in
Industrial Internet of Things (IloT) applications, aiding in tasks such as anomaly detection,
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predictive maintenance, and sensor data compression [145]. Autoencoders contribute sig-
nificantly to anomaly detection in IloT networks. For instance, a study proposed employing
an autoencoder to identify anomalies in industrial IoT data by training the network to
disregard noise signals and develop a robust representation of normal data [146]. Fur-
thermore, autoencoders are instrumental in data compression for IloT applications. For
instance, a study employed an autoencoder to compress industrial IoT data, reducing the
amount of transmitted and stored data [147]. Moreover, autoencoders play a vital role
in dimensionality reduction for IIoT applications. For example, a study utilized an au-
toencoder to decrease the dimensionality of industrial IoT data, facilitating easier analysis
and visualization. Additionally, autoencoders are deployed for condition monitoring and
fault detection in industrial systems. For example, a study proposed utilizing an autoen-
coder to detect faults in industrial equipment by analyzing vibration signals [148,149].
Furthermore, autoencoders are integrated with edge computing for real-time analysis and
decision-making in IIoT systems. For example, a study proposed using an autoencoder
for real-time anomaly detection in industrial IoT data through edge computing [150,151].
Overall, autoencoders find widespread application in IloT scenarios encompassing data
compression, dimensionality reduction, anomaly detection, and condition monitoring,
owing to their ability to learn robust data representations while disregarding noise.

3.7. Summary of Al Model Characteristics

Table 1 provides a comparison of the main deep learning models used in Industrial
Internet of Things (IloT) applications. The table provides an overview of the key features
of each model, helping to select the most suitable solution for specific IIoT tasks and
data characteristics. Convolutional Neural Networks (CNNs) are particularly effective
at analyzing spatially structured data such as images and videos. Convolution allows
them to capture local patterns, making them ideal for classification, object detection, and
segmentation tasks. However, training CNNs can require a lot of computational resources
and abundant training data to avoid overfitting. Recurrent Neural Networks (RNNs),
including variants such as LSTM (Long Short-Term Memory) and GRU (Gated Recurrent
Unit), are excellent at modeling sequential data such as text, audio, and time series. LSTMs
and GRUs address the vanishing gradient problem of traditional RNNs, allowing them
to maintain long-term information and handle long sequences. However, RNNs can
suffer from stability issues when training on very long sequences, and require careful
management of overfitting. Generative Adversarial Networks (GANs) are revolutionary in
unsupervised learning, especially for generating realistic data such as images and sounds.
The ability of GANs to generate completely new data through competitive training between
a generator and a discriminator makes them extremely powerful. However, training GANs
can be unstable and requires delicate parameter optimization to avoid problems such
as generator collapse and mode collapse. Autoencoders are used for size reduction and
data reconstruction, which they accomplish by learning compact representations of input
information. They can be useful for image compression, noise filtering, and generating new
data instances. However, autoencoders can struggle to capture complex patterns in high-
dimensional data, and may not be able to retain useful information during compression.
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Table 1. Comparison of deep learning models.
Model Pros Cons
CNN Effective feature extraction from images. . Requires large labeled training data.
Efficient handling of large image data volumes. . Not suitable for sequential data.
RNN Captures temporal dependencies. . Suffers from vanishing/exploding gradients.
Suitable for time-series forecasting. J Difficulty capturing long-term dependencies.
LSTM Better at capturing long-term dependencies. . More computationally expensive.
Mitigates vanishing/exploding gradients. . May struggle with very long-term dependencies.
GRU Faster training due to fewer parameters. . May not perform as well as LSTM on some tasks.
More computationally efficient. . Limited ability to capture complex dependencies.
GAN Generates realistic synthetic data. . Unstable training requiring careful tuning.
Effective for anomaly detection. . Limited interpretability of generated data.
A Learns compact data representations. *  Performance depends on architecture and hyperparameters.
utoenc. . : : Lo . J .
Effective for anomaly detection and data reconstruction. e Limited interpretability of learned representations.

3.8. lIoT Applications for Industry

The integration of Internet of Things (IoT) technology within industrial processes has
revolutionized the landscape of manufacturing and production, fostering unprecedented
levels of efficiency, automation, and optimization. Through a myriad of applications, the
IoT has empowered industries to streamline operations, enhance safety protocols, and
optimize resource allocation. One of the most prominent applications lies in predictive
maintenance, where IoT sensors embedded in machinery collect real-time data on perfor-
mance metrics, enabling proactive maintenance schedules based on actual usage patterns
rather than predetermined timelines to minimize downtime and reduce costs associated
with unexpected breakdowns. Furthermore, the IoT facilitates the implementation of
smart energy management systems, allowing industries to monitor energy consumption
in real time, identify inefficiencies, and optimize usage to reduce environmental impact
and operational costs. Asset tracking and inventory management are also significantly
enhanced through IoT solutions, as sensors enable continuous monitoring of inventory
levels, location tracking of assets, and real-time updates on stock status, thereby optimizing
supply chain logistics and minimizing inventory holding costs. Moreover, loT-driven
quality control mechanisms enable industries to maintain consistent product quality by
monitoring and analyzing production parameters in real time, promptly detecting devia-
tions from desired specifications, and making necessary adjustments to ensure adherence
to quality standards. In the realm of safety, loT-enabled systems offer advanced monitoring
and alerting capabilities, such as detecting hazardous conditions, monitoring worker vital
signs in hazardous environments, and facilitating rapid response to emergencies, thereby
mitigating risks and ensuring the well-being of workers. Additionally, the IoT plays a cru-
cial role in enabling the implementation of smart factories, where interconnected devices,
machines, and systems communicate and collaborate autonomously, orchestrating produc-
tion processes with minimal human intervention to achieve higher levels of productivity,
agility, and customization. Furthermore, IoT applications extend beyond the confines of the
factory floor, encompassing supply chain management, where sensors track the movement
and condition of goods throughout the entire supply chain, enabling real-time visibility,
traceability, and optimization of logistics processes. In the agricultural sector, IoT solutions
empower farmers with actionable insights derived from data collected by sensors deployed
across fields, enabling precision agriculture practices such as optimized irrigation, fertiliza-
tion, and pest management, leading to increased yields, reduced resource consumption,
and enhanced sustainability. Additionally, in the transportation and logistics industry, IoT-
enabled tracking and monitoring systems enhance fleet management, route optimization,
and cargo tracking, improving efficiency, reducing costs, and ensuring timely deliveries.
In conclusion, IoT applications in industry encompass a diverse range of functionalities
that revolutionize traditional business models, driving efficiencies, improving safety, and
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unlocking new opportunities for innovation and growth in the global marketplace. Table 2
summarize the applications of the Industrial IoT.

Table 2. Applications of the Industrial IoT.

Application Description Benefits Challenges Examples
. Red d i . Requires significant
Utilizing IoT sensors to € duce§ town tme initial investment in
monitor the condition of and maintenance IoT sensors and . :
- . costs . General Electric’s Predix,
machinery and equipment infrastructure - .
. . . . X . Improves . Siemens MindSphere,
Predictive Maintenance in real-time, enabling ; . . Data security and . .
- : equipment lifespan . Schneider Electric’s
predictive maintenance to privacy concerns
. Enhances safety by . . EcoStruxure
prevent costly identifvi tontial  * Integration with
breakdowns. ldentitymng potentia existing systems and
failures beforehand workflows
* Ir?f?roxt/.ed assdet . Accuracy and
Tracking the location, uﬂ:. 1zation an reliability of location
status, and condition of . E Elenc;(; . " tracking IBM Watson IoT Platform,
Asset Tracking and assets (such as equipment, nhance m:zen dory . Cost of IoT devices Cisco Kinetic for
Management vehicles, or inventory) manalgerﬁep an and connectivity Manufacturing, Microsoft
using loT devices and SI'JPE‘]}'IJ[C an . Integration with Azure IoT Suite
Sensors. VISIDULLY legacy systems and
. Reduction in loss or standards
theft of assets
* Eﬂ)ﬁizi;ﬁalézrdlle U Reliability and
Monitori & latency of remote
onitoring and control from tivi
controlling industrial anywhere . ;onne.(t: lv%t}{(
Remote Monitoring and processes, equipment, and e Reduces the need for ecurt }t, 1;5 sth Honeywell Sentience, ABB
Control systems remotely through on-site personnel assoc;a ed wi Ability, Emerson Plantweb
IoT-enabled sensors and . Improves . rCemo © e%cbc.ie.ss ith
actuators. operational omp atibiity wit
. existing control
efficiency and systems
responsiveness Y
‘ Impll..SVES groduct . Calibration and
Implementing IoT sensors qual }tl an maintenance of [oT
to monitor and analyze consistency Sensors ;
. Enables early Bosch IoT Suite, PTC

Quality Control and
Assurance

product quality, identify
defects, and ensure
compliance with quality
standards throughout the
manufacturing process.

detection of defects
and deviations

. Facilitates
compliance with
regulatory

Integration with
quality management
systems

Data interpretation
and analysis

ThingWorx, Rockwell
Automation FactoryTalk
Analytics

Energy Management and
Efficiency

. complexities
requirements
. Reduces energy . Complexities in
Monitoring and costs a.nd carbon integrating with
footprint existing energy

optimizing energy
consumption, usage
patterns, and efficiency of
industrial facilities and
equipment through IoT
sensors and analytics.

. Identifies
energy-saving
opportunities and
optimizations

. Enhances
sustainability
initiatives

systems

Data accuracy and
reliability challenges
Balancing energy
efficiency with
operational
requirements

Sensital iBOTics, General
Electric’s Advanced
Energy Management
System, ABB Energy
Management solutions

4. Tools and Devices for Embedded Al in IIoT Applications

In this section, we present several solutions aimed at facilitating the acceleration of
Deep Learning (DL) models for embedded applications. The majority of these solutions
encompass hardware accelerators meticulously crafted to cater to the exigency of executing
DL model inference in low-power environments. Among the showcased solutions, some are
tailored for particular application domains, such as the automotive sector (e.g., the Hailo-8
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accelerator), while others target broader domains such as space (e.g., the Myriad X, the
Google Edge accelerator, and the Nvidia Jetson family). Table 3 provides a comprehensive
summary of the solutions delineated in this section.

4.1. Vitis Al

Vitis Al v3.5 is a software solution designed to facilitate Al inference on AMD devices,
offering a repository of pretrained Al models and deployment tools spanning edge and
data center solutions. Particularly focusing on edge computing scenarios, the utilization
of Field-Programmable Gate Arrays (FPGAs) to accelerate Deep Neural Network (DNN)
operations emerges as a compelling avenue, capitalizing on the inherent energy efficiency
and adaptability afforded by FPGA technology. Figure 10 illustrates the structural layout
of the Vitis Al framework.
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Figure 10. Schematic representation of the Vitis Al framework v3.5 [152].

The Quantizer module serves as a pivotal component, tasked with applying quan-
tization techniques to the model. Utilizing fixed-point representation, such as INTS, for
both weights and activations facilitates the reduction of computational complexity and
bandwidth usage while enhancing power efficiency. Meanwhile, the Optimizer module
endeavors to streamline model complexity through pruning methodologies. Precision
pruning, when executed accurately, can effectively curtail computational complexity with-
out incurring significant accuracy losses. The Compiler module assumes responsibility
for executing layer fusion and instruction scheduling to maximize parallelism and data
reuse, culminating in the generation of instructions for the Deep Learning Processing Unit
(DPU). The DPU represents an optimized engine tailored for DNN operations, equipped
with a tensor-level instruction set designed to expedite leading-edge Convolutional Neural
Networks (CNNs) such as VGG, ResNet, and MobileNet. It extends support to various
hardware platforms, including the AMD Zynq UltraScale+™ MPSoCs and the Versal™
Al Edge. Lastly, the Vitis AI Runtime (VART) furnishes a low-level API accessible via both
C++ and Python, facilitating seamless integration of the DPU within software applications.
Despite numerous endeavors to port neural network models onto FPGA platforms in recent
years [153-155], the process remains laborious and often necessitates specialized hardware
design expertise. Vitis Al aims to alleviate these challenges by streamlining FPGA-based
hardware acceleration, offering an accessible and efficient solution.

4.2. TensorFlow Lite

TensorFlow Lite [156], represents a streamlined iteration of TensorFlow. Employing a
flat buffer file format, it accommodates the storage of neural network weights in various
formats, including 8-bit integer representations. The conversion process from TensorFlow
to TensorFlow Lite capitalizes on quantization and pruning methodologies. Quantization
diminishes the bit depth of the model’s parameters, such as weights and biases, thereby
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reducing the file size of the model. Pruning, on the other hand, endeavors to excise
redundant weights, potentially enhancing file compression. The resulting TensorFlow
Lite file is executable via the TensorFlow Lite interpreter, which caters to a spectrum
of platforms ranging from smartphone operating systems to microcontrollers and other
embedded devices.

4.3. TensorFlow Lite for Microcontrollers

Compared to TensorFlow Lite, TensorFlow Lite for Microcontrollers (TensorFlow Lite
Micro (TFLM)) [157,158] represents a significant advancement in the realm of low-power
devices. Specifically tailored for embedded systems operating on 32-bit platforms such
as ARM Cortex-M CPUs, ESP32, and similar architectures, this framework is engineered
to facilitate inference with minimal resource overhead. TFLM strives to ensure seamless
interoperability across diverse platforms while prioritizing low memory utilization and
swift inference times. To deploy projects, the generated code must be integrated into
the toolchain corresponding to the targeted device. Leveraging CMSIS-NN [159], TFLM
harnesses high-performance inference capabilities on ARM Cortex-M CPUs by exploiting
features such as Single Instruction-Multiple Data (SIMD) operations, Digital Signal Process-
ing (DSP) extensions, and ARM’s Machine Learning Vector Extension (MVE). Furthermore,
TFLM employs full 8-bit quantization to maximize efficiency and performance in resource-
constrained environments. Figure 11 provides a schematic representation of the integration
framework between TensorFlow and TensorFlow Lite, illustrating their cohesive operation
and compatibility across various platforms. This advanced framework not only extends the
capabilities of TensorFlow Lite but also caters to the stringent requirements of embedded
systems, facilitating efficient and robust inference in low-power environments.
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Figure 11. Schematic representation of the Tensorflow /Tensorflow Lite integration framework.

4.4. STM32Cube.Al

STM32Cube.Al, referenced as [160], represents a pivotal tool seamlessly integrated
into the STM32CubeMX environment, serving the purpose of deploying DNN models onto
STMB32 microcontrollers. Users can readily access DNN models from the model zoo [161]
provided by ST or import models from third-party frameworks such as TensorFlow and
ONNX. Through the ONNX format, STM32Cube.Al extends support to DNN models
trained with popular frameworks such as PyTorch v2.3, Matlab v2023b, and Scikit-learn
v1.5, ensuring broad compatibility and flexibility. Notably, this tool not only caters to
DNN models but also encompasses support for various other machine learning algorithms.
Upon model import, STM32Cube.Al generates a C-code library tailored for inclusion in the
user’s project, facilitating compilation for STM32 microcontrollers. These microcontrollers
typically belong to ARM Cortex-M-based boards, which are characterized by limited flash
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and RAM resources and often lack dedicated hardware accelerators for Al algorithms. This
underscores the imperative of having an optimized library capable of extracting maxi-
mum efficiency and throughput from these devices concerning Al algorithm execution.
Furthermore, STM32Cube.Al offers comprehensive functionalities for model validation,
providing insights into hardware requirements such as ROM and RAM usage and antici-
pated inference time, thereby enabling fine-tuning of the trade-off between internal and
external memory resource utilization. This feature-rich tool empowers users to optimize Al
algorithm performance while adhering to the stringent resource constraints imposed by
STM32 microcontrollers. Figure 12 shows the STM32Cube Al framework.
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Figure 12. Schematic representation of the STM32Cube Al framework.

4.5. ISPU

STMicroelectronics has developed the Intelligent Sensing Processing Unit (Intelli-
gent Sensor Processing Unit (ISPU)) [162], an ultra-low-power and highly efficient pro-
grammable core engineered for executing signal processing and Al algorithms at the edge.
Specifically designed to operate within Inertial Measurement Units (Inertial Measurement
Unit (IMU)) equipped with MEMS sensors, the ISPU facilitates real-time processing of
sensed data with minimal power consumption. Harnessing Digital Signal Processing (Digi-
tal Signal Processing (DSP)) capabilities, the ISPU analyzes data using Al algorithms and
supports a range of precision levels from full precision to 1-bit Neural Networks (Neural
Network (NN)). This energy-efficient solution enables the widespread deployment of Al
applications, catering to both industrial and consumer sectors. The ISPU is integrated
into expansion boards such as the X-NUCLEO-IKS4A1 board [163], offering versatile pro-
gramming options through the STM32CubeMX software with the X-CUBE-ISPU expansion.
Additionally, NanoEdge Al Studio facilitates the generation of optimized libraries tailored
for STM32 devices. This tool supports applications including anomaly detection and
multi-class classification, with the resulting library deployable using the X-CUBE-ISPU
v2.0 expansion software.

4.6. Renesas E-Al

Renesas has developed e-Al [164], a comprehensive solution tailored to real-time
applications running on their range of Microcontroller Units (MCU) and Microprocessor
Units (MPU). Renesas offers a variety of devices catering to diverse requirements in terms
of Al application performance and resource utilization. To facilitate the deployment of Al
models on Renesas devices, the company provides a suite of software tools. These tools
enable the conversion of trained models into executables compatible with either the MCU
or Renesas” hardware accelerator. For MCU deployment, Renesas offers the e-Al Translator
and e-Al Checker. The e-Al Translator converts pretrained models to align with the MCU
development environment, while the e-Al Checker computes resource metrics such as RAM,
ROM, and execution time based on the selected MCU configuration for NN deployment.
Renesas’ hardware accelerator, known as DRP-AI, comprises an Al Multiply—Accumulate
Processor (AI-MAC) responsible for executing matrix multiplication-based layers along
with a Data Re-Processing (DRP) unit to handle generic operations such as pooling and
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activation functions. The DRP-AI is designed to efficiently execute both inference and
pre/postprocessing tasks while emphasizing low power consumption and flexibility to
accommodate future Al model requirements.

4.7. Hailo-8

Hailo has pioneered the Hailo-8 edge Al processor [165], a breakthrough solution
designed to facilitate real-time low-latency Al applications on edge devices. Engineered
as an expansion module compatible with existing x86- and ARM-based boards running
Linux or Windows operating systems, the Hailo-8 processor is equipped with automotive
compliance, adhering to ISO-26262 ASIL-B (D) standards [166].

Hailo offers a comprehensive software suite [167] encompassing the following features:

e A dataflow compiler tasked with generating a binary file tailored for the Hailo-8
processor from a pretrained model acquired from third-party high-level frameworks
such as TensorFlow v2.15 or PyTorch v2.3. This software suite also incorporates
optimizations, including quantization, to maximize the utilization of Hailo-8 hardware
resources, alongside profiling information.

¢ HailoRT, providing C/C++ and Python APIs to enable seamless interaction between
host-running applications and the Hailo-8 processor for executing compiled NN
models. Additionally, it furnishes a GStreamer element to integrate NN inference
seamlessly into a GStreamer pipeline.

* A model zoo [168] housing pretrained models tailored for computer vision tasks.

* A model explorer to assist users in selecting the most suitable models from the model
zoo based on specific application requirements such as accuracy and Frames per
second (FPS).

The Hailo-8 processor is typically deployed on PCle boards with M.2 form factor,
exemplified by the Hailo-8 M.2 A+E 2230 board. This compact yet powerful solution
underscores Hailo’s commitment to delivering cutting-edge Al processing capabilities for
edge computing applications.

4.8. Google Edge TPU

The Coral Edge Tensor Processing Unit (TPU), developed by Google, is an Application-
Specific Integrated Circuit (ASIC) engineered to accelerate TensorFlow Lite models while
maintaining exceptionally low power consumption [169]. Specifically optimized for quan-
tized 8-bit NN models compiled for the Edge TPU, it efficiently executes inferences. How-
ever, it is noteworthy that the Edge TPU does not support all operations provided by
TensorFlow [170]. In such cases, the Edge TPU compiler identifies these unsupported oper-
ations and divides the NN into two distinct parts; the initial portion executes on the Edge
TPU, while the remainder is offloaded to the CPU. Facilitating streamlined NN inference
on the Edge TPU, Google offers the PyCoral API, enabling users to execute complex tasks
with minimal lines of Python code [171]. Additionally, Google provides a selection of
pretrained NN models tailored for the Edge TPU, encompassing audio classification, object
detection, semantic segmentation, and pose estimation tasks [172]. Available in various
form factors for both development and production environments, the Google Coral Edge
TPU has garnered attention for its suitability in low-Earth-orbit missions [173]. As the space
domain witnesses growing demand for low-power Artificial Intelligence (Al) accelerators,
the Edge TPU is emerging as a promising solution [169].

4.9. Nvidia Jetson Orin Nano

The Nvidia Jetson Orin Nano [174], an evolution of the original Jetson Nano board,
introduces a potent combination of a CPU and an Nvidia Ampere GPU. With configurable
power consumption options ranging from 7 to 15 Watts, it is available in a convenient
development kit form for rapid prototyping [175]. Equipped with a Linux-based operating
system, this versatile platform leverages the computational prowess of its GPU to execute
a diverse array of NN models, supporting a wide spectrum of high-level frameworks for
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seamless NN inference. Moreover, it harnesses the power of TensorRT [176] to optimize the
performance of NN models, ensuring efficient and rapid inference. Notably, certain devices
within the Nvidia Jetson family have demonstrated suitability for short-duration satellite
missions [177,178], underscoring their resilience and adaptability in challenging environments.

4.10. Intel Movidius Myriad X VPU

The Intel Movidius Myriad X Vision Processing Unit (VPU) is a hardware accelerator
renowned for its prowess in executing NN inference using a cluster of processors known as
Streaming Hybrid Architecture Vector Engines (SHAVESs). Offering flexibility to developers,
it allows customization of the number of SHAVE processors employed for NN inference,
with the Myriad X boasting a total of 16 such processors. This versatility empowers users
to tailor the inference process, balancing performance and power consumption according
to their specific requirements. Demonstrating exceptional performance in accelerating NNs
with convolutional layers, such as Fully Convolutional Network (FCN) and Convolutional
Neural Network (CNN), the Myriad X stands out as a preferred choice for tasks demanding
efficient processing of complex neural networks. Similar to the Google Edge TPU and
Nvidia Jetson devices, the Myriad VPU family, encompassing both the Myriad X and its
predecessor, the Myriad 2, has found a niche in the space domain. Recognized as a reliable
accelerator for NN inference, these devices have been integral to various space missions,
including onboard satellites [179] and the International Space Station (ISS) [180,181]. Their
adaptability and performance have made them particularly well suited for low-Earth-orbit
missions [173,182,183].

4.11. NXP SW and HW Solutions

NXP offers a comprehensive portfolio of microcontrollers (MCUs) and processors
tailored for machine learning applications across the automotive, smart industrial, and
IoT sectors. Their software development tools, such as the elQ machine learning envi-
ronment, enable the utilization of Al algorithms across NXP’s extensive range of MCUs
and processors [184-186]. NXP has collaborated with NVIDIA to seamlessly integrate
NVIDIA TAO APIs within the eIQ machine learning development environment. This inte-
gration streamlines the deployment of trained Al models on NXP’s edge processing devices.
The elQ machine learning software development environment seamlessly integrates into
NXP’s MCUXpresso SDK and Yocto Project Linux development environments, empower-
ing developers to create comprehensive system-level applications with ease. NXP’s i.MX
93 applications processor boasts a Neural Processing Unit (NPU) capable of executing
optimized AI models deployed through the elQ environment. For MCUs, NXP’s i.MX
RT Crossover series serves as an ideal platform for embedded AI/ML applications. It
supports TensorFlow Lite and Glow neural network models through the elQ software [187].
The elQ toolkit provides a comprehensive machine learning workflow tool, enabling the
creation, optimization, export, and deployment of ML models and workloads on NXP
hardware. Additionally, NXP offers a range of MCUs, processors, and software tools such
as elQ to empower developers in seamlessly integrating and deploying Al models on
their embedded hardware platforms, catering to smart applications across the automotive,
industrial, and IoT domains. Moving on to NXP’s microcontroller families, the S32K1xx
and S32K3xx series are engineered to meet the stringent demands of automotive and IoT
applications. The S32K1xx family features 32-bit Arm Cortex-M-based MCUs with a basic
cryptographic security engine.

They are compliant with ISO 26262 up to ASIL-B for functional safety, and offer scala-
bility in the number of cores, memory, and peripherals for high-performance applications.
The S32K3xx family comprises 32-bit Arm Cortex-M7-based MCUs available in single, dual,
and lockstep core configurations. These MCUs are compliant with ISO 26262 up to ASIL-D
for functional safety, and offer scalability in the number of cores, memory, and peripherals
for high-performance applications. Both families are part of NXP’s SafeAssure program,
ensuring adherence to ISO 26262 standards for system-level safety requirements. They
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are also compatible with the NXP S32 Automotive Platform, facilitating seamless software
reuse and flexibility across applications in body, zone control, and electrification [188,189].

4.12. Nordic Semiconductor HW Solution

Nordic Semiconductor offers a range of hardware solutions for integrating Al and ML
models into their wireless IoT devices. Below, we provide an overview of their available
hardware solutions:

e nRF52 and nRF53 Series Bluetooth SoCs: These SoCs are now capable of running
Al and ML features through a partnership with Edge Impulse, a leading provider
of “tiny ML” tools. This integration allows for easy-to-use Al and ML features on
resource-constrained wireless IoT chips, making them accessible to a broader range of
applications [190].

¢ Arm Total Access: Nordic Semiconductor has adopted Arm Total Access to advance
Al and ML capabilities at the edge. This subscription provides advanced access to
multiple Arm products, including Cortex CPUs, Ethos NPUs, and the CoreLink System
IP. This integration enables Nordic to access greater ML capabilities and computing
resources for advanced IoT applications [191].

e Atlazo Acquisition: Nordic Semiconductor has acquired the IP portfolio of Atlazo, a
US-based technology leader in AI/ML processors, sensor interface design, and energy
management for tiny edge devices. This acquisition enhances Nordic’s position in
low-power products and solutions for IoT applications and accelerates its strategic
development initiatives, particularly in health-related applications [192].

These hardware solutions are designed to support the growing need for Al and ML
capabilities at the edge, enabling cross-market applications covering IoT, consumer, and
industrial contexts. They provide a comprehensive suite of tools, software, and support for
developers to create and deploy AI/ML models on Nordic’s devices.

4.13. Infineon AURIX HW Solutions

Infineon’s AURIX TC2xx and TC3xx microcontrollers cater to automotive and indus-
trial applications, boasting advanced features for connectivity, security, and functional
safety [193,194]. The TC2xx family houses up to six independent 32-bit superscalar TriCore
V1.6.2 CPUs, while the TC3xx family features a hexa-core high-performance architecture.
Both families comply with ISO 26262 up to ASIL-D for functional safety and offer scala-
bility, connectivity, and security features. Suitable for engine management, transmission
control, and powertrain applications, they provide robust solutions for demanding auto-
motive environments. The AURIX TC4x family expands Infineon’s offerings, integrating
a high-performance Al accelerator called the parallel processing unit (PPU) powered by
the Synopsys DesignWare ARC EV Processor IP [195]. This integration enables real-time
processing of Al algorithms, including RNNs and CNNs. Supporting functional safety
and model-based design, the TC4x family optimizes battery functions, enhances energy
efficiency, and ensures safer automotive systems. Collaborations with Synopsys and Math-
Works further enrich the development ecosystem, providing optimized tools and software
for AI development on AURIX TC4x. In summary, Infineon’s AURIX microcontrollers
offer comprehensive hardware solutions for Al integration, ensuring high performance,
functional safety, and scalability across automotive and industrial applications.
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Table 3. Main solutions for Al on low-power devices and related supported hardware devices.

Supported High Level . . ..
Name Fralirr:eworks & Supported Hardware Used Weights Data Types  Typical Applications
Zynq™ UltraScale+™
Vitis AT TensorFlow v2.15, PyTorch ~ MPSoC, Versal™ adaptive INTS FPGA-based accelerators
v2.3, ONNX v1.16.1 SoCs, and Alveo™ implementation [196-198]
platforms
Microcontrollers-based Real-time compact ML/AI
TensorFlow Lite Micro TensorFlow Lite v2.15 platforms (e.g., INT8 MCU
Cortex-M-based platform) Integration [199-201]
TensorFlow v2.15, ONNX
v1.16.1 (e.g., PyTorch v2.3, . Tiny ML/AI for Edge IloT
STM32Cube.Al Matlab v2023b, and STM32 microcontrollers FP32, INT8 [202-204]
Scikit-learn v1.15)
Integration of In-device
ISPU custom C-code algorithms ~ STM32 microcontrollers full precision to 1-bit NNs ~ ML/AI model for

sensors [205,206]

Renesas e-Al

ONNX (e.g., TensorFlow,
PyTorch, etc.)

Renesas RZ/V series

INTS8

Al-based Device
Fingerprinting [207,208]

Kerasv2.16, TensorFlow
v2.15, TensorFlow Lite

boards featuring the Hailo

Accelerated Al-based IoT

Hailo-8 v2.15, PyTorch v2.3, and processor INT4-8-16 bits systems [209-211]
ONNX v1.16.1
. . . real-time high-speed
Edge TPU TensorFlow Lite compiled  boards featuring the Edge INTS computation for edge
for the Edge TPU TPU .
computing [212,213]
Any framework ML/ Al-based Image and
Jetson Orin Nano compatible with Nvidia Nvidia Jetson Orin Nano Any data type supported  Video processing on
Ampere GPU w/o development kit by the Ampere GPU embedded
p devices [214-216]
Intel Neural Compute Accelerating Al and
. TensorFlow v2.15, Caffe Stick 2 and other boards . P Computer Vision for
Myriad X v.2.10 featuring the Myriad X FP16, fixed point 8-bit Satellite
VPU Applications [180,217]
TensorFlow Lite & micro N?(P EdgeVerse lz/ICU ?\12;‘( Albased Aut i
NXP elQ v2.15, Glow v10.9, microprocessors (i.e., i. FP32, INTS ased Automotive
RT crossover MCUs, and Cybersecurity [218,219]
CMSIS-NN v6.6.0 . :
i.MX family)
TensorFlow Lite for Nordic Semiconductor real-time embedded
Nordic Semiconductor Microcontrollers v2.15 nRF5340 and nRF9160 INT8 localization
’ SoCs systems [220-222]
real-time
. TensorFlow Lite, PyTorch, = Aurix TC2xx and TC3xx control/monitoring
Aurix ONNX microcontrollers FP32, INT8 algorithm for

automotive [223-225]

5. Conclusions

In this paper, we have emphasized the benefits of using Al for embedded IIoT applica-
tions, highlighting several key advantages. One significant benefit is low latency. Unlike
server applications that prioritize throughput, embedded applications require extremely
low latency in order to be effective. This necessitates Al solutions that can operate within
the limited hardware resources of low-power embedded devices. Security and privacy are
also crucial when dealing with industrial machinery that must often handle sensitive data.
Proper management of these data is essential. Additionally, resilience is vital, as downtime
poses a significant risk for industrial applications. The ability to continue operations with-
out an internet connection is a key enabler for Al in IloT applications. Another important
aspect is low power consumption. Embedded applications often target battery-powered
devices, making high power efficiency a necessity. We have provided an in-depth analysis
of various platforms, including NXP, AURIX, and Nordic Semiconductor. These platforms
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offer robust solutions tailored for IIoT applications, combining advanced features with effi-
cient performance. We have summarized the main neural network architectures, software
tools, and hardware accelerators that enable Al on embedded low-power devices suitable
for IIoT applications. Certain solutions are general-purpose, while others are tailored for
specific industrial domains, such as the Myriad VPU for space applications and the Hailo-8
for automotive applications. The techniques and devices introduced in this paper aim to
improve various aspects of deploying Al solutions for low-power embedded applications.
Software techniques such as quantization reduce model size, saving storage space and
allowing faster inference times thanks to a reduced bit width. Many software tools, both
open-source and proprietary, facilitate model deployment on embedded devices, thereby
reducing time-to-market, which is critical for industrial applications. Hardware solutions
focus on maximizing power and cost efficiency while minimizing inference latency. Ad-
dressing these challenges is crucial for the development and deployment of Al solutions
in embedded IIoT applications. In recent years, the increasing number of Al-based IloT
applications has driven the development of tools and techniques to tackle these challenges.
This trend is expected to continue, spurred by the growing adoption of IIoT solutions
and the ongoing development of software tools and techniques aimed at simplifying Al
deployment on low-power edge devices.
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